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How to Configure Site-to-site IPSec VPN with Amazon VPC

This example shows how to use the VPN Setup Wizard to create a site-to-site
VPN between a ZyWALL/USG and an Amazon VPC platform. The example
instructs how to configure the VPN tunnel between each site. When the VPN

tunnel is configured, each site can be accessed securely.

Local Network Local Network
Network 192.168.1.0 i i Network 172.18.0.0
Netmask 255.255.255.0 } Netmask 255.255.0.0

VPN Tunnel VPN Tunnel e

ZyWALL USG Amazon VPC

WAN [P 61.230.249.133 Gateway IP 52.39.135.203
LAN [P 192.168.1.1

............................................

ZyWALL/USG Site-to-site IPSec VPN with Amazon VPC

‘\Q"No’re:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and Amazon
VPC (June, 2016).
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Set Up the IPSec VPN Tunnel on the Amazon VPC

1 Signinto the Amazon AWS Management Console. Go to Networking > VPC.

Amazon AWS Management Console > Networking > VPC
i‘i AWS Services ~ Edit +

Quick Starts

Build a web a Launch a virtual machine - Back up your files
pp Learn More Learn More

. Build a backend far your Host a static website c_,D/J Analyze big data
o mobile app Learn More DD Learn More

AWS Services

f%%f Networking

Direct Connect

Route 53

2 Inthe upper left-hand of the screen, click Start VPC Wizard.

Amazon VPC Management Console > Networking > VPC > Start VPC Wizard
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ii AWS ~ Services v

VPC Dashboard Resources <&
4

Filter by VPC:
None ! CEL ARV Launch EC2 Instances
Virtual Private Cloud Note: Your Instances will launch in the US \West (Oregon) region.

3 Select a VPC Configuration, select VPC with a Private Subnet Only and Hardware

VPN Access, and then click Select.

Select a VPC Configuration > VPC with a Private Subnet Only and Hardware VPN
Access

ﬁ AWS ~ Services v
Step 1: Select a VPC Configuration

;Pé: "‘:‘th DN R I Your instances run in a private, isolated section of the AWS cloud with a Ameazon Virtual Private Cloud
ubnet

private subnet whose instances are not addressable from the Internet. Subret
You can connect this private subnet to your corporate data center via an

VPC with Public and IPsec Virtual Private Network (VPN) tunnel

Private Subnets

Creates:
VPC with Public and A /16 network with a /24 subnet and provisions an IPsec VPN tunnel
Private Subnets and between your Amazon VPC and your corporate network. (VPN charges
Hardware VPN Access apply.)

VPC with a Private

Subnet Only and
Hardware VPN Access

Corporate Data Center

4 VPC with a Private Subnet Only and Hardware VPN, add your IP CIDR block and

Private subnet. Click Next.
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VPC with a Private Subnet Only and Hardware VPN

ﬁ AWS ~ Services v

Step 2: VPC with a Private Subnet Only and Hardware VPN Access

IP CIDR block:* [ 172.18.0.0/16 | (65531 IP addresses available)
VPC name:
Private subnet* [ 172.18.0.0/24 ] (251 IP addresses available)

Availability Zone:®  No Preference v
Private subnet name: Private subnet

You can add more subnets after AWS creates the VPC.

Add endpoints for 53 to your subnets

Subnet:  None v

Enable DNS hostnames:* ® Yes ' No

Hardware tenancy:*  Default v

Cancel and Exit Back m

5 Configure your VPN, add your ZyWALL/USG public IP address info Customer
Gateway IP. Name your Customer Gateway name and VPN Connection name.

Click Create VPC at the bottom of the blade.

Configure your VPN
ii AWS v  Services v

Step 3: Configure your VPN

Specify the public IP Address of your VPN router (Customer Gateway)
Customer Gateway IP: |61.230.245.133 |

Customer Gateway name: | GW_to_ZyWALL/USG |

VPN Connection name: [CN to ZyWALL/USG ]

Note: VPN Connection rates apply.

Specify the routing for the VPN Connection (Help me choose)

Routing Type:* = Dynamic (requires BGP) v

Cancel and Exit Back Create VPC
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Creating VPN (This may take a few minutes)._.

i

6 Inthe VPC Dashboard, go to VPN Connections. Select Download Configuration
from the upper bar. Select Vendor and Platform to be Generic. Click Yes,

Download.

VPC Dashboard > VPN Connections

Download Configuration

Please choose the configuration to download based on your type of customer gateway.

Vendor
Piatomn
Sofnars

Cancel Yes, Download
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7 Open the downloaded configuration txt. file, it displays IKE SA, IPSec SA and

Gateway IP address. Please make sure all the settings match your ZyWALL/USG's

setting.

Configuration txt. File

IPSec Tunnel #1

#1: Internet Key Exchange Configuration
Configure the IEE 54 as follows:

— Authentication Method : Pre-Shared Eey

— Pre-Shared Eey : 2EHrEASWT6&QFMEBaaPZT1bBmnoUaCLhW
— Authentication Rlgorithm : shal

— Encryption Algorithm : aes-128-chbc

- Lifetime : 28800 seconds

— Phase 1 Negotiation Mode : main
— Perfect Forward Secrecy : Diffie-Hellman Group 2

$2: IPSec Configuration
Configure the IPSec S5A as follows:

— Protocol 1 esp

— Authentication Algorithm : hmac-shal-96

— Encryption Algorithm : aes-128-chbc

- Lifetime : 3600 seconds

- Mode : tunnel

— Perfect Forward Secrecy : Diffie-Hellman Group 2

recommend configuring DPD on your endpoint as follows:
— DFD Interval Ha ]
— DPFD Retries : 3

#3: Tunnel Interface Configuration

Cutside IP Addresses:
— Customer Gateway 1 61.230.249.133
— Virtual Private Gateway : 52.39.135.203

IPSec Dead Peer Detection (DPD) will be enabkled on the AWS Endpoint.

Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the Amazon VPC. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPM Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPM Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- WPM Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

D Express

@ Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select

the rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Setfings > Wizaord Completed
1 3
2

Advanced Settings

IKE Verzion

@ IKEvI
O IKEv2

Scenadrio

Rule Mame: | VPM_to_VPC

|@ Site-to-site I

© Site-to-site with Dynamic Peer

© Remote Access [Server Role)

© Remote Access [Client Role)

Then, configure the Secure Gateway IP as the peer Amazon VPC's Gateway IP
address (in the example, 52.39.135.203); select My Address fo be the interface
connected to the Internet.

Set the Negotiation, Encryption, Authentication, Key Group and SA Life Time

which Amazon VPC supports. Type a secure Pre-Shared Key.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase 1
Setting)
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VPN Setup Wizard

Wizard Type * VPN Settings » Wizard Completed
1 3
2

Advanced Settings

Phase 1 Setting

Secure Gateway: 52.39.135.203 [IP or FQIDM]

My Address (interface): gel ¥

Negotiation Mode: Main v

Encryptfion Algorithm: AES128 i

Authentication Algorithm:| |[SHAT ¥

Key Group: bH2 v

SA Life Time: 86400 {1580 - 3000000 seconds)

NAT Traversal

| Dead Peer Detection [DF’D]l

Avuthentication Method

® Pre-SharedKey | 12345678
O Certificate defoult ~

Continue to Phase 2 Settings to select the Encapsulation, Encryption,
Authentication, and SA Life Time seftings which Amazon VPC supports.

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the Amazon VPC. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Phase 2 Setting)

VPN Setup Wizard

1 2

Advanced Seftings
Phasze 2 Sefting

Active Protocol:
Encapsulation:
Encryption Algorithm:
Authentication Algorithm:
54 Life Time:

FPerfect Forward Secrecy
(PFS):

Policy Setting
Local Policy {IP/Mask):
Remote Policy [IP/Mask]:

Property

Nailed-Up

Wizard Type * VPN Setfings * Wizard Completed

|

ESP
Tunnel
AES128
SHAT
36400

None

(180 - 3000000 seconds)

[192.168.1.0

A255.255.255.0

| 172.18.0.0

J'|255.255.D.0
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Summary)

Wizard Type > VPN Selings > Wioord Completed

1

2
Advanced Settings
Summary
Rule Norme:

Secure Goteway:
Pre-Shared Key:

Local Policy (IPfMask):
Remote Policy (IP/Mask):

Phasze 1

Megotliation Mode:

Encryption Algorthm:

Authentication Algorithm:

Key Group:
Phase 2

Active Proftocol:
Encapsulation:

Encrypfion Algorithm:

Authentication Algorithrm:

3

VPN_to VPO
52.30.135.203

12345678

192.168.1.0/ 255.255.255.0
172.18.0.0/ 255.255.255.0

main
aes128
sha

DH2

esp
tunimel
aes12s

sha

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

[ VPN Setup Wizard

Waord Type > VPN Setings > Wizard Completed

1 2 3

Advanced Setfings

ongratulations. The \ Access wizard is complete
C t The VPN d leted
Summary

Rule Nome: VPN_to_VPC

Secure Goteway: 52.39.135.203

My Address (interfcce): get

Pre-Shared Key: 12345678

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is
connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

QArdd i 2

1 2 VPN_to_Azure  VPN_to_Azure [Pwd aVPMN_to_VPC_LOCALfWPN_to_VPC_REMOTE

Page |1 of 1 Show |50 || items Displaying 1-1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up
Time and the Inbound(Bytes)/Outbound(Bytes) fraffic.
MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_VPC  192.148.1.0/24<>172.18.0.0/24 41.230.249.133  P:52.39.135.203:4500 28 76292 0[0 bytes) 0[0 bytes)

Page |1 of 1 Show |50 |»|iterms Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a Local LAN to AWS VPC private

Subnet for verification. Ensure that both computers have Internet access.
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Ping from Local LAN to AWS VPC private Subnet for verification:

C:“\Documents and Settings“ZyXEL>ping 172.18.8.15
Pinging 172.18.8.15 with 32 hytes of data:

Reply from 172.18.8.15
Reply from 172.18.0.15
Reply from 172.18.8.15
Reply from 172.18.8.15

bytes=32 time=27ms
bytes=32 time=32ms
hytes=32 time=26ms
hytes=32 time=27ms

Ping statistics for 172.18.8.15 =
Packets: Sent = 4, Received = 4, Lost = 8 (B« loss>.

Approximate round trip times in milli-seconds:
Minimum = 26ms, Maximum = 32ms, Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

FPriarity Category  Message Mote

info IKE Recv[MCTIFY: INYALID_COOKIE] IKE_LOG
info IKE Send:[IDHASH]NOTIFY:INITIAL_CONTACT] IKE_LOG
Friority  Category | Message Maote
errar IFSec SPI: 0x0 (0) SEC: 0x0 (0) No rule found, Dropping TCP packet IPSec
error IPSec SPI: D=0 (D) SEC: 0x0 (0) No rule found, Dropping TCP packet IPSec
infa IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Friority  Category | Message Maote

info IKE Recv [HASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Make sure your
LyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2

setup list.

MONITOR > Log
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123 2017-09-11 10:1... _ info KE Recv:[HASH|[SA] [NONCE][ID][ID] KE_LOG
127 2017-09-11 10:1... info KE Phase 1 IKE SA process done KE_LOG

How to Configure Site-to-site IPSec VPN with Microsoft (MS)
Azure

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZyWALL/USG and a Microsoft (MS) Azure platform. The example
instructs how to configure the VPN tunnel between each site. When the VPN

tunnel is configured, each site can be accessed securely.

Local Network Local Network
Network 192.77.1.0 i Network 10.1.0.0
Netmask 255.255.255.0; Netmask 255.255.0.0
G — Hasrl
o &= ey L
S VPN Tunnel VPN Tunnel S
ZyWALL USG MS Azure
WAN IP 59.124.163.151 Gateway IP 13.75.42.148
LAN IP 192.77.1.1

LyWALL Site-to-site IPSec VPN with Microsoft (MS) Azure

U'Note:
1. All network IP addresses and subnet masks are used as examples in this article. Please

replace them with your actual network IP addresses and subnet masks. This example was

tested using USG40 (Firmware Version: ZLD 4.25) and MS Azure (April, 2016).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the MS Azure. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPM Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- VPM Settings
- Wizard Completed

D VPN Settings for L2TP VPN Settings

- VPM Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 <

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Express
Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Setingz > Wizard Completed
1 3
2

Advanced Settings

IKE Verzion

@ |KEV]
@ KEv2

Scenario

Bule Name: | VPN_to_Azure

|@ Site-to-site I

D Site-to-site with Dynamic Peer
O remote Acceass (Server Role)
O Remote Acceass (Client Role)

Then, configure the Secure Gateway IP as the peer MS Azure’s Gateway IP

address (in the example, 13.75.42.148); select My Address to be the interface

connected to the Internet.

Set the Negotiation, Encryption, Authentication, Key Group and SA Life Time which

MS Azure supports. Please make sure you disable Dead Peer Detection (DPD)

which is not supported in the MS Azure IKEv1 Policy-based. Type a secure Pre-

Shared Key.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase
1 Setting)

VPN Setup Wizard

Wizard Tyee * VPN Seftings * Wezard Completed

1 > 3
Advanced Settings
Phaze 1 Sefting
Secure Gateway: 13.75.42.145 [IP or FQDM|
My Address (interface): gel "
Negotiation Mode: Main ¥
Encrypticn Algorithm: AES256 v
Authentication Algorithm: || SHAT v
Key Group: DH2 v
SA Life Time: 36400 (180 - 3000000 seconds)

MNAT Traversal

[l Dead Peer Detection [DPD)
Authentication Method

@ Pre-Shared Key | 123454678

D Certificate default v

‘Q'Note: For more information about the IPsec Parameters supported in MS Azure, see the
Microsoft Azure Documentation About VPN devices for Site-to-Site VPN Gateway

connections.
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Continue to Phase 2 Settings to select the Encapsulation, Encryption,

Authentication, and SA Life Time seftings which MS Azure supports.

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy fo be the IP address range of the network
connected to the MS Azure. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase
2 Setting)

VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1 3
2

Advanced Seftings

Phaze 2 Setting

Active Protocol: ESP i

Encapsulation: Tunnsl i

Encryption Algorithm: AES128 hd

Authentication Algorithm: SHAIT ¥

34 Life Time: 86400 (180 - 3000000 seconds)
Perfect Forward Secrecy None -

(PFS):

Policy Setting

Local Policy (IP/Mask): | 192.77.1.0 | 1255.255.255.0 |
Remote Policy (P/Mask): | 10.1.0.0 | 25525500 |
Property

| Nailed-Up |

“U"Note: For more information about the IPsec Parameters supported in MS Azure, see the
Microsoft Azure Documentation About VPN devices for Site-to-Site VPN Gateway

connections.

This screen provides a read-only summary of the VPN tunnel. Click Save.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

Wizard Type > VPN Selfings > Wiord Completed

1 2

Advanced Seffings
Summary
Fule Name:

Secure Goteway:
Pre-Shared Key:

Local Policy [IP/Mask]:
Remote Policy {IF/Mask):
Phase 1

Negotiation Mode:
Encryption Algorithm:

Key Group:
Fhase 2

Active Protocol:

Encapsulation:

Encryplion Algodihm:

Authentication Algorithm:

3

WPN_to_Azure

13.75.42.148

12345678

192.77.1.0/ 255.255.255.0
10.1.0.0 / 255 255.0.0

main
aes128
sha

DH2

esp
tunnel

aes128

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appearin

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close fto exit the wizard.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizrard

1 ¢

Advanced Settings

Summary
Rule Name:
Secure Gateway:

My Addrass (interface):

Pre-Shared Key:

Wizard Type * VPH Seffings * Wizard Completed

Congratulations. The VPN Access wizard is complated

VPMN_to_Azure

419 TE 47 148

ged

12342678

Set Up the IPSec VPN Tunnel on the MS Azure

Sign into the Windows Azure Management Portal. In the upper left-hand corner of

the screen, click +New > Networking > Virtual Network.

Azure portal > New > Networking > Virtual Network

“~ New » Networking

Resource groups
All resources
Recent
App Services
Virtual machines (classic)
Virtual machines
= SQOL databases

Cloud services (classic)

New

MARKETPLACE

Virtual Machines
Web + Mobile
Data + Storage
Data + Analytics
Internet of Things
Networking

Media + CDN

Huhrid Intasratinn

Networking

FEATURED APPS

Virtual Network

(.“> Create a logically isolated section in
I oft Azure and securely
connect it outward.

ExpressRoute
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Near the bottom of the Virtual Network blade, from the Select a deployment

model list, select Resource Manager, and then click Create.

New > Networking > Virtual Network > Select a deployment model

v New » Networking » Virtual Network

Virtual Network

>

Resource groups

ame . . - .
2 All resources Create a logically isolated section in Microsoft Azure with this networking service. You can securely

connect it to your on-premises datacenter or a single client machine using an IPsec connection.

Recent Virtual N
Azure

etworks make it easy for you to take advantage of the scalable, on-demand infrastructure of

ile providing conr ity to data and applications on-premises, including systems running

on Windows Server, mainframes, and UNIX.

App Services
Use Virtual Network to:

Virtual machines (classic)
* Extend your datacenter

» Build distributed applications
* Remotely debug your applications

SQL databases u n m E

Cloud services (classic)

Virtual machines

PUBLISHER Microsoft

Security Center

Subscriptions Select a deployment model @

| Resource Manager v

Browse >

On the Create virtual network page, enter the NAME for the VPN network. For
example, VPN_Vnet_to_USG. Add your Address Space, Subnet name and a single

Subnet address range.

Click Resource group and either select an existing resource group, or create a

new one by typing a name for your new resource group. For example, RG_USG.

LOCATION is directly related to the physical location (region) where the virtual

machines (VMs) reside. The region associated with the virtual network cannot be

changed after it has been created.
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Then, click the Create button. After clicking Create, you will see a tile on your
dashboard that will reflect the progress of your VNet. The tile will change as the

VNet is being created.

New > Networking > Virtual Network > Create virtual network

“~ New > Networking > Virtual Network > Create virtual network

Create virtual network

Resource groups

man
All resources
" * Name

VPN_Wnet_to_USG
Recent

* Address space @
10.1.0.0/16 v
10.1.0.0 - 10.1.255.255 (65536 addresses)

* Subnet name

App Services

Virtual machines (classic)

. . Azure_Local_Policy
Virtual machines

* Subnet address range @
10.1.0.0/24 v
10.1.0.,0 - 10.1.0.255 (256 addresses)
Subscription

SQOL databases

Cloud services (classic)

c - | Free Trial
Security Center

* Resource group

Subscriptions

| + New

Browse > New resource group name

RG_USG

Location

East Asia

Pin to dashboard

In the portal, navigate to the virtual network to which you just created. On the
blade for your virtual network, click the Seftings icon at the top of the blade to

expand the Setting blade to Subnets > Add > Add Subnet. Name your subnet
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GatewaySubnet. You should not name it anything else, or the gateway will not
work. Add the IP Address range for your gateway. Click OK at the bottom of the

blade to create the subnet.

VPN Vnet_to_USG > Settings > Subnet > Add subnet

“/ VPN_Vnetto USG > Settings > Subnets > Add subnet

ngs Subnets Add subnet

New

+ +

Resource groups Subnet  Gateway
‘subnet

iii Al resources

Recent NAME ~ ADDRESSRANGE ~*  AVAILABLEADDR.. "  SECURITY GROUP

prr + TROUBLESHOOTING

Azure Loca 072
& App services it Ioas zure_Local Policy  10.1.0.0/24

B3 virtual machines (classic)

B virtual machines | group N
= soL databases

@ Cloud services (classic)

@ security Center

$ Ssubsariptions

Browse >

In the portal, go fo New, then Networking. Select Virtual network gateway from
the list. On the Create virtual network gateway blade Name field, name your
gateway. Next, choose the Virtual network that you want to deploy this gateway

to.

Click the arrow (>) to open the Choose public IP address blade. Then click Create
New to open the Create public IP address blade. Input a Name for your public IP
address. Note that this is not asking for an IP address. The IP address will be
assigned dynamically. Rather, this is the name of the IP address object that the

address will be assigned fo. Click OK to save your changes.
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For Gateway type, select VPN. For VPN type, select Policy-based. For Resource
Group, the resource group is determined by the Virtual Network that you select.
For Location, make sure it's showing the location that both your Resource Group

and VNet exist in.

New > Networking > Create virtual network gateway > Choose public IP address >

Create public IP address

v = ChoosepublicIPaddress > Create public P address Se @y & O

Create virtual network gateway Choose public IP address Create public IP address
New g g

W#) Resource groups

£ All resources

© Recent

* Name * Name
Create new
[[vPN_GW_to_USG -] [ VPN_GW._to_USG_Public_IP V]

No results
& App services

B3 virtual machines (classic)
[¥ Public IP address @

B virtual machines Choose a public IP address

= sqL databases
& Cloud services (dlassic
@ security Center

¥ subscriptions

Browse >

Locat

[ Eastasi2 v

[ pinto dashboard

In the Azure Portal, navigate to New > Networking > Local network gateway. The
local network gateway refers to your ZyWALL/USG public IP and local subnet

seftings.

On the Create local network gateway blade, specify a Name for your
ZyWALL/USG gateway object.

Specify public IP address of your ZyWALL/USG. It cannot be behind NAT and has
to be reachable by Azure. Address space refers to the address ranges on your
ZyWALL/USG local network. For Resource Group, select the resource group that

you created before. For Location, if you are creating a new local network
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gateway, you can use the same location as the virtual network gateway. But, this

is not required. The local network gateway can be in a different location.
Click Create to create the local network gateway.
New > Networking > Local network gateway

“~ New » Networking > Create local network gateway

Create local network gateway

Resource groups

-
All resources
. * MName

[ vPN_Connection_to_UsG

Recent

* |P address @

[ 59.124.162.151

App Services

Virtual machines (classic) Address space @

Virtual machines 192.77.1.0/24

SQL databases

Subscription

Cloud services (classic)
| Free Trial

Secunty Center
* Resource group @

[ Re_use

Subscriptions

Location

| East Asia

Browse »

Pin to dashbeoard

I
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Locate your virtual network gateway (VPN_Connection_to_USG in this example)
and click Settings > Connection > Add connection, Name your connection. For
Connection type, select Site-to-site (IPSec). For Virtual network gateway, the
value is fixed because you are connecting from this gateway (VPN_GW_to_USG in

this example).

For Local network gateway, select the local network gateway that you want to

use (VPN_Connection_to_USG in this example).

For Shared Key (PSK), the value here must match the value that you are using for
your ZyWALL/USG device. For Resource Group, select the resource group that you

created before. Click OK to create your connection.

VPN_Connection_to_USG > Settings > Connections > Add connection

¥ VPN_Connection_to USG » Settings » Connections > Add connection

Connections Add connection

-+

Resource groups Add

™
22 All resources * Name

[ Azure vnet_use v

Recent NAME S STATUS % CONNECTION TYPE % VIRTUAL NETWO... ™
Connection type @

App Services No results I |

Virtual network gateway @

Virtual machines (classic)
I’ VPN_GW_to_USG

Virtual machines

[* Local network gateway @ a

5QL databases
VPN_Connection_to_USG

Cloud services (classic)
* Shared key (PSK) @

Security Center I zyxel1234 \/l
Subscriptions |5ubstru:t\cn L] ‘
Browse >
Resource group @
RG_USG a8
Location @
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When the connection is complete, you'll see it appear in the Connections blade

for your Gateway.
VPN_Connection_to_USG > Settings > Connections

“  VPN_Connection to USG ) Settings » Connections

Connections

+

Add

[ L] NAME < STATUS “~ CONNECTION TYPE 7 VIRTUAL NETWG... ™

' Azure_Vnet_USG Unknown Site-to-zite (IPsec) VPN_GW _to_USG

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

@ Add H Edit @ Remove @ Activate @ Inactivate @ Connect @ Disconnect [ Object References

1 @@. WPN_to_Azure WPN_to_Azure IPv4 aVPN_to_Azure LOCAL/VPN_to_Azure REMOTE

Page |1 of 1 Show |50 |»|items Displaying 1 - 1 of
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_Azure 192.77.1.0/24<>10.1.0,0/16 59124163151 Pi13.75.42.148:4500 14 86406 0(0 bytes) 0(0 bytes)

Page |1 of 1 Show |50 |¥ | items Displaying 1 - 1 of

Go to Azure_Vnet_USG > Settings to check the tunnel DATA IN and DATA OUT.

VPN > VPN Settings > Currently Active VPN Tunnels

“  Azure Vnet USG » Settings

Azure Vnet USG

L Essentials ~ H 8 O
. Connected
m East Asia
o [ 754214
- Subscription 1D . _::. ; ; eway - -
saL 23a31ce5-c9fa-4da3-958b-8bb1b6fe8790 VPN_Connection_to_USG (59.124.163.15
A e 15 =
k'l
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To test whether or not a tunnel is working, ping from a computer at one site fo a

computer at the other. Ensure that both computers have Internet access.

PC behind ZyWALL/USG > Window 7 > cmd > ping 10.1.0.33

C:*“Documents and Settings»ZyREL>*ping 18.1.A0.33

Pinging 18.1.8.33 with 32 hytes of data:

Reply from 18.1.8.33 @ bytes=32 time=18ms
Reply from 168.1.68.33 bhytes=32 time =17ms
Reply from 168.1.68.33 bytes=32 time=17ms

Reply from 18.1.8.33 - bytes=32 time=16ms

Ping statistics for 18.1.60.33:
Packets: Sent = 4. Received = 4, Lost = 8 (8
Approximate round trip times in milli—seconds:
Minimum = 16ms, Maximum = 18m=s,. Average = 17mns=

PC behind MS Azure> Window 7 > cmd > ping 192.77.1.33

C:~Documents and SettingssEyHEL>ping 192 _77.1.33
Pinging 192.77.1.33 with 32 bytes of data:

Reply from 1922.77.1.33 hytes=32 time=2Yms
Reply from 1922.77.1.33 bytes=32 time=3Zms
Reply from 1922.77.1.33 bytes=32 time=26ms
Reply from 1922.77.1.33 hytes=32 time=2Yms

Ping statistics for 192.97%.1.33

Packets: Sent = 4, Received 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 26ms, Maximum = 32ms, Average = 28ms
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What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Seftings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the MS
Azure IKE Phase 1 setup list.

MONITOR > Log

Priority | Category | Message Note

info IKE Recv:[NOTIFY: INVALID_COOCKIE] IKE_LOG
info IKE Send:[IDHASHINCTIFY INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message Mote
error IPSec SPI: 0x0 (0) SECQY: 0x0 (0) No rule found, Dropping TCF packet IPSec
arrar IPSec SPI: 0x0 (0) SECQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Friarity | Category | Message MNaote

info IKE Recv.[HASHINOTIFY:NG_PROPOSAL_CHGOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Make sure your ZyWALL/USG Phase 2
Sefttings are supported in the MS Azure IKE Phase 2 setup list.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG
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How to Configure GRE over IPSec VPN Tunnel

This example shows how to use the VPN Setup Wizard to create a GRE over
IPSec VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site. When the GRE over IPSec VPN

tunnel is configured, each site can be accessed securely.

Local Network Local Network :
Network 192.168.1.0 : i Network 19216820
Netmask 255.255.255.0 i Netmask 255.255.255.0 ;
GRE Tunnel GRE Tunnel {
iy
VPN Tunnel VPN Tunnel

ZyWALL USG (HQ) ZyWALL USG (Branch)

WAN IP 61.228.245.247 WAN IP 111.250.184.80

LAN IP 192.168.1.1 LAN IP 192.168.2.1

ZyWALL/USG GRE over IPSec VPN

‘\Ql’No’re:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This
example was tested using USG110 (Firmware Version: ZLD 4.25) and ZyWALL 310
(Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of
Corporate Network (HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed

- 2 3

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1-31 alphanumeric characters. This value is case-sensifive. Select the rule to
be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed
1 3
2

Express Settings

IKE Verszion
[KEv]
O IKEv2

Scenario

Rule Name:

Site-to-site

O Site-to-site with Dynamic Peer

0 Remote Access [Server Role]

| WIZ_VPN_HG

O remote Access (Client Role)

Configure Secure Gateway IP as the Branch’s WAN IP address (in the example,

111.250.184.80). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the

LyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type * VPN Seftings * Wezard Completed
1
2

Express Settings

Configuration

Secure Gateway: 111.250.184.80 (IP cr FQIDM)
Pre-Shared Key: 12345678

Local Policy [IP/Mask]: 192.165.1.0 255.255.255.0
Remote Policy (IP/Mask): |192.165.2.0

255.255.255.0
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

Wiord Type » VPN Setings » Woord Completed

1 3
Express Seftings
Summary
Fule Naome: WIZ_VPN_HQ
Secure Gateway: 111.250.134.30
Pre-Shored Eey: 12345678
Local Polcy [IPfhMask): 192.168.1.0/ 255.255.255.0

Remote Policy (IP/Mask):  192.168.2.01 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > VPH Seffings > Wizard Completed
1 =

- 3

Express Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: WIZ_VPN_HO

Secure Gateway: 111.250.184.80

Fre-Shared Key: 12345878

Locaol Policy [IP/Mask): 192,168.1.0/ 255.255.255.0

Remote Policy (IP/Mask]: 19216820/ 235.235.255.0

50/751



ZYXEL S———

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Authentication
©@ Pre-SharedKey ~ [seeseses
[l unmasked
O Certificate My Certificates
O User Based PSK i ]
[+] Advance
Local ID Type: [Pwd w7

Caontent: 0.0.0.0

Feer D Type: Any >

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Seftings > Policy. Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced
Settings > Policy

FPaliay

Local poksy: WII_WPN_HG_LOC »  SUBNET, 192.168.1.0/24
Femaole policy: NIZ_VPMN_HG_REM |~ SUBNET, 160.168.2.024
| Advonce

mF-—:: i GRE aver IPiec ﬂ

Policy Enforcermant

The GRE tunnel runs between the IPsec public interface on the HQ unit and the

Branch unit. Go to CONFIGURATION > Network > Interface > Tunnel > Add. Enter
the Interface Name (The format is tunnelx, where xis O - 3.). Enter the IP Address

and Subnet Mask for this interface. Specify My Address to be the interface or IP

address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to be the IP address or

domain name of the remote gateway to this tunnel traffic.
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CONFIGURATION > Network > Interface > Tunnel > Add

General Settings

Enable

Interface Properties

Interface Name: tunnell |
Ione: TUNRNEL > O
Tunnel Mode: GRE b

IP Addressz Azsignment

IP Address: |10.0.D.I |

Subnet Mask: |255.255.255.0 |
Metric: 0 [0-15)

Gateway Settings

Iy Address

@ |nterface gel Ed Static -- 61.226.245.247/255.255.255.255
O 1P Address
Remote Gotewaoy Address: 111.250.184.80
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Set Up the ZyWALL/USG GRE over IPSec VPN Tunnel of
Corporate Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed

- 2 3

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensifive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed
1 3
2

Express Settings

IKE Verzion

[KEv]
© IKEv2

Scenario

Rule Name: | WIZ_VPN_Branch

| SHe-fo-sHeI

@ Site-to-site with Dynamic Peer

O Remote Access (Server Role)

O Remote Access (Client Role)

Configure Secure Gateway IP as the HQ's WAN IP address (in the example,
61.228.245.247). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (Branch) and Remote Policy to be the IP address range of the
network connected to the ZyWALL/USG (HQ).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Tyee * VPN Seftings * Wezard Completed

1 > 3
Express Settings
Cenfiguration
Secure Gateway: [61.228.245.247 | (Porraoy
Pre-Shared Key: [ 12345678 |
Local Policy (IP/Mask): | 192.168.2.0 | [255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.1.0 | r 255.255.255.0 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Selfings > Wiord Completed
1 2 5
Express Settings
Summary
Fule Mame: WIZ_VPN_Branch
Secure Gateway: 61.228.245.247
Pre-Shared Key: 12345678
Local Policy (IF/hask): 192.168.2.0/ 255.255.255.0
Rernote Policy (IF/Mask):  182.168.1.0/ 25525525510

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear

in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > VPN Setings > Wizard Cul‘l‘qﬂﬁld
1
= 3

Express Seflings

Congratulaiions, The VPN Access wizard s completed

summary
Rule Name: WIZ_VPN_Branch
Secure Gateway: 61.228.245.247
Pre-3hored Key: 123456878
Local Policy (IP/Mask): 192 1682017 2552552550

Ramote Policy [IP/Mask):  192168.1.00 220.455.220.0

55/751



ZYXEL S———

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Settings > Authentication > Peer ID Type

Avuthentication
® Pre-SharedKey ~ [seeseses
[ unrmasked
O Certificate My Cartificatas
O User Based PSK i ]
[+] Advance
Local ID Type: [Pwd ~

Caontent: 0.0.0.0

Feer D Type: Any >

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced

Seftings > Policy. Select Enable GRE over IPSec.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Show Advanced
Settings > Policy

Policy
Local pokey: WII_WVP™_Bramch_L ¥ SUBMET, 192.168.2.0/24
Remaole policy: VPN_Bramein_k s CUBMET, 192.168.0.0/24
] Advance

Ekrcvie crEcver Bt O

Policy Enforcemant

The GRE tunnel runs between the IPsec public interface on the Branch unit and

the HQ unit. Go to CONFIGURATION > Network > Interface > Tunnel > Add. Enter
the Interface Name (The format is tunnelx, where xis O - 3.). Enter the IP Address

and Subnet Mask for this interface. Specify My Address to be the interface or IP

address to use as the source address for the packets this interface tunnels to the
remote gateway. Enter Remote Gateway Address to be the IP address or

domain name of the remote gateway to this tunnel traffic.
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CONFIGURATION > Network > Interface > Tunnel > Add

General Settings

Enable

Interface Properties

Interface Name: tunnel2 |
Ione: TUNMNEL ~ O
Tunnel Mode: GEE ¥

IP Address Aszsignment

IP Address: 10.0.0.2
Subnet Mask: 255.255.255.0
Metric: 0 [0-15)

Gateway Settings

My Address

@ |nterface gel hd Static -- 111.250.184.80/255.255.255.255
O IP Address
Remote Gateway Address: 61.228.245.247

Test the GRE over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
Q Add F
1 @ WIZ_VPN_HQ WIZ_VPN_HG IPvd =l
Page |1 of 1 Show |50 |¥ items
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up
Time and Inbound (Bytes)/Outbound (Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

1 WIZ_VPN_HG 192.168.1.0/24=>192.168.2.0/24 61.225.245.247 P 111.250.184.80 86360 0[0 bytes) 0(0 bytes)

Page |1 of 1 Show |50 || items Displaying 1-1 of

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Make sure your ZyWALL/USG Phase 1 Settings are supported in the
Amazon VPC IKE Phase 1 setup list.

MONITOR > Log

Friarity | Category | Message Mote

info IKE Recv: [NOTIFY: INVALID_COOKIE] IKE_LOG
info IKE Send:[ID[HASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message Note
error IPSec SPI: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IPSec
arrar IPSec SPI: 0x0 (0) SEC: 0x0 {0) No rule found, Dropping TCP packet IPSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Friority | Category | Message Mote

infa IKE RecvHASHINOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Make sure your
ZyWALL/USG Phase 2 Settings are supported in the Amazon VPC IKE Phase 2

setup list.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONGCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE LOG
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How to Configure Site-to-site IPSec VPN Where the Peer has
a Static IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with the Peer has a Static IP Address. The example instructs how to configure the

VPN tunnel between each site. When the VPN tunnel is configured, each site can

be accessed securely.

Local Network i Local Network i
Network 192.168.1.0 i i Network 192.168.10.0
Netmask 255.255.255.0; i Netmask 255.255.255.0 ;
Hj—il' ) E'I-_E;I'
f - L TR V) = H I -
) A Sy _|
VPN Tunnel VPN Tunnel R
ZyWALL USG ZyWALL USG
WAN IP 172.101.30.68 WAN IP 172.100.30.54
LAN IP 192.168.1.1 LAN IP 192.168.10.1

ZyWALL Site-to-site IPSec VPN with a Static IP Address Peer

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example
was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network (HQ)In the
LyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings wizard

to create a VPN rule that can be used with the remote ZyWALL/USG. Click Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed

. 2 3

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seffingz » Wizard Completed
1 3
2

Express Seltings
IKE Version

IKEv1
© IKEv2

Scenario

Bule Name: | WIZ_VPN_HG
Site-to-site

© Site-to-site with Dynamic Peer

0 Remote Access [Server Role)
© remote Access (Client Role]
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Configure Secure Gateway IP as the peer ZyWALL/USG's WAN IP address (in the
example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy fo be the IP address range of the network
connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Settings * Wizard Completed
1 > 3
Express Settings
Configuration
Secure Gateway: [172.100.30.54 | 1P orFaDN)
Pre-Shared Key: | 12345678 |
Local Policy (IP/Mask]: [192.168.1.0 | 4255.255.255.0 |
Remote Policy (IP/Mask): [192.168.10.0 | /|255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
VPN Setup Wizard
Wizard Type > VPN Seflings > Wiord Completed
: 2
Express Settings
summary
Rule Mame: WIZ_VPN_HO
Secure Gateway: 172.100.30.54
Pre-Shored Key: 12345678
Local Policy (IP/hask): 192.168.1.0 / 255.255.255.0
Remaote Policy (IP/Mask): 1921681000/ 255.255.255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule seftings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Waord Type > VPN Seftings > Wizard Completed

1 2 s
Express Seffings
Congratulations. The VPN Access wizard is completed
Summary
Rule Nocme: WIZ_VPN_HQ
Secure Geteway: 172.100.30.54
Pre-Shored Key: 12245678

192.168.1.0/255.2556.255.0

Local Policy (IP/Mask):

Remote Policy (IP/Maosk):  192.168.10.0/255.255.235.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Avuthentication > Peer ID Type

Authentication

© Pre-Shared Key tesssass
[l unmasked
© Certificate My Certificates
O User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Feer D Type: Ay -
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Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network
(Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click
Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Settings + Wizard Completed
1 2 3

Welcome

@ VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for L2TP VPN Settings

- WPN Settings
- General Settings
- Wizard Completed
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Choose Express to create a VPN rule with the default phase 1 and phase 2

setftings and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 >

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Setlings > Wizard Completed
1 5 3

Express Setings

IKE Version

IKEv1
© IKEv2

Scenario

Rule Name: | WIZ_VPN_Branch

Site-to-site

O Site-to-site with Dynamic Peer

O Remote Access [Server Role)

O Remote Access [Client Role)
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Configure Secure Gateway IP as the peer ZyWALL/USG's WAN IP address (in the

example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy fo be the IP address range of the network
connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Tyee * VPN Setlingz * Wizard Completed

1 o 3
Express Settings
Configuration
Secure Gateway: [172.101.30.68 | tporraony
Pre-Shared Key: (12345678 |
Local Policy [IP/Mask): 192.168.1.0 /p55.255.255.0

—

[255.255.255.0

Remote Policy (IP/Mask): |192.168.10.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

Wizard Type > VPN Seffingz > Wiard Completed
1 2 a

Express Seftings
Summary
Fule Mame: WIZ_VPHN_Branch
Secure Gateway: 172.101.30.6%
Pre-Shored Key: 12345678
Local Policy [IP/Wask): 102.168.1.0/ 255,255 255.0

Remote Policy (IP/Mask):  192.165.10.0 F 255.255.255.0
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > WPH SeHings * Wizard Compleded
1 2 3

Express Seftings

Congratulations. The VPN Access wizard is completed

Summary
Bule MName: W1Z_VPM_Branch
Sacure Goteway: 172.101.30068
Pre-Shared Key: 12345678
Local Folicy (IF/Mask): 192.168.1.0 f 255 2552550
Remote Policy (IP/Mosk): 1921681000/ 255255 255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any fo let the

ZyWALL/USG does not require o check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Authentication
© Pre-Shared Key tesssass
[l unmasked
© Certificate My Certificates
O User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Feer D Type: Ay -
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Test the IPSec VPN Tunnel

Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

Add

1 @ WPN_to_Azure WPN_to_Azure IPva a fa

i}

Show |50 |» | items Displayi

0
a
=
0
Q

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

1 Hub_HQ-to-Branch_A 92.168.1.0/24=>192.168.10.0/24 72.101.30.68 P:172.100.30.54 01 86319 0(0 bytes] 0(0 bytes)

age of 1 Show [50 || items Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33

C:“Documents and Settings“ZyXEL>ping 192 _.168.18.33

Pinging 192.168.18.33 with 32 hytes of data:

Reply from 192.168.18.33: hytes=32 time=18ms
Reply from 192.168.18.33: hytes=32 time=17ms
Reply from 192.168.18.33: hytes=32 time=17ms
Reply from 192.168.18.33: hytes=32 time=16ms

Ping statistics for 192.168.160.33:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms. Average = 17ns
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PC at Branch Office > Window 7 > cmd > ping 192.168.1.33

C:~Documents and Settings“ZyHEL>»ping 192.168.1.33

Pinging 192.168.1.33 with 32 bytesz of data:

Reply from 192.168.1.33: butes=32 time=27ns
Reply from 192.168.1.33: butes=32 time=32ns
Reply from 192.168.1.33: bytes=32 time=26mns

Reply from 192_168_1_.33: bytes=32 time=27ms

Ping statistics for 192_168.1.33:

Packets:

Sent = 4, Recedived = 4, Lost = 8 (Bx loss).

Approximate round trip times in milli—seconds:
Minimum = 26ms. Maximum = 32ms. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1

Sefttings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to

establish the IKE SA.

MONITOR > Log

Friarity | Category | Message Mate

info IKE Recv: [NOTIFY: INVALID_COOKIE] IKE_LOG
info IKE Send:[ID]HASHINCTIFY:INITIAL_CONTACT] IKE_LCG
Friarity | Category | Message Maote
errar IFSec SPI 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
error  IPSec SPI: 0x0 (D) SEQ: 0x0 (0) No rule found, Dropping TCF packet IPSec
info IKE [COOKIE] Invalid cooakie, no sa found IKE_LOG
Friority | Category | Message MNote

infa IKE Recv[HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,

please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and

Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.
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MONITOR > Log

19 2017-09-11 ... info KE [8A] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
al 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure Site-to-site IPSec VPN Where the Peer has a
Dynamic IP Address

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with the Peer has a Dynamic IP Address. The example instructs how to configure

the VPN tunnel between each site. When the VPN tunnel is configured, each site
can be accessed securely.

Local Network i Local Network i
Network 192.168.1.0 i Network 192.168.10.0
Netmask 255.255.255.0 | i Netmask 255.255.255.0;

o e iy S
{l’}‘l _ﬁl—[\{

ZyWALL USG ZyWALL USG
WAN IP 172.101.30.68

WAN IP Dynamic
LAN [P 192.168.1.1 LAN 1P 192.168.10.1

LyWALL Site-to-site IPSec VPN with a Dynamic IP Address Peer

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example
was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network
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(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

@ VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.
Quick Setup > VPN Setup Wizard > Wizard Type
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VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site with Dynamic Peer. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Settings * Wiard Completed
1 3
2

Express Settings

IKE Version

IKEv1
© IKEv2

Scenario

Bule Name: | WIZ_VPN_HG
O Site-to-site

| Site-to-site with Dynamic F’eerl

O Remote Access (Server Role)

© Remote Access [Clisnt Role)

Type a secure Pre-Shared Key (8-32 characters). Then, set Local Policy to be the
IP address range of the network connected to the ZyWALL/USG and Remote
Policy to be the IP address range of the network connected o the peer

IYWALL/USG.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN 3Seftings * Wizard Completed
1 3
2

Express Settings

Configuration

Secure Goteway: Any

Pre-Shared Key: (12345678 |

Local Policy (P/Mask): [ 192.168.1.0 |  4{255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.10.0 | 4255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizord Type > VPN Selfings > Weord Completed
1 2 3

Express Seltings

Summary

Rule Namea: WIZ VPN_HG

Secure Gateway: Any

Pre-Shared Key: 12345673

Loceal Policy (IP/Mask): 192.168.1.0 7 255.255.255.0

Remote Policy (IP/Mask):  192.168.10.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard completed
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VPN Setup Wizard

Wizard Type > VPN Saffings > Wizard Completed
)

. 3

Express Setfings
Congratulations. The WYPN Access wizard s completed
summany

Fule Name: WIZ_VPH_HQ

secure Goteway: Ay

Pre-Shored Kay: 12345578

Lecal Palicy [IP/Mask): 182.168.1.0 7 255.255.255.0

Bemote Policy [IP/Mask):  192.168.10.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Authentication

@ Pre-Sharad Key tesscasse
[l unmasked
© Cerfficate My Certificates
© User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Peer 1D Type: Any -

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network
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(Branch has a Dynamic IP Address)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings fo

create a Site-to-site VPN Rule Name.

Quick Setup > VPN Setup Wizard > WelcomeQuick Setup > VPN Setup Wizard >

Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

@ PN Settings
- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning
- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings
- VPN Settings

- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

771751



ZYXEL ——

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 2

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wiard Type * VPN Setfings > Wizard Completed
1 " 3

Express Seftings

IKE Version

[KEw]
O [KEv2

Scenario

Rule Name: [ Wiz_vPN_Branch_Dynamic

Site-to-site

@ Site-to-site with Dynamic Peer

© remote Access (Server Role)

@ Remote Access [Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG’s WAN IP address (in the
example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).
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Set Local Policy to be the ZyWALL/USG local IP address that can use the VPN
tunnel and set Remote Policy to the peer ZyWALL/USG local IP address that can
use the VPN funnel. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seftings *» Wizard Completed
1 3
2

Express Settings

Configuration

Secure Goteway: 172.101.20.58 [IP or FQDN]

Pre-Shared Key: 12345678

Local Policy (IP/Mask): | 192.168.10.0 |  f2s5.255.255.0 |
Remote Policy (IP/Mask): [1e2.145.1.0 | [255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

Wizord Type > VPN Sellings > Wroord Complated
1 3
2

Express Settings
Summary
Rule Mome: WIZ_VPN_Branch_Dynamic
Secure Gateway: 172.101.30.68
Pre-Shored Key: 12345678
Local Policy (IF/hask): 192.168.10,0/ 255.255.255.0

Remote Policy [IP/Mask):  192.168.1.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed
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VPN Setup Wizard

Wizard Type * VPN Settings > Wizard Completed
1 2
3

Express Setfings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN_Branch_Dynamic
Secure Gateway: 172.101.30.68
Pre-Shared Key: 12345678
Local Palicy (IP/Mask): 0.0.0.0/255.255.255.0

Remote Policy (IP/Mask): Ay

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any fo letf the

ZyWALL/USG does not require o check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Avuthentication

@ Prg-Sharsd Key tesscasse
[l unmasked
© Cerfificate My Certificates
O User Based PSK (i ]
[+] Advance
Local ID Typs: [Pwd v
Content: 0.0.0.0
Peer D Type: Any -

Test the IPSec VPN Tunnel

The Site-to-site VPN with Dynamic Peer can only initiate the VPN tunnel from the

peer has a dynamic IP Address. Go fo CONFIGURATION > VPN > IPSec VPN > VPN
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Connection, click Connect on the upper bar. The Status connect icon is lit when

the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

Add

Go to MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time and
Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

72.101.30.68 D: 172.100.30.54 18 86402 0[0 bytes) 0[0 bytes)

Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33
C:“Documents and Settings“ZyHEL»ping 192.168.1.33
Pinging 172.168.1.33 with 32 bhytes of data:

Reply from 122.168.1.33: hytes=32 time=2"ms

Reply from 192_.168.1.33: butes=32 time=32ms
Reply from 122.168.1.33: hytes=32 time=26ms

Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 172.168.1.33:

Packets: Sent = 4, Received = 4, Lost = 8 (B loss)>,
Approximate round trip times in milli—seconds:

Hinimum = 26ms, Maximum = 32ms, Average = 28ms

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33
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C:“Documents and Settings“EyHEL>»ping 192 _168.18_.33
Pinging 192.168.18.33 with 32 hytes of data:
Reply from 192_168.18.33: bytes=32 time=18ms

Reply from 192_168.18.33: bytes=32 time=17ms
Reply from 192_168.18.33: bytes=32 time=17ms

Reply from 192_168.18.33: bytes=32 time=16ms

Ping statistics for 192.168.168_.33:

Packetz: Sent = 4. Received = 4, Lost = 8 (@ loss),
Approximate wound trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phas
Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log

el

Priarity | Category | Message Mote

info IKE Recv[NOTIFY:INVALID_COOKIE] IKE_LOG
info IKE Send:[IDHASHINCTIFY:INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message Mote
errar IFSec SP1: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IFSec
errar IFSec SP1: 0x0 (0) SEC: 0x0 (0) Mo rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
Priority | Category | Message Mote

infa IKE Recv[HASH]NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,

please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.
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MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
31 2017-09-11 ... infe KE Send:[HASH][SA] [NOMCE] [ID][ID] KE LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN fraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure IPSec Site to Site VPN while one Site is
behind a NAT router

This example shows how to use the VPN Setup Wizard to create a IPSec Site to
Site VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site while one Site is behind a NAT
router. When the IPSec Site to Site VPN tunnel is configured, each site can be

accessed securely.

NAT Router
WAN IP 1?2.100.20.30 ............................................
LAN IP 192168.1.1 : .
Local Network i i Local Network
Network 10.10.10.0 : Network 192.168.20.0
Netmask 255.255.255.0 7 ’7 Netmask 255.255.255.0;
T e LB -
] - EATRCTYTTN B——i_H =
. L \ B :
ZyWALL USG_HQ ZyWALL USG_Branch
WAN IP 192.168.1.33 WAN P 172.100.30.40
LAN 1P 10.10.10.1 LAN [P 192.168.20.1

ZyWALL/USG Site to Site VPN while one Site is behind a NAT router

‘\Q”Note:

All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and

ZyWALL 310 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate
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Network (HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VP Setings + Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© PN Settings for Configuration Provisioning

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensifive. Select the rule to

be Site-to-site. Click Next.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1 3
2

Express Settings

IKE Verzion

IKEv]
O |KEv2

Scenario

Bule Name: | WIZ_VPN_HG

Site-to-site

O Site-to-site with Dynamic Peer

© Remote Access (Server Role)

© Remote Access (Client Role]

Configure Secure Gateway IP as the Branch's WAN IP address (in the example,

172.100.30.40). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 3
2

Express Settings

Configuration

Secure Gateway: [ 172.101.30.40 | P orraDny

Pre-Shared Key: | 12345678 |

Local Policy (IP/Mask): | 10.10.10.0 |  [255.255.255.0 |
Remote Policy (IP/Mask]: | 192.168.20.0 | [ 255.255.255.0 [

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard

! 2

Express Settings
Summary
Rule Name:
Secure Goteway:
Pre-Shored Key:
Local Policy (IPfMask):

Remote Palicy (IP/Mask):

Wizard Type > VPN Seltings * Wirord Completed

3

WILZ_WVEN_HQ

172.100.30.40

12345678

10.10.10.07 255255 255.0
192.168.20.0 4 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear

in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear in the VPN > IPSec VPN > VPN Connection screen. Click Close fo exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizard

4

Express Seltings

Summary

Fula Mame:

Secure Gateway:
Pre-Shared Key:

Local Policy (IP/Mask):

Remote Policy (IP/Mask):

Wizard Type » VPN Settings * Wizard Completed
'I L ]

3

Congratulations. The VPN Access wizard is completed

WIZ_VPN_HO
172.100.30.40

12345678

10010.10.0 / 255.255.255.0
192.168.20.0 § 255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced

Seftings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Authentication
® Pre-Shared Key srssenes
[l unrmaskad
© Certificate My Certificates
© User Based PSK i}
[+] Advance
Local ID Type: [Pwa w7
Content: 0.0.0.0
Peer ID Type: Ary w7

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate
Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

88/751



ZYXEL S——

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 >

Flease select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensifive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Setfings > Wizord Completed
1 3
2

Express Seltings

IKE Verzion

[KEv]
D KEv2

Scenario

Rule Name: | WIZ_VPN_Branch

Site-to-site

© Site-to-site with Dynamic Peer

D pemote Access (Server Role)

© Remote Access (Client Role)

Configure Secure Gateway IP as the Branch's WAN IP address (in the example,

172.100.20.30). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG (HQ) and Remote Policy to be the IP address range of the network
connected to the ZyWALL/USG (Branch).

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 3
2

Express Seltings
Configuration
Secure Gateway: 172.100.20.30 (IP or FQDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask]: 192.168.20.0 | 4255.255.255.0 |
Remote Policy [IP/Mask): |10.10.10.0 | [255255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard
Wizard Type > VPMN Seltings > Wieard Completed
1 2 3
Express Seftings
Summany
Rule Name: WIZ_VPN_Branch
Secure Gateway: 172.100.20.30
Pre-Shored Key: 12343678
Local Policy (IF/hask): 192.168.20.0 F 255 255 255.0
Rermote Policy [IP/Mask):  10.10.10.0/ 255,255 2550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appear in the VPN > IPSec VPN > VPN Connection screen. Click Close fo exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizord Type > VPN Seffings * Wizard Completed
1 2
3

Express Seltings
Congratulations. The VPN Access wizard is complated
Surmmary

FEule Mame: WIZ_VPN_Branch

Secure Gateway: 172.100.20.30

Fre-Shored Key: 12345675

Lecal Policy (IP/Mask): 192,168 20.0 / 255.255.255.0

Remate Policy (IP/Mask):  10.90010.01 255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings. Configure Authentication > Peer ID Type as Any to let the ZyWALL/USG

does not require to check the identity content of the remote IPSec router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Authentication

® Pre-Shared Key srssenes

O unmasked

O Certificate My Certificates
© User Based PSK i}
[+] Advance
Local ID Type: IPv4 "
Content: 0.0.0.0
Feer D Type: Any |

Set Up the NAT Router (Using ZyWALL USG device in this
example)

Go to CONFIGURATION > Network > NAT > Add. Select the Incoming Interface

on which packets for the NAT rule must be received. Specified the User-
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Defined Original IP field and Type the franslated destination IP address that this
NAT rule supports.

CONFIGURATION > Network > NAT > Add

General Settings
Enable Rule
Rule Mame: WPMN_NAT |
Port Mapping Type
Classification: O Virtual Server | @ 1:1 NAT © Many 1:1 NAT
Mapping Rule
Inceming Interface: | gel vl
Original IP: User Defined "
User-Defined Original IP: | 172.100.20.30 | (IP Address]
Maopped IP: User Defined v
User-Defined Mapped IP: | 192.148.1.33 | (IP Address]
Fort Mapping Type: any

Go to CONFIGURATION > Security Policy > Policy Control. IP forwarding must be
enabled at the firewall for the following IP protocols and UDP ports:

IP protocol = 50 — Used by data path (ESP)

IP protocol = 51 — Used by data path (AH)

UDP Port Number = 500 — Used by IKE (IPSec conftrol path)

UDP Port Number = 4500 — Used by NAT-T (IPsec NAT traversal)
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CONFIGURATION > Security Policy > Policy Control
General Seffings
[¥] Encible Policy Control
IPv4 Configuration
[ Allow Asymmetrical Route
@ Add
1 LAN_Quigoing =LA any (Exc... any any any any none
2 DMI_fo_WAN any any any any none
3 Piec_WVPMN_Ou... .oany any any any none
4 SSL_WVPN_Outg.. . any any any any none
5 TUNMEL_Outg... .oany any any any none
& LAN_to_Device any any any any none
7 DMI_to_Device TyWALL any any = Default_Allow DMZ_To ZyWALL any none
& WAN_to_Device IyWALL any any a Default_Allow_WaAMN_To_ZyWALL any none
E PSec_WVPM_to_... IyWALL any any any
Default_Allow_WAN_To_TyWALL
10 S5L_WPMN_to_D... TyWALL any any any
11 TUMMEL_to_De... TyWALL any any ony Description:
- System Default Allow From WAN To ZyWALL
D.. any any any any Members:
Page |1 | of 1 Show (80 |~ items AH
ESP
IKE
NATT
GRE
ooy | .M

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

@ add ¢

1 e

Page |1 of 1

WIZ_VPN_HG
Show

50 |v| items

WIZ_VPN_HQ

[Pva

Displaying 1 -1 of

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up

Time and Inbound (Bytes)/Outbound (Bytes) Traffic.

MONITOR > VPN Monitor > IPSec
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1 WIZ_VPN_HQ 0.10.10.0/24<+192.168.20.0/24  192.168.1.33  P: 172.100.30.40:4500 14 86408 0(0 bytes) 00 bytes)

Page of 1 Show |50 || items Displaying 1-1 of 1

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG (HQ) > Window 7 > cmd > ping 192.168.20.33

C:*Documents and Settings>ZyHEL>ping 1922_.168_.20.33

Pinging192_168_20_33 with 32 hytes of data:

Reply from192_168_.20.33: hytes=32 time=27ms
Reply from192_168.28.33: hytes=32 time=32nms
Reply from192_168.28.33: hytes=32 time=26bms
Reply from192.168.20.33: bytes=32 time=27ms

Ping statistics for 192.168.28.33:

Packets: Sent = 4. Received = 4, Lost = @ <(Bx loss).
fipproximate round trip times in milli-seconds:

Hinimum = 2Z6ms. Maximum = 32ms. Average = 28ms

PC behind ZyWALL/USG (Branch) > Window 7 > cmd > ping 10.10.10.33
C:“Documents and Settings“ZyXEL>ping 10.18.10.33
Pinging 10.10.1@.33 with 32 bytes of data:

18.18.18.33: TTL=54

18.10.18.33: 32 time=1Yms TIL=54
18.10.18.33: 32 time=1Yms TTL=54

10.18.18.33: hytes=32 time=16ms TIL=54

Ping statistics for .18.18.33:

Packets: Sent = 4. Received = 4. Lost = B (Bx loss>,
Approximate round trip times in milli-seconds:

Minimum = lbms, Maximum = 18ms. Average = 17ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log
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Friority | Category | Message Mote

info IKE Recv[NOTIFY INVALID_COCKIE] IKE_LGG
info IKE Send[IDHASHINCTIFY INITIAL_CONTACT] IKE_LOG
Friarity | Category | Message MNaote
error  IPSec SPI: 0x0 (D) SEQ: 0x0 (0) No rule found, Dropping TCP packet IPSec
errar IPSec SPI: 0x0 (0) SECQY: 0x0 (0) No rule found, Dropping TCF packet IPSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNote

info IKE RecvHASHIMOTIFY:NG_PRCOPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log

message, please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the

HQ and Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

19 2017-09-11 ... info KE [SA] : Mo proposal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
kil 2017-09-11 ... info KE send:[HASH] [SA] [NONCE][ID] [ID] KE_LOG
32 2017-09-11 ... info KE Phase 1 IKE SA process done KE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.

How to Configure Hub-and-Spoke IPSec VPN

This is an example of a hub-and-spoke VPN with the HQ ZyWALL/USG as the hub
and spoke VPNs to Branches A and B. When the VPN tunnel is configured, fraffic

passes between branches via the hub (HQ). Traffic can also pass between

spoke-and-spoke through the hub. Here are two methods to set up hub-and-

spoke VPN connections: 1. With VPN Concenfrator 2. Without VPN Concentrator.
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With just two branch offices, you could just manually set up VPN tunnels between
HQ and the branches. With many branches it's best to use the VPN Concentrator

to set up branch-HQ tunnels automatically.

LyWALL/USG Hub-and-Spoke VPN Example

i Local Network i
i Network 192.168.168.0 :
i Netmask 255.255.255.0

) .

‘ I Hub_HQ

N
’ ZyWALL USG

Bl 1 sesas | WAN IP 172.16.10.1
LAN I[P 192.168.168.1

Local Network Local Network
Network 192.168.167.0 : w i Network 192.168.169.0 }

Netmask 255.255.255.0 | ! Netmask 255.255.255.0
m QQ,/ ! i i

f ] - —
er : |

— Q7 BT seees ] Bl e W —
o= Q,, N |

Spoke_Branch A Spoke_BranchB :
ZyWALL USG ZyWALL USG
WAN IP 172.16.20.1 WAN IP 172.16.30.1
LAN IP 192.168.167.1 LAN IP 192.168.169.1

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the IPSec VPN Tunnel on the ZyWALL/USG by Using VPN
Concentrator Hub_HQ-to-Branch_A

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click
Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftings * Wezard Completed
1 3
2

Express Settings

IKE Version

IKEv1
O IKEv2

Scenario

Rule Name: |Hub_HQ-1o-Brcnch_A

O Site-to-site with Dynamic Peer
@ Remote Access [Server Role]
O Remote Access [Client Role)

Then, configure the Secure Gateway IP as the Branch A’'s Gateway IP address (in

the example, 172.16.20.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Branch A’s Pre-Shared Key.

Set Local Policy to be the IP address range of the network connected to the
Hub_HQ and Remote Policy to be the IP address range of the network connected

to the Branch A. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Settings > Wizard Completed
1 2 3
Express Settings
Configuration
Secure Goteway: 172.16.20.1 [IP or FQDMN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.158.168.0 4255.255.255.0 |
Remote Policy (IP/Mask): | 192.168.167.0 4255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPM Setup Wizard

Wiord Type * VPN Seffings > Woord Completed
1 2 3

Express Setfings

Summary

Rule Mame: Hub_HQ-1o0-Branch_A
Secure Goteway: 172.16.201

Fre-fhored Key: 12345678

Local Policy (IP/Mask): 182.168.168.0 / 255 255.255.0

Remote Policy [IP/Mask]:  182.168.167.0/ 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizord Type * WPH Setfing:s > Wizard Completed

1 2 3

Express Setfings
Congratulations. The VPN Access wizard s completed
Summany

Rule Mome: Hub_HG-o-Branch_A

Secure Goteway: 172.16.20.1

Pra-Shored Key: 12345678

Local Policy (IP/hosk): 182 168 168 0§ 255.255.255.0

Remote Poliey [IP/Mask):  192.168.167.0/7 235.255.255.0

Hub HQ-to-Branch_ B

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensifive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

102/751



ZYXEL

www.zyxel.com

VPN Setup Wizard

Wizard Type * VPN Seftings > Wizard Completed
1 ]
2

Express Settings

IKE Version

|[KEv]
O IKEv2

Scenario

Rule Name: | Hub_HQ-fo-Branch_B
| Site-to-site |

D Site-to-site with Dynamic Peer

D Remote Access [Server Role)
D Remote Access (Client Role)

Then, configure the Secure Gateway IP as the Branch B's Gateway IP address (in

the example, 172.16.30.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Branch B’s Pre-Shared Key.

Set Local Policy to be the IP address range of the network connected to the
Hub_HQ and Remote Policy to be the IP address range of the network connected
to the Branch B. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Setlingz * Wiard Completed
1 2 =)
Express Seltings
Configuration
Secure Gateway: 172.16.30.1 [IP or FQDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask): 192.168.168.0 255.255.255.0
Remote Policy (IP/Mask): [ 192.168.169.0 255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)
VPN Setup Wizard

Wizard Type > VPN Seltings > Weord Completed
1 3

o 3
Express SeHings
Summary
Fule Name: Hub_HG-to-Branch_B
Secure Gateway: 172.16.30.1
Pre-3hored Key: 12345678
Local Policy (IF/Mask): 192 1688 1880/ 255255 255.0

Faermote Fn|ic1'r “F;hﬂgsk]: 192 168.169.0/ 255255 2550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizord Type * VPHM Settings * Wizord Completed
1
= 3

Express Settings
Congratulations. The VPN Access wizard is completed
Summary

Rule Name: Hub_HQ-to-Branch_B

Secure Goteway: 172.16.30.1

Pra-Shored Key: 12245678

Local Policy [IP/Mask): 152 163 168.0 1 255 255 255.0

Rermote Policy [IP/Mask):  192.168.169.0 7 255.255.255.0

Hub_ HQ Concentrator

In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator,
add a VPN Concentrator rule. Select VPN tunnels to be in the same member

group and click Save.
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[ Edit VPN Concentrator Hub-and-Spoke

MName: _.Hub-c:nd-Sp cke

VPN_to_Azure -

Spoke_Branch_A

Spoke_Branch_B

WIE_".I’FN=Bn::| nch
b_HG-to-Branch_A

ERODRE

Hubb_HG_to_Branch_A
Hubk_HG_te Branch_B =

el 3]

ok | cancel |

¥ Edit VPN Concentrator Hub-and-Spoke

Name: Hub-cnd-Spoke

VPHN_to_VPC
VPN_to_Azure
Spoke_Branch_A
Spoke_Branch_B
WIZ_VPMN_Branch
Hub_HG_to_Branch_A
Hub_HGQ_to_Branch_B

ENOOER

Spoke_Branch_A

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensifive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN Seftingz > Wizard Completed
1 3
2

Express Settings

IKE Verzion

IKEwv1
O IKEV?

Scenario

Rule Name: Spoke_Branch_A

| @ Site-to-site |

@ Site-to-site with Dynamic Peer

@ Remote Access [Servar Role)

O Remote Access (Client Role)

Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in
the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which
must match your Hub_HQ's Pre-Shared Key.

Set Local Policy to be the IP address range of the network connected to the
Spoke_Branch_A and Remote Policy to be the IP address range of the network

connected to the Hub_HQ. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Tyee * VPN Setfingz * Wizard Completed
1 2 3
Express Settings
Configuration
Secure Gateway: 1721461001 [IP or FQIDN]
Pre-Shared Key: 12345678
Local Policy (IP/Mask):  |192.168.167.0 | [255.255.255.0 |
Remote Policy (IP/Mask): [ 192.168.168.0 | [/255.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type > VPN Selings > Woord Completed
3

! 2

Express Setlings
Summary
Fule Name: Spoke_Branch_A
Secure Gateway: 172.16.10.1
Pre-Shared Key: 12345678
Lacal Policy [IP/Meask): 192,168.167.0 1 255.255.255.0

Remaote Policy (IPiMask): 162.168.168.0 / 255 255 2550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizard Type » VPM Setfings > Wizard Completed

1 2

= 3

Express Setfings
Congratulations. The VPN Access wizard s completed
Summary

Rule Nanme: Spoke_Branch_A

Secure Gateway: 172.16.10.1

Pre-Shared Key: 12345678

Lecal Palicy (IP/MMask): 182.168.167.0/ 255.255.255.0

Rermote Policy [IP/Mask): 162 168.168.0 / 255.255.255.0

Go to Network > Routing > Policy Route to add a Policy Route fo allow fraffic from

Spoke_Branch_A to Spoke_Branch_B.

Click Create new Object and set Address to be the local network behind the

Spoke_Branch_B. Select Source Address to be the local network behind the
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Spoke_Branch_A. Then, scroll down the Destination Address list fo choose the

newly created Spoke_Branch_B_LOCAL address. Click OK.

Network > Routing > Policy Route

&» Add Policy Route
show Advanced Seftings  f Create new CQbject ¥
Criteria
User: any b
Incoming: any [{Excluding ZyV| v
Source Address: |5pDCk_BrGr‘|ch_ﬁ‘x_L Vl
Destination Address: |5pock_5rdﬂch_B_L Vl
DSCP Code: any ¥
schedule: nons b
Service: any v
Next-Hop
Type: |VF'N Tunnel Vl
YWPN Tunnel: |5poke_Banch_A Vl

Spoke_Branch_B

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPM Seftings * Wizard Completed
1 2 3

Welcome

WPN Settings

- Wizard Type
- WPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type
VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 -~

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensifive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type * VPN 3Seffings * Wizard Completed
1 3
2

Express Seftings

IKE Verzion
[KEw]
@ IKEv2

Scenario

Rule Mame: |Spoke_Banch_B

Site-to-site

@ Site-to-site with Dynamic Peer

© remote Access (Server Role)

© Remote Access (Client Role]

Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in

the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which
must match your Hub_HQ's Pre-Shared Key.

Set Local Policy to be the IP address range of the network connected to the
Spoke_Branch_B and Remote Policy to be the IP address range of the network
connected to the Hub_HQ. Click OK.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Seffingz * Wizard Completed
1 2 3
Express Seftings
Configuration
Secure Gateway: | 172.168.10.1 | [IP or FQDN]
Pre-Shared Key: 12345678 |
Local Policy (IP/Mask): 192.168.16%.0 | 4255.255.255.0 |
Remate Policy (IP/Mask): | 192.168.168.0 |  {2s5.255.255.0 |

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Summary)
VPN Setup Wizard

Wizard Type * VPN Seffings > Wiard Complated
1 3

2
Express Seftings
Summary
Fule Mame: Spoke_Branch_B
Secure Gateway: 172.16.10.1
Pre-Shored Key: 12343678
Local Policy (IP/Mask): 192.168.169.0/ 255.255,255.0

Remaote Policy (IF/Mask): 192.168.168.0 7 255 255 2550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard
Completed

114/751



ZYXEL S——

VPN Setup Wizard

Wizand Type > VP Satling: > Wirard Completed
1 2
3

Express Seftings

Congratulations. The VPN Access wizard is completed

Sumrary
Rule Mame: Spoke_Branch_B
Jecure Gateway: 172.16.10.1
Pre-Shared Key: 12345578
Local Policy [IPfMask): 192.168.189.0 / 255.255,255.0

Rarmote Policy [IP/Mask):  192.168.168.0/ 255.255.255.0

Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_B to Spoke_Branch_A.

Click Create new Object and set Address to be the local network behind the

Spoke_Branch_A. Select Source Address to be the local network behind the
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Spoke_Branch_B. Then, scroll down the Destination Address list fo choose the

newly created Spoke_Branch_A_LOCAL address. Click OK.

Network > Routing > Policy Route

&» Add Policy Route
show Advanced Seffings 18 Crecfe new Object¥
Criteria
User: any v
Incoming: any (Excluding IyV| ¥
Source Address: Spock_Branch_B_L|v
Destination Addrass: spock_Branch_A_L|v
DSCP Code: any w
Schedule: none b
service: any b
Next-Hop
Type: VPN Tunnel hd
VPN Tunnel: Spoke Branch B |»

Test the IPSec VPN Tunnel
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Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
Q Add
1 e Hub_HG-to-Branch_A Hub_HG-to-Branch_A aHub HQ-to-Branch_A LOCAL/aH H: Branch_A o]
2 ‘:’% Hub_HQ-to-Branch_B Huk_HQ-to-Branch_B aHub HQ-to-Branch B AlLfaH HG ranch B |
Page |1 of 1 Show |50 || items Displaying 1 -2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 Q % Spoke-Branch_»A Spoke-Branch_A aSpoke-Branch_A LOCALMmSpoke-Branch_ A _REMIOTE
Page |1 of 1 Show 50 || items Displaying 1 -1 of

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 Q % Spoke-Branch_B Spoke-Branch_B mSpoke-Branch B _LOCAL/Mm Spoke-Branch_B_REMOTE
Page |1 of 1 Show 50 |»|items Displaying 1 -1 of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check o
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A
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@, Disconnect Q, Connection Check

# Name Policy 4 My Address Secure Gatew... UpTime Timeout Inbound(... Qutboun...
1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1 P:172.16.20.1 233 86167 0(0 bytes) 0[0 bytes)
2 Hub_HQ-to-Branch_ B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1 P:172.16.30.1 &8 86352 1{78 bytes)  0(0 bytes]
Page El of 1 Show items Displaying 1-2of 2
Connectivity Check [7][x]

Connectivity Check

P Address: 1192.168.167.1 |

Ok ]| Cancel |

Result (%]

® [ChAP Connectivity Check PASS on Hul HE-to-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_B
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@) Disconnect Q, Connection Check

1 Hub_HQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 172.16.10.1

My Address Secure Gatew...

P:172.16.20.1

Up Time
253

861

Timeout

Outboun...
0[0 bytes]

Inbound(...

&7 0[0 bytes)

2  Hub_HQ-to-Branch_B

Page El of 1

192.168.168.0/24<>192.168.169.0/24 172.16.10.1

Show items

P:172.16.30.1

468

86352

1{78 bytes]  0(0 bytes)

Displaying 1 -2 of 2

Connectivity Check

Connectivity Check

2]

P Address: 1192.168.169.1 |

ok | cancel |

Result

]

@ ICMP Connecfivity Check PASS on Hub_HG-to-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

@, Disconnect @ Connecfion Check
Secure Gat...
P:172.16.10.1

My Address
172.16.20.1

1 Spoke_Branch_A 192.168.167.0/24<>192.168.148.0/24

Page D of 1 Show items

Up Time
-1

Timeout
86354

Inbound(B...
0(0 bytes)

OCutbound]...
0[0 bytes)
Displaying 1-1 of 1

Connectivity Check

Connectivity Check

2]

P Address: | 192.168.168.] |

"ok ] cancel |
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Result

® |[CMP Connecfivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

1 Spoke_Branch_ B 192.158.169.0/24<>192.168.168.0/24  172.16.30.1 P:172.14.10.1 8 86412 0[0 bytes) 0(0 bytes)

Page |1 of 1 Show |80 |¥| items Displaying 1- 1 of |

Connedctivity Check

Connectivity Check
IP Address: 192.168.168.1

Result

® [ChMP Connecfivity Check PASS on Spoke-Branch_B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.
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Priority | Category | Message MNote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv [HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but sfill get [info] log message as

below, please check ZyWALL/USG and SonicWALL Phase 2 Seftings. All

ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
Ell 2017-09-11 ... info KE Send:[HASH] [SA] [NOMCE] [ID][ID] KE_LOG
32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG

Make sure the all ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT tfraversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT fraversal enabled.
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Set Up the IPSec VPN Tunnel of ZyWALL/USG without Using VPN
Concentrator Hub_HQ-to-Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Branch A's Gateway IP address (in the
example, 172.16.20.1). Type a secure Pre-Shared Key (8-32 characters) which must

match your Branch A’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hub_HGQ-to-Branch_~

IKE Version

Gateway Settings

My Address
@ |nterfiace ge2 22 DHCP client -- 172.16.10.1/255.255.255.
© Domain Name / IPv4

Peer Gateway Address
@ stofic Primary  |[172.16.20.1

Addres
ress Secondary 0.0.0.0

[Cl Fall back to Primary Peer Gateway when possible

© Dynamic Address @
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Authentication

@ Pre-Shared Key teeesnan

O unmasked
O Certificate My Ceriificates
© User Based PSK i ]
Advaonce

Phaze 1 Seftings

54 Life Time: 856400 [180 - 3000000 Seconds)
MNegotiation Mode: Main b
Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_A
[] Advance

VPN Gateway

Application Scenaric
| @ ;I;-;;-ci;

© Site-to-site with Dynamic Peer

© Remote Access (Server Role)
© Remote Access (Client Role)

© vpn Tunnel Interface

VPN Gateway: Hulb_HG-to-Branchk | v ge2 172.16.20.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address range of the local

network behind Hub_HQ to Branch_B and an address of local network behind

Branch A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€ Add Address Rule
Name: HQ-to-Branch_B
Address Type: RANGE ¥
Starting IP Address: 192.168.168.0
End IP Address: 192.168.16%9.0
Remote Policy
&) Add Address Rule
Name: Branch_A
Address Type: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0)

Set Local Policy to be HQ-to-Branch_B and Remote Policy to Branch_A which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:
Remote policy:
[ Advance
Phaze 2 Sefting

SA Life Time:
[] Advance

Related Settings

Ione:

HQ-to-Branch_B

Branch_A

86400

IPSec_VPN

RANGE, 192.168.168.0-192.168.169.0
SUBNET, 192.168.167.0/24

{150 - 3000000 Seconds)
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Hub HQ-to-Branch B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Branch B's Gateway IP address (in
the example, 172.16.30.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Branch B’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hub_HQ-to-Branch_B

IKE Verzion

Gateway Settings

My Address
@ |nterface ge2 s DHCP dlient -- 172.16.10.1/255.255.255.
© Domain Name / IPv4
Peer Gateway Addresz
@ Static Primary 172.14.30.1
Add
ress Secondary| 0.0.0.0

[O Fall back to Primary Peer Gateway when possible

© Dynamic Address @

Authentication

@ Pre-Shared Key | sessenae

[ unmasked
O Certificate My Certificates
@ User Based PSK L]
[*] Advance
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_B

Advance

VPN Gateway
Application Scenario
@ site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)
© remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HG-to-Branck v ge? 172.16.30.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address range of the local

network behind Hub_HQ to Branch_A and an address of local network behind

Branch B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

€ Add Address Rule
Naome: H@-to-Branch_A
Address Type: RANGE v
Starting IP Address: 192.168.167.0
End IF Address: 192.168.168.0

Remote Policy

& Add Addres: Rule
Name: Branch_B
Address Type: SUBNET b
MNetwork: 192.165.16%.0
MNetmask: 255.255.255.0

Set Local Policy to be HQ-to-Branch_B and Remote Policy to Branch_B which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:

Remote policy:
[*] Adivance

Phasze 2 Setfting

SA Life Time:
[] Advance

Related Settings

Ions:

HGQ-to-Branch_A ¥

Hub HG-to-Branck ¥

86400

IPSec_VPN >

RANGE, 192.168.167.0-192.168.168.0
SUBNET, 192.168.169.0/24

{150 - 3000000 Seconds|
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Spoke_Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in
the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Hub_HQ's Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Enable

VPN Gateway Name: Spoke_Branch_A

IKE Version

Gateway Settings

My Address
@ |nterface ge2 e DHCP client -- 172.16.20.1/255.255.255.
© Domain Name / IPv4

Peer Gateway Address

@ Static Primary 172.16.10.1
Address

Secondary 0.0.0.0

[T Fall back to Primary Peer Gateway when possible

© Dynamic Address @
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Avuthentication
@ Pre-Shared Key
[ unmaskad
O Certificate
© User Based PSK
[] Advance

Phase 1 Setftings
34 Life Time:

Negotiation Mode:
[*] Advance

86400

Main

A CompiFimm e
My Ca teg

2MnCares

[180 - 3000000 S=conds)

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name used fo identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and

VPN Gateway

General Settings

Connection Mame:

Spoke_Branch_A

Advance

VPN Gateway

Application Scenario

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway:

Spoke_Branch_A

w

ge2 172.16.10.1, 0.0.0.0
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Click Create new Object on the upper bar fo add the address of the local
network behind Branch A and the address range of the local network behind

Hub_HQ to Branch_B.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
€3 Add Address Rule
Name: Branch_A
Address Type: SUBMNET v
Metwork: 192.168.167.0
Netmask: 255,255.255.0]
Remote Policy
€ Add Address Rule
Name: HQ-to-Branch_B
Address Type: RANGE A
Starfing IP Address: 192.168.168.0
End IP Address: 192.168.149.0

Set Local Policy to be Branch_A and Remote Policy fo HQ-to-Branch_B which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: Branch_A bt SUBMET, 192.168.167.0/24
Femote policy: H&@-to-Branch_B 7 RANGE, 192.168.168.0-192.168.169.0
[*] Advance

Phasze 2 Sefting
SA Life Time: 86400 (180 - 3000000 Seconds)
Advance

Related Settings
lone: IPSec_WVPN R ﬂ
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Spoke_Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.
Then, configure the Secure Gateway IP as the Hub_HQ's Gateway IP address (in
the example, 172.16.10.1). Type a secure Pre-Shared Key (8-32 characters) which

must match your Hub_HQ's Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Nome: Spoke_Branch_B

IKE Version

Gateway Settings

My Address
@ |nterface ge? 23 DHCP client -- 172.16.30.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address

@ Stotic Primary 172.14.10.1
Address

Secondary 0.0.0.0
[Cl Fall back to Primary Peer Gataway whan possible

© Dynamic Address @
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Authentication
@ Pre-Shared Key
O unmasked
© Certificate
© User Based PSK
Advance

Phaze 1 Settings
34 Life Time:

MNegotiafion Mode:
[] Advance

856400

Main

My Certificates

[180 - 3000000 Seconds]

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name used fo identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and

VPN Gateway

General Settings

Enable

Connection Name:

Spoke_Branch_B

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
O Remote Access [Server Role)
© remote Acceass (Client Role)

© vVpn Tunnel Interface

VPN Gateway:

Spoke_Branch_ B v

ge2 172.16.10.1, 0.0.0.0
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Click Create new Object on the upper bar to add the address of local network

behind Branch B and address range of local network behind Hub_HQ to

Branch_A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy
@ Add Address Rule
Narme: Branch_B
Address Type: SUBMET b
Meteork: 192.168.16%.0
MNetmask: 255.255.255.0
Remote Policy
€ Add Address Rule
Marme: HG-to-Branch_A|
Address Type: RANGE ¥
Starting IP Address: 192.168.167.0
End IP Address: 192.168.168.0

Set Local Policy to be Branch_B and Remote Policy to HQ-to-Branch_A which are

newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:
Remote policy:
[¥] Advance

Phasze 2 Setting

SA Life Time:
[] advance

Related Settings

Ions:

Branch_B

R SUBNET, 192.168.169.0/24

HG-to-Branch_A

R RANGE, 192.168.167.0-192.168.168.0

86400

IPSec_VPN

{150 - 3000000 Seconds)
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 9@ Hub_HQ-to-Branch_A Hub_HG-to-Branch_A
2 \? @ Hub_HQ-to-Branch_B Hub_HQ-to-Branch_B
Page |1 of 1 Show |80 || items Displaying 1 -2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
© Add
1 \? 2 Spoke_Branch_A Spoke_Branch_A = Branch_AfaHQ-to-Branch_B
Page |1 of 1 Show 50 |v|iterms Displaying 1 - 1 of

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 \?@ Spoke_Branch_B Spoke_Branch_B aBranch B/faHQ-to-Branch_A
Page |1 of 1 Show |50 |w|items Displaying 1- 1 of
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check o

verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A

1 Hub_HG-to-Branch_A 192.168.168.0-192.168.169.0=<>192.188.167.0/24 172.16.10.1 P:172.16.20.1 5384 85836 0(0 by... D[0by...
2 Hub_HG-to-Branch_B 192.168.167.0-192.168.168.0<>192.148.1569.0/24 172.16.10.1 P:172.1630.1 23 86397 0(0 by... 0(0by...
Page |1 of 1 Show |50 |»|iterns Displaying 1-2 of 2
Connectivity Check
Connectivity Check
IP Address: 192.188.167.1

Result 1

@ ICIP Cannectivity Check PASS on Hub_HG-te-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_B

1 Hub_HG-to-Branch_A 192.168.168.0-192.168.169.0=>192.188.167.0/24 172.16.10.1 P:172.16.20.1 5384 55836 0(0 by... 0[0by...

2  Hub_HGQ-to-Branch_B 192.168.167.0-192.168.168.0<>192.168.169.0/24 172.16.10.1 P:172.1630.1 23 86397 0(0 by... 0[0by...

Page |1 of 1 Show |50 || iterms Displaying 1-2 of 2
Connectivity Check

Connectivity Check
IP Address: 192.1468.16%.1

135/751



ZYXEL ———

Result [X]

® ICMP Cannectivity Check PASS on Hub_HG-tc-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

& Disconnect @ Connection Check
# Name Policy My Address Secure Gateway UpTime Timeout Inbou... Ouib...
1 Spoke_Branch_A 192,168.167.0/24=<>192.168.168.0-192,168.16%.0 172.16.20.1 P 172161040 30 73410 00 by... 0(0by...
Page D of 1 Show items Displaying 1-1 of 1
Connectivity Check eS|
Connectivity Check

IP Adidress: 192.168.168.1

"ok concel |

Result %]

@ ICKMP Connectivity Check PASS on Spoke-Branch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

& Disconnect @ Connection Check

My Address  Secure Gatew... « UpTi... Tme... Inbeo... Outb...

1 Spoke_Branch_B 192.168.169.0/24<>192.168.167.0-192.168.168.0 172.16.30.1 P: 1721610, 115 86205 0O[0b... 00b..
Page El of 1 Show itemns Displaying 1-10of 1
Connectivity Check 7
Connectivity Check

IP Address: 192.1468.168.1
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Result

(D |ChiP Connectivity Check PASS on Spoke-Bronch B

What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

Priority | Category | Message Mote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv: [HASHINOTIFY:NC_PROPCOSAL_CHOSEN] IKE_LOG

137/751



ZYXEL S———

If you see that Phase 1 IKE SA process done but sfill get [info] log message as

below, please check ZyWALL/USG and SonicWALL Phase 2 Seftings. All

ZyWALL/USG units must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
Ell 2017-09-11 ... infe KE Send:[HASH] [SA] [NOMCE] [ID][ID] KE_LOG
32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG

Make sure the all ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE

uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT fraversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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How to Use Dual-WAN to Perform Fail-Over on VPN Using the
VPN Concentrator

This is an example of using Dual-WAN to perform fail-over on a hub-and-spoke
VPN with the HQ ZyWALL/USG as the hub and spoke VPNs to Branches A and B.
When the VPN tunnel is configured, traffic passes between branches via the hub
(HQ). Traffic can also pass between spoke-and-spoke through the hub. If the
primary WAN interface is unavailable, the backup WAN interface will be used.
When the primary WAN interface is available again, traffic will use that interface

again.

............................................

Local Network
Network 192.168.168. 0
Netmask 255.255.255. 0

B dD

\ N
Hub_HQ
\‘\‘/ ZyWALL USG
’ WAN_1 IP 172.16.10.1

Bl 11 seees | WAN_2 IP 172.100.110.1
LAN IP 192.168.168. 1

Local Network Local Network 5
Network 192.168.167.0 : i : Network 192.168.169.0 :
Netmask 255.255.255. 0 i i Netmask 255.255.255.0 : i

:|— -

Spoke_Branch A Spoke_BranchB .
ZyWALL USG ZyWALL USG
WAN_1 IP 172.16.20.1 WAN_1 IP 172.16.30.1
WAN_2 IP 172.100.120.1 WAN_2 [P 172.100.130.1
LAN IP 192.168.167.1 LAN IP 192.168.169.1

Hub & Spoken VPN Using the VPN Concentrator with Backup

AAZANI

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG Hub_HQ-to-
Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Branch A’s wan1 IP address (in the
example, 172.16.20.1) and Secondary Gateway IP as the Branch A’s wan2 I[P
address (in the example, 172.100.120.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

A’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Name: Hule_HGQ-to-Branch_2

IKE Version

Gateway Settings

My Address
@ |nterface ge2 3 DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address
@ Static Primary 172.16.20.1

Address Secondary| 172.100.120.1

| Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [80-54400 seconds)
Interval:

© Dynamic Address @
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Avuthentication

® Pre-Shared Key seveenes

[ unmasked

My Certificates

O Cerfificate
O User Based PSK L
E| Advance

Phaze 1 Settings
54 Life Time: 85400 {180 - 2000000 Seconds)

Megaotiation Mode: Main »

EAdvcnce

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used fo identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HQ-to-Branch_A
Advance

VPN Gateway

Application Scenario
@ Site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)
© Remote Access [Client Role)

© vpn Tunnel Interface

VPN Gateway: Hulb_HGQ-to-Branck | v ge2 172.16.20.1, 172.100.120.1
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Click Create new Object to add the address of local network behind Hub_HQ and

an address of local network behind Branch A.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

& Add Address Rule
Name: Hub_HG
Address Type: SUBMET ~
Network: 192.168.168.0
Netmask: 255.255.255.0

Remote Policy

@ Add Address Rule
Name: Spoke_Branch_A_LOr
Address Type: SUBMNET v
MNetwork: 192.168.167.0
Matmask: 255,255.255.0]

Set Local Policy to be Hub_HQ and Remote Policy to Branch_A which are newly

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy

Local policy: [ Hub_HG ~|  SUBNET, 192.168.168.0/24
Remote policy: | Spock_Branch_a_Liv|  SUBNET, 192.168.167.0/24
[] Advance

Phaze 2 Sefting

SA Life Time: 86400 (180 - 3000000 Seconds)
Advance

Related Settings
Ilone: IPSec_VPN LA ]
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Hub HQ-to-Branch B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Branch B’'s wan1 IP address (in the
example, 172.16.30.1) and Secondary Gateway IP as the Branch B's wan2 IP
address (in the example, 172.100.130.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Branch

A’s Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

Encble

VPN Gateway Name: Hub_HQ-to-Branch_B

IKE Version

Gateway Seltings

My Address
@ |nterface ge2 Vl DHCP client -- 172.16.10.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Addreszs
@ Static Primary | 172.16.30.1 |

Address Secondary| 172.100.130.1 |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [80-54400 seconds)
Interval:
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Avuthentication

@ Pre-Shared Key sesasnas
[ unmasked
© Certificate My Cart
O User Based PSK i
[] Advance

ficates

Phaze 1 SeHtings

54 Life Time: 856400 {1580 - 3003000 Seconds)
Megotiation Mode: Main v
Advance

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection to enable VPN
Connection. Select scenario as Site-to-site and VPN Gateway which is configured

in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Enable

Connection Name: Hulb_HG-to-Branch_B

[] advance

VPN Gateway

Application Scenaric

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface
VPN Gateway: Hub_HG-to-Branctk v ge2 172.16.30.1, 172.100.130.1
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Click Create new Object to add an address of local network behind Hub_HQ and

an address of local network behind Branch B.
CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

@ Add Address Rule
MNarne: Hub_HQ
Address Type: SUBNET >
Network: 192.168.168.0
Netmask: 255.255.255.0]

Remote Policy

@ Add Address Rule
Name: Spoke_Branch_B_LOC
Address Type: SUBNET v
Network: 192.168.169.0
Netmask: 255.255.255.0

Set Local Policy to be Hub_HQ and Remote Policy to Branch_B which are newly

created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: Hub_HQ v SUBNET, 152.168.168.0/24
Remote policy: Spock Branch B LIv] SUBNET, 152.168.169.0/24
[] Advance

Phaze 2 Sefting
SA Life Time: 85400 {180 - 2000000 Seconds)
Advance

Related Settings
Ilone: IPSec_VPN LA ]
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Hub_HQ Concentrator

In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > Concentrator,
add a VPN Concentrator rule. Select VPN tunnels to the same member group and

click Save.

&y Add VPN Concenfrator

Name: Hub-and-Spoke

VPM_to VPC
VPM_to_Azure
WII_VPMN_HG
WIZ_VPM_Branch
fo_Branch_A
=1 o

EEDOEE

&» Add VPN Concentrator

Name: 'Hub-and-Spoke |
Momber |
VPMN_te VPC Hub_HQ-to-Branch_A
VPN _to_Azure 1
Hub_HQ to Branch_B
WIZ_VPMN_Branch
Spoke_Branch_A
Spoke_Branch_B
Hub_HGQ _to_Branch_A

EEEOOEN
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Spoke_Branch_A

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Hub_HQ's wan1 IP address (in the
example, 172.16.10.1) and Secondary Gateway IP as the Hub_HQ's wan2 IP
address (in the example, 172.100.110.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval time.

Type a secure Pre-Shared Key (8-32 characters) which must match your Hub_HQ's

Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Namea: Spoke_Branch_A

IKE Version

Gateway Seftings

My Address
@ |nterface ge2 v| DHCP dlient -- 172.16.20.1/255.255.255.

O Domain Name / IPv4

Peer Gateway Address
@ static Primary  [172.16.10.] |

Adiciress Secondary[172.100.110.] |

Fall back to Primary Peer Gateway when possible

Fall Back Check 300
Interval:

© Dynamic Address @

[40-86400 seconds|
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Authentication
® Pra-Sharad Key
[l unmasked
O Certificate
© User Based PSK
[] Advance

Phasze 1 Settings

SA Life Time:

Megotiation Mode:
Advance

86400

Main

My Certificates

[180 - 3000000 Seconds)

Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.

Type the Connection Name used fo identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and

VPN Gateway

General Settings

Enable

Connection Name:

Spoke_Branch_A

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access (Server Role)
© Remote Access (Client Role)

© vpn Tunnel Interface

VPN Gateway:

Spoke_Branch_A

w

ge?

172.16.10.1, 172.100.110.1
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Click Create new Object to add the address of local network behind Branch A

and an address of local network behind Hub_HQ

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

& Add Address Rule

Name: Spoke_Branch_A_LOH
Address Typs: SUBNET v
Network: 192.168.167.0
Netmask: 255.255.255.0]
Remote Policy
€D Add Address Rule
Name: Hulb_HQ
Address Type: SUBNET ~
Network: 192.168.168.0
Netmask: 255.255.255.0

Set Local Policy to be Spoke_Branch_A_LOCAL and Remote Policy to Hub_HQ

which are newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy:

Remote policy:
[ Advance

Phase 2 Setting

SA Life Time:
[] Advance

Related Settings

Ions:

Spoke_Branch_A_L v

Hub_HG v
86400
IPSec VPN v

SUBNET, 192.168.167.0/24
SUBNET, 192.168.168.0/24

{150 - 3000000 Seconds)
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Go to Network > Routing > Policy Route to add a Policy Route to allow traffic from

Spoke_Branch_A fo Spoke_Branch_B.

Click Create new Object and set the address to be the local network behind the
Spoke_Branch_B. Select Source Address to be the local network behind the
Spoke_Branch_A. Then, scroll down the Destination Address list fo choose the

newly created Spoke_Branch_B_LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any s
Incoming: any [Excluding ZyV|¥
Source Address: |5poke_B'cnch_.ﬁ._lj
Destination Addrass: |Spoke_B'Gnch_B_L VI
DSCP Code: any v
Schedulse: nons v
Service: any v
Next-Hep
Type: |'v'F'N Tunnel j
VPN Tunnel: |Spoke_B'onch_.ﬁ. j

Spoke_Branch_B

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, select Enable. Type

the VPN Gateway Name used to identify this VPN gateway.

Then, configure the Primary Gateway IP as the Hub_HQ's wan1 IP address (in the

example, 172.16.10.1) and Secondary Gateway IP as the Hub_HQ's wan2 IP
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address (in the example, 172.100.110.1). Select Fall back to Primary Peer Gateway

when possible and set desired Fall Back Check Interval fime.

Type a secure Pre-Shared Key (8-32 characters) which must match your Hub_HQ's

Pre-Shared Key and click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway

General Settings

VPN Gateway Name: Spoke_Branch B |

IKE Version

Gateway Seltings

My Address
@ |nterface ge? w7 DHCP client -- 172.16.30.1/255.255.255.

© Domain Name / IPv4

Peer Gateway Address
® Static Primary | 172.16.10.1

Address Secondary| 172.100.110.1

Fall back to Primary Peer Gateway when possible

Fall Back Check | 200
Interyal:

© Dynamic Address €

[80-846400 seconds|

Avuthentication

® Pre-Shared Key |""""

[ unmasked
0 Certificate My Certificates
© User Based PSK i
Advance

Phase 1 Seltings

SA Life Time: 856400 (180 - 2000000 Seconds)
Negotiation Mode: Main >
Advance
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection and select Enable.
Type the Connection Name used to identify this VPN connection. Select scenario

as Site-to-site and VPN Gateway which is configured in Step 1.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > General Settings and
VPN Gateway

General Settings

Connection Name: Spoke_Branch_B

[] Advance

VPN Gateway

Application Scenario

@ Site-to-site

© Site-to-site with Dynamic Peer
© Remote Access [Server Role)
© Remote Access (Client Role)

© Vpn Tunnel Interface

VPN Gateway: Spoke_Branch_B v ge2 172.16.10.1, 172.100.110.1

Click Create new Object to add the address of local network behind Branch B

and an address of local network behind Hub_HQ.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Create new Object

Local Policy

@ Add Address Rule
Name: Spoke_Branch_B_LO¢
Addrass Type: SUBNET >
Network: 192.168.169.0
Netmaisk: 255.255.255.0

Remote Policy

&) Add Addres: Rule
Name: Hul_HG
Address Type: SUBNET ~
Network: 192.168.168.0
Netmask: 255.255.255.0
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Set Local Policy to be Spoke_Branch_B_LOCAL and Remote Policy to Hub_HQ

which are newly created. Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Policy

Policy
Local policy: [Spoke Branch B_L v susneT, 192.168.160.0/24
Remote policy: [Hub_Ha ~|  SUBNET, 192.168.168.0/24
[*] Advance

Phaze 2 Sefting
SA Life Time: 86400 (180 - 3000000 Seconds)
Advance

Related Settings
Ilone: IPSec_VPN v (i ]

Go to Network > Routing > Policy Route to add a Policy Route to allow fraffic from

Spoke_Branch_B to Spoke_Branch_A.

Click Create new Object and sef the address to be the local network behind the
Spoke_Branch_A. Select Source Address fo be the local network behind the
Spoke_Branch_B. Then, scroll down the Destination Address list to choose the

newly created Spoke_Branch_A_LOCAL address. Click OK.

Network > Routing > Policy Route

Criteria
User: any hd
Incoming: any [Excluding ZyV| v
Source Address: |Spoke_Brc=nch_B_L VI
Destination Address: ISpoke_Banch_A_L Vl
DSCP Code: any a
Schedule: none »
Service: ary hd
Next-Hop
Type: |VF‘N Tunnel "I
VPN Tunnel: |Spoke_Brc:nch_B VI
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

Hub_HQ > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 9% Hub_HG-to-Branch_A Hub_HQ-to-Branch_A aHub HQ/ nch_A_LOCA
2 @% Hub_HG-to-Branch_B Hub_HQ-to-Branch_B aHub HG nch B LOCA
Page (1 of 1 Show |90 |3 items Displaying 1 -2 of 2

Spoke_Branch_A > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 ?@. Spoke-Branch_A Spoke-Branch_A mnSpoke-Branch_A LOCAL/faHub HG
Page |1 of 1 Show |50 |w|items Displaying 1- 1 of

Spoke_Branch_B > CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 @% Spoke-Branch_B Spoke-Branch_B mSpoke-Branch_B_LOCAL/aHub_HGQ
FPage |1 of 1 Show 50 |v|items Displaying 1 -1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check o

verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_A

1 Hub_HGQ-to-Branch_A 192.168.168.0/24<>192.168.147.0/24 172.16.10.1  P:172.16.20.1 690 85730 1{4é bytes] 1[40 bytes)
2  Hub_HQ-to-Branch_B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1 P:172.16.30.1 505 85915 1(78 bytes] 0[O0 bytes)
Page |1 of 1 Show [80 |+ items Displaying 1 -2 of 2
Connectivity Check

Connectivity Check
IP Adidress: 192.168.167.1

Result

@ ICIP Connectivity Check PASS on Hub_HG-te-Branch_A

Hub_HQ > MONITOR > VPN Monitor > IPSec > Hub_HQ-to-Branch_B

1 Hub_HGQ-to-Branch_A  192.168.168.0/24<>192.168.167.0/24 17216101 P:172.16.20.1 590 85730 1(46 bytes]  1(40 bytes)
2 Hub_H@-to-Branch_B 192.168.168.0/24<>192.168.169.0/24 172.16.10.1  P:172.16.30.1 505 85915 1(78 bytes) 0(0 bytes)
Page |1 of 1 Show (50 |¥» | items Displaying 1 -2 of 2
Connectivity Check

Connectivity Check
IP Adidress: 192.168.16%.1
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Result

® ICMP Connectivity Check PASS on Hub_HG-to-Branch_B

Spoke_Branch_A > MONITOR > VPN Monitor > IPSec

Result

® ICWP Connectivity Check PASS on Spoke-Bronch_A

Spoke_Branch_B > MONITOR > VPN Monitor > IPSec

1 Spoke_Branch_B 192.168.169.0/24<>192,168.168.0/24  172,16.30.1 P 17216100 4 73436 0(0 bytes) 0[0 bytes)
Page |1 of 1 Show (80 || items Displaying 1-1 of 1
Connectivity Check

Connectivity Check
IP Address: 192.168.168.1

" ox_ ] cancal |

Result

® [CMP Connectivity Check PASS on Spoke-Bronch_B
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What Could Go Wrong?

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. All ZyWALL/USG units must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

Priority | Category | Message Mote

info IKE Recv:[NOTIFY INVALID_COOKIE] IKE_LOG
info IKE Send[IDIHASHINOTIFY:INITIAL_CONTACT] IKE_LOG
Priority | Category | Message MNaote
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
errar IFSec SPI1: 0x0 (0) SEQ: 0x0 (0) No rule found, Dropping TCP packet IFSec
info IKE [COOKIE] Invalid cookie, na sa found IKE_LOG
Priority | Category | Message MNaote

info IKE Recv [HASHINOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG

If you see that Phase 1 IKE SA process done but still get [info] log message as
below, please check ZyWALL/USG Phase 2 Settings. All ZyWALL/USG units must
use the same Protocol, Encapsulation, Encryption, Authentication method and

PFS to establish the IKE SA.

19 2017-09-11 ... info KE [5A] : Mo prepesal chosen KE_LOG
20 2017-09-11 ... info KE [ID] : Tunnel [Server] Phase 2 Local policy mismatch KE_LOG
Ell 2017-09-11 ... info KE Sendh[HASH][SA] [NONCE] [ID][ID] KE_LOG
32 2017-09-11 ...  info KE Phase 1 IKE SA process done KE LOG

Make sure the all ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE
uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

By default, NAT tfraversal is enabled on ZyWALL/USG, so please make sure the

remote IPSec device also has NAT traversal enabled.
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How to Configure IPSec VPN with ZyWALL IPSec VPN Client

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZyWALL/USG and a ZyWALL IPSec VPN Client. The example instructs how
to configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network IPSec VPN Client :
Network 192.168.1.0 : Network 172.101.30.73
Netmask 255.255.255.0 ; : :

VPN Tunnel VPN Tunnel

ZyWALL USG
WAN IP 172.124.163.150
LAN IP 192.168.1.1

‘QlNo’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG310 (Firmware Version: ZLD 4.25) and ZyWALL IPSec VPN

ZyWALL IPSec VPN Client with VPN Tunnel Connected
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Set Up the ZyWALL/USG IPSec VPN Tunnel

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for Configuration Provisioning wizard to create a VPN rule that can be used with

the ZyWALL IPSec VPN Client. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 2 3

Welcome

O VPN settings

- Wizard Type
- VPN Settings
- Wizard Completed

VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-1

VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1 3
2

Express Settings
IKE Version

[KEv1
O Kev2

Scenario

Rule Name: WIZ_VPN_PROVISIONING

App'iccﬂon Scenario: Remote Access (Server Role)

Type a secure Pre-Shared Key (8-32 characters). Set Local Policy to be the IP

address range of the network connected to the ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-2

VPN Setup Wizard

Wizard Type * VPN Seflings *» Wizard Completed
1 3
2

Express Settings
Configuration
Secure Goteway: Any
Pre-Shared Key: Zyx] 2343
Local Poicy (P/Mask): 192168033 |

{55.255.255.0

Remote Policy (IP/Mask):  Any
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-3

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
1 3
2

Express Seftings

Summary

www.zyxel.com

Rule Name:

Secure Gateway:
Pre-Shared Key:

Local Policy {IP/Mask]:

Femote Policy (IP/Mask]:

WIZ_VPN_PROVISIONING
Any

zyx12345

192.168.1.0/ 255.256.255.0

Any

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close fto exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizard

Wizard Type * VPN Seffings
1 2

Express Seftings

Summary

Fule Name:

Secure Gateway:
Fre-Shared Key:

Local Policy (IP/Mask):

Remote Policy (IP/Mask):

* Wizard Completed

3

Congratulations. The VPN Access wizard is completed

WIZ_VPN_PROVISIONING
Any

7yx12345
192.168.1.0/256.255.255.0

Any

Go to CONFIGURATION > Object > User/Group > Add A User and create a user
account for the ZyWALL IPSec VPN Client user.

CONFIGURATION > Object > User/Group > Add A User
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Uzer Configuration

User Name :
User Type: user 7
Password:
Retype:
Description: Local User
Authentication Timeout @ sz Default Settings © Use Manugl Settings
settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes

Go to CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning. In the

General Settings section, select the Enable Configuration Provisioning. Then, go o

the Configuration section and click Add to bind a configured VPN Connection to

Allowed User. Click Activate and Apply to save the configuration.

CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning

General Settings

nable Configuration Provisioning

Authentication

Client Authentication Method: default N

Configuration

-ﬂ‘ Ecit W Remove |@

ste | @ Inactivate oM Move

[V ¢ 1 4ind WIZ_VPN_PROVISIONING Remote_Client

Ea

Page |1 of 1 Show |80 |¥ | items Displaying 1 -

| of
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Set Up the ZyWALL IPSec VPN Client

Download ZyWALL IPSec VPN Client software from ZyXEL Download Library:

http://www.zyxel.com/support/download landing.shtml

Search by Model Number

ZyWALL IPSec VPN Client| n

&5 ZyWALL IPSec VPN Client

Open ZyWALL IPSec VPN Client, select CONFIGURATION > Get from Server.

CONFIGURATION > Get from Server

Z] Zy\WaLL IPSec VPN
Configuration| Tools 7

Save Ctrl+S

Import
Export

Get from Server

Iowe to USE Drive

Wizard...
Chuit

Enter the WAN IP address or URL for the ZyWALL/USG in the Gateway Address. If
you changed the default HTTPS Port on the ZyWALL/USG, and then enter the new
one here. Enter the Login user name and Password exactly as configured on the
ZyWALL or external authentication server. Click Next, you will see it's processing

VPN configuration from the server.
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CONFIGURATION > Get from Server > Step 1: Authentication

£l VPN Configuration Server Wizard | 22 |

Step 1: Authentication

ZyXEL

What are the parameters of the WYPN Server Connection?

You are going to download your WP N Configuration from the WPN Configuration Server.
Enter below the authentication information required for the connection to the server.

Gateway Address: [172.124.163.150 | Por:

Puthertication:  Login + Password -

Login: |Hemute_l:1ierrt

Password: |"""

Mexd = Cancel

CONFIGURATION > Get from Server > Step 2: Processing

F- VPN Conﬁgur&tiom g
Step 2: Processing...
ZyXEL |

[ |

Requesting the VPN Carfiguration.

Downloading the YPM Configuration from the server:

L.
@) Init Ok.
Init croc server (172.124.163.150) Ok.
'igi' Send https request...

Fieceive Config. fram Server...

wirite Config. file...
Apply Config. file.

< Previous
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Then, you will see the Configuration successful page, click OK o exit the wizard.

CONFIGURATION > Get from Server > Configuration successful

i S B
1"

Configuration successful

The VPN Configuration is successfully retrieved from the VPN server.
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Go to VPN Configuration > IKEv1, right click the WIZ_VPN_PROVISIONING and
select Open tunnel. You will see the Tunnel opened on the bottom right of the

screen.

VPN CONFIGURATION > IKE V1 > WIZ_VPN_PROVISIONING > Open tunnel

E_l WPM Configuration
== IKE V1

------ IKE V1 Parameters

E|IZI WIZ_VPM_PROVISIONIMG

= . w
i=__| IKE V2 Open tunnel Ctrl+O

Export

Copy Ctrl+C
Rename F2
Delete Del

[E] vPN Configuration
== IKE V1
L IKE V1 Parameters

=00 WIZ_VPN_PROVISIONING

=—'' VPN_PROVISION
Tunnel opened.

Lkooocooaoaa)

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add & T
1 WIZ_VPN_PROVISIONING WIZ_VPN_PROVISIONING aWIZ_VPN_PROVISIONING_LOCAL/
Page (1 of 1 Show |50 |w|items Displaying 1-1 of 1
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

NAA - NJA - WIZ_VPN_FROVISIONING  192.188.1.0/24==172.101.30.73 72.101.30.150 D:172.101.30.723 & 84414 21(1854 bytes) 0(0 bytes)

To test whether or not a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC with ZyWALL IPSec VPN Client installed > Window 7 > cmd > ping 192.168.1.33

C:sDocuments and Settings“ZylEL>ping 192.168.1.33

Pinging 192.168.1.33 with 32 bytes of data:

Reply from 192.168.1.33: bhytez=32 time=27ms
Reply from 192.168.1.33: bytez=32 time=32m=
Reply from 192 _168.1.33: buytes=32 time=26ms

Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Heceived = 4, Lost = 8 (Bx loss>,
Approximate round trip times in milli—seconds:

Minimum = 26m=z.Maximum = 32ms. Average = 28m=

PC behind ZyWALL/USG > Window 7 > cmd > ping 172.101.30.73

C:sDocuments and Settingss»ZyREL>ping 172.181.38.73
Pinging 172.181.38.73 with 32 hytes of data:
Reply From 172 .101.38.73: bhytes=32 time =18ms

Reply from 172.181.38.73: bytes=32 time=1"ms
Reply from 172.181.38.73: bytes=32 time=1"ms

Reply from 172.181.38.73: bhytes=32 time=16ms

Ping statistics for 172.181.38.73:

Packets: Sent = 4. Received = 4. Lost = 8 (8 loss>.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms, Average = 17ns
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What Can Go Wrong?

If you see [info] log message such as below, please make sure both ZyWALL/USG
and ZyWALL IPSec VPN Client use the same Pre-Shared Key fo establish the IKE
SA.

MONITOR > Log

info IKE Send:[NOTIFYINYVALID_PAYLOAD_TYPE] IKE_LOG

info IKE Invalid payload type in encrypted payload chain, peossibly because of different pre-shared keys IKE_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. ZyWALL/USG and ZyWALL IPSec VPN Client must use the same
Encryption, Authentication method, DH key group and ID Type/Content to
establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_PROVISIONING] Phase 1 proposal mismatch IKE_LOG

If you see that Phase 1 IKE SA process done but sfill get [alert] or [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG
and ZyWALL IPSec VPN Client must use the same Active Protocol, Encapsulation,

Proposal, PFS and set correct Local Policy to establish the IKE SA.
MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_PROVISIONING] Phase 2 proposal mismatch IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [IB] : Tunnel [WIZ_VPN_PROVISIONING] Phase 2 Local policy mismatch IKE_LOG

If you see [alert] log message as below, please make sure you create a user
account for the ZyWALL IPSec VPN Client user on ZyWALL/USG or the external
authentication server. Or please check your password matches the settings in
the user account.

MONITOR > Log
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alert User Failed login attempt to Device from hitp/hitps (incorect password or inexistent username) Account: Remote_Client

Make sure the service HTTPS Port on IPSec VPN Client application is available.

Make sure the To-ZyWALL security policies allow IPSec VPN fraffic to the
ZyWALL/USG. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP
protocol 50.

The ZyWALL/USG supports UDP port 500 and UDP port 4500 for NAT traversal. If

you enable this, make sure the To-ZyWALL security policies allow UDP port 4500

foo.
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How to Configure Site-to-site IPSec VPN with FortiGate

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a FortiGate router. The example instructs how to
configure the VPN tunnel between each site. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network Local Network

Network 192.168.1.0 | Network 192.1682.0 i
Netmask 255.255.255.0 ! Netmask 255.255.255.0 |
i :'_ o I :
\ H s -
= | o 5@— —] | =
o L . S H
T n
VPN Tunnel VPN Tunnel L eeeeeeeeeeeeeeseese e semeese e
ZyWALL USG FortiGate
WAN IP 172.101.30.68 WAN IP 172.100.30.40
LAN IP 192.168.1.1 LAN IP 192.168.2.99

LyWALL Site-to-site IPSec VPN with FortiGate Connected

‘QINo’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and FortiGate 100D (Firmware Version:
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the FortiGate. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
VPN Setup Wizard

Wizard Type * VPN Sefings » Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN 5ettings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for LZTP WPN Seftings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Setfings * Wizard Completed

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensifive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 =)
2

Express Settings
IKE Version
[KEv]
O IKev2

Scenario

Rule Name: |W1Z_VF’N_For1'|g ate |

@ Site-to-site

© Site-to-site with Dynamic Peer

© Remote Access (Server Role)

© remote Access [Client Role)

Configure Secure Gateway IP as the FortiGate’'s WAN IP address (in the example,

172.100.30.40). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected o the
ZyWALL/USG and Remote Policy to be the IP address range of the network

connected fto the FortiGate.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed

1 2 3
Express Seftings
Configuration
Secure Gateway: (IP or FQDN]
Pre-Shared Key:
Local Policy (IP/Mask):  [192.188.1.0 | /2s55.255.255.0 |
Remote Policy (IP/Mask): [192.168.2.0 | /2552552550 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Summary)

VPN Setup Wizard

Wizard Type * VPN Seffingz > Wizard Completed
1 &
2

Express Seftings

Summary

Rule Name: WIZ_VPN_Fortigate
Secure Gateway: 172.100.30.40
Pre-Shared Key: ZyXEL123

Local Policy (IP/Mask): 192.168.1.0/ 265.255.255.0

Remote Policy (IP/Mask): 192168 2.0/ 256 256 2650

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close fto exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >
Authentication > Peer ID Type

Authentication

® Pre-Shared Kay seersnes

[ unmasked

O Certificate My Certificates
© User Based PSK i
Advance
Local ID Type: IPv4 i
Content: 0.0.0.0
Peer 1D Type: Any v

Set Up the IPSec VPN Tunnel on the FortiGate

In the FortiGate VPN > IPsec > Wizard > Custom VPN Tunnel (No Template), use the

VPN Setup to create a Site-to-site VPN rule Name.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template)

@ ven Setup
Name WIZ_VPN_ZyWALL
Template

B Dialup - FortiClient (Windows, Mac 05, Android)

Site to Site - FortiGate

g =

Dialup - 105 (Native)

Dialup - Android (Native L2TP/IPsec)

Dialup - Cisco Firewall

E

Site to Site - Cisco

E

Custom VPN Tunnel (No Template)

[

[ = Hzjele ] [ Hext = l [ Cancel
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Type the Name used to idenfify this VPN connection, configure Remote Gateway
IP as the peer ZyWALL/USG's WAN IP address. Select the Interface which is

connected fo the Internet.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Network

Name [wiz_ven_zywarl ]
Comments Comments
Network
IP Version @ IPv4 () IPvA
Remote Gateway | Static 1P Address | _
=) Static IP Address
IP Address |172.101.30.68 | |DiaIUD User
_D-.-namic DNS
Interface [wan1 v )
J dmz
Mode Canfig =l ha1
haz2
NAT Traversal lan
. . wanz2
Keepalive Freguency 10 s '
Dead Peer Detection

Go to Authentication section, enter Pre-shared Key and choose negotiation

Mode the same as the peer ZyWALL/USG's.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Authentication

Authentication

Method |Pre—shared Kay v
Pre-shared Key |Z}-)<EI_123 | Show Key
IKE

Version 19 2

Maode ) Aggressive|@ Main (ID protection)
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Configure Phase 1 Proposal and Diffie-Hellman Group as the peer ZyWALL/USG

Advanced Settings' Phase 1 Settings > Proposal and Key Group.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Phase 1 Proposal

Encryption
Encryption
Encryption
Encryption
Encryption
Encryption

Local ID

Phase 1 Proposal

& Add

DES Y| Authentication |M|35 'l Tl Remaove
PN[OEs ™ v '
AES256 \ oes ion | SHA258 i
3IDES v AES128 jon SHAZ256 ¥ SHAZ56
AES192 SHA384
AES128 ¥ | | AES256 ion | SHA1 ¥ | fi SHAS512
AES256 Y| Authentication SHAL ¥ [l Remove
3DES ¥ | Authentication  SHA1 ¥ [ Remove

Diffie-Hellman Group

Key Lifetime (seconds)

E21 Fl20 E19 F 18 F 17 [ 16

F1s B14a Bs 2

86400 =

Go to Phase 2 Selectors > Advanced and configure Phase 2 Proposal as the peer

LyWALL/USG Advanced Settings’ Phase 2 Settings > Proposal.

Set Local Address to be the IP address range of the network connected to the

FortiGate and Remote Address to be the IP address range of the network

connected to the ZyWALL/USG.

Make sure you uncheck Enable Perfect Forward Secrecy (PFS) if this function is

disabled in the peer ZyWALL/USG.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template) > Phase 2 Selectors
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Phase 2 Selectors
Name
WIZ_VPN_ZyWalLL

Edit Phase 2
Name
Comments
Local Address

Remote Address

¥ Advanced...

Phase 2 Proposal

192,

Local Address

WIZ_VPN_ZyWALL
Comments

Subnet v
Subnet v

168.2.0/255.255.255.0

Remote Address
192.168.1.0/255.255.255.0

192.168.2.0/255.255.255.1

192.168.1.0/255.255.255.1

Enable Replay Detection

Enable Perfect Forward Secrecy (PFS) D

@ Add
Encryption DES ¥ | Authentication | SHA1 'l T Remove
Encryption  |AES256 v |\[NULtion [SHAL v (MU
Encryption AES128 ¥ _:Eg;gg ion | SHA256 ¥ | sSHAS12 |
Encryption AES256 ¥ Authentication SHA256 ¥ | Remove
Encryption 3DES ¥ | authentication SHA256 ¥ | T Remove

v X
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This screen provides a summary of the VPN tunnel. Click OK to exit the

configuration page.

VPN > IPsec > Wizard > Custom VPN Tunnel (No Template)

Name

Comments

Network

IP Version

Remote Gateway
IP Address
Interface

Mode Config
NAT Traversal

Keepalive Frequency

Dead Peer Detection

Authentication

Phase 1 Proposal

3DES-S5HAL

XAUTH
Type : Disabled

Phase 2 Selectors
Name

| wiz_vPn_zywaLL

Comments

@ IPv4 ©) IPVE
Static IP Address
172.101.30.68

wanl

Diffie-Hellman Group 1

]

IKE Version : 1 , Mode : Main (ID protection)

Local Address

WIZ_VPN_ZyWALL 192.168.2.99/255.255.255.0

Authentication Method : Pre-shared Key (Your_Pre-Shared_Key)

Algorithms : DES-MD5 AES256-SHA256, 3DES-SHAZ56, AES128-SHA1, AES256-SHAL,

Remote Address

192.168.1.1/255.255.255.0

cancel

/Z Edit

/ Edit

/ Edit

@ Add
Vg
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Cenfiguration
@ Add [
1 WIZ_VPN_FortiGate WIZ_VPN_FortiGate = WIZ WPN_Forfigate_Local/aWIZ_VPN_Fortigate REMOTE
Page |1 of 1 Show 30 |wv|items Displaying 1 - 1

of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) fraffic.

MONITOR > VPN Monitor > IPSec

@, Disconnect @, Connection Check

1 N/A N/A WIZ_VPN_FortiGate 192.168.1.0/... 172.101.30.68 P:172.100.30.40 &8 79132 0[0 bytes) 0[0

bytes

Page |1 of 1 Show |50 |v | items Displaying 1 -1

of

Go to FortiGate VPN > Monitor > IPsec Monitor and check the tunnel Status is up

and Incoming Data/Outgoing Data traffic.

VPN > Monitor > IPsec Monitor

T Remote Gateway T Status T Incoming Data T Outgoing Data

WIZ_VPN_ZyWALL Static IP or Dynamic DNS 172.101.30.68 O up 8.09 KB 13.78 KB

To test whether or not a tunnel is working, ping from a computer at one site fo a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.2.33
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C:“Documents and Settings“ZyHEL»ping 192.168.2.33

Pinging 192.168.2.33 with 32 hytes of data:

Reply from 192.168.2.33: hytes=32 time=27ms
Reply from 192.168.2.33: hytes=32 time=3Zms
Reply from 192.168.2.33: hytes=32 time=2Z6ms

Reply from 192.168.2.33: hytes=32 time=27ms

Ping statistics for 192.168.2_.33:

Packets: Sent = 4, Received = 4. Lozt = 8 (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Z26ms, Maximum = 32ms, Average = 28ms

PC behind FortiGate> Window 7 > cmd > ping 192.168.1.33

C:“Documents and Settings“ZyXEL>ping 192.168.1.33
Pinging 192.168.1.33 with 32 hytes of data:

Reply from 192.168.1.33: bytes=32 time=27ms
Reply from 192.168.1.33: bytes=32 time=3Zms
Reply from 192.168.1.33: bytes=32 time=26ms
Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packetsz: Sent = 4. Received = 4. Lost = 8 (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = 26ms,. Maximum = 3Z2ms,. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Sefttings. Both ZyWALL/USG and FortiGate must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

info IKE Send:[NOTIFY:NCO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_FortiGate] Phase 1 proposal mismatch IKE_LOG
info IKE The cookie pair is : 0x7/0flo3b31 ed?22dc4 / 0x07f7812272f2e 102 [count=3] IKE_LOG
info IKE Recw [KE sa: 3A([0] protocol = IKE (1), AES CBC key len = 192, HMAC-5HA256 PRF, HMAC-5HAZ56-1... IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
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please check ZyWALL/USG and FortiGate Phase 2 Seftings. Both ZyWALL/USG
and FortiGate must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen IKE_LOG
info IKE [$A] : Tunnel [WIZ_VPN_FortiGate] Phase 2 proposal mismatch IKE_LLOG
info IKE Recwv:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE 5A process done IKE_LOG

Make sure the both ZyWALL/USG and FortiGate security policies allow IPSec VPN
traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure Site-to-site IPSec VPN with WatchGuard

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a WatchGuard router. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network Local Network :
Network 192.168.1.0 i Network 192.168.10.0 i
Netmask 255.255.255.0 i Netmask 255.255.255.0:
SN iy
[ ==a | ; TR H FE=
B ]
............ 5 VPN Tunne| VPN Tunnel
ZyWALL USG WatchGuard
WAN IP 172.101.30.73 WAN IP 172.100.30.63
LAN IP 192.168.1.1 LAN IP 192.168.10.1

ZyWALL Site-to-site IPSec VPN with WatchGuard Connected

\Q'No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and WatchGuard XTM 515 (Firmware
Version: 11.10.4).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the WatchGuard. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN S$etup Wizard

Wizard Type * VPN Settings ¥ Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP WPN Sattings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
VPN Setup Wizard

Wizard Type » VPN 3etfings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensifive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizord Type > WPN Settings » Wimard Cornpleted
1 3
2

Express Settings
IKE Version
B [KFv1
O KEv2

Scenario

Rule Mame: I‘\.-'F'N_t::_‘.'l.l'm:hGu:r: I

D Site-to-site with Dynomic Feer

0 Remaote Access [Sarver Rols)
D Remote Access [Clisnt Role)

Configure Secure Gateway IP as the WatchGuard’s WAN IP address (in the
example, 172.100.30.63). Then, type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected fo the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the WatchGuard. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type > VPN Setfings >
1 2 3

Express Settings

Configuration

Securs Gateway: |172.100.30.63 | rorraon
Fre-Shared Key: | =N ]

Local Policy (I fMask): [172.188.1.0 1 |255.255.255.-:- |
Remcte Policy [IP/Mask): | 182188100 1 fz55.255.255.0 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings
(Summary)

VPN Setup Wizard
Wizord Type > VPN Seffings » Weord Completed
1 2 3
Express Seltings
Summary
Rule Name: VPN_to_WatchGusard
Secure Goteway: 172.100.30.83
Pre-Shared Key: ZyMEL123
Local Policy (1P /Mask): 102.162.1.0/ 256,265 266.0
Remote Folicy [IP/Mask): 182162100/ 255.258.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule setftings appearin
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings > Wizard completed

VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
1 2
3

Express Settings

Congratulations. The VPN Access wizard is completed

ummary
Rule Mame: WPN_to_WatchGuard
Secure Gateway: 721003083
Pre-Shared Key: ZywELIZZ
Local Policy [P fask): 192.182.1.0/ 2562562850

Remote Policy [P/Mase: 192188100/ 288.258 2550

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway, click Show Advanced

Seftings. Configure Authentication > Local ID Type as IPv4 and set the Content as
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your ZyWALL/USG's WAN IP Address (in the example, 172.101.30.73). Then,

www.zyxel.com

configure Authentication > Remote ID Type as IPv4 and setf the Content as your

WatchGuard's External IP Address (in the example, 172.100.30.63). Click OK.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Authentication
@ PreSharedKey ~ [eereeses
[ unmasked
O Certificate My Certificates
O User Based PSK (i ]
[+] advance
Local ID Type: [Pvd ¥
Content: [172.101.30.73 |
Peer D Type: |Pv4 R
Content: -

Set Up the IPSec VPN Tunnel on the WatchGuard

Go to Dashboard > Network Interfaces to check your External IP Address (the

Internet-facing interface) and Trusted IP Address (the Local IP address).

Dashboard > Network Interfaces

Y Network Interfaces

Link Status Alias IPv4 Address
& up External 172.100.30.53/24
& up Trusted 192.168.10.1/24
) Down Optional-1 0.0.0.0/0
& Down Optional-2 0.0.0.0/0
) Down Optional-3 0.0.0.0/0
& Down Optional-4 0.0.0.0/0
& Down Optional-5 0.0.0.0/0
Zoom H

Gateway
172.100.30.1
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

0.0.0.0

Configure

Hidea
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In the WatchGuard VPN > Branch Office VPN > Gateway > General Seftings

create a Site-to-site VPN Gateway Name and set a secure Pre-Shared Key.

VPN > Branch Office VPN > Gateway > General Settings > Credential Method

VPN_to_ZyWALL

Gateway Name

General Settings Phase 1 Settings

Credential Mathod

() Use IPSec Firebox Certificate

ID Certificate Name Algorithm

To add a Gateway Endpoint, click Add.

VPN > Branch Office VPN > Gateway > General Settings > Gateway Endpoints

Gateway Endpoints

Local Type Local ID Local Interfacs Remote IP Remote Type | Remote ID

Edit

Remowe

The new Gateway Endpoint dialog box appears. Configure your Local Gateway
identity as WatchGuard's External IP Address (in the example, 172.100.30.63) and
Remote Gateway identity as your ZyWALL/USG’s WAN IP Address (in the example,
172.101.30.73). Click OK.

VPN > Branch Office VPN > Gateway > General Settings > Gateway Endpoints
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A tunnel needs authentication on each side of the tunnel.
Provide the configuration details for the gatevay
endpoints below.

Local Gateway

Specify the gateway ID for tunnel authentication.

(=) By IP Address |172.100.30.63

_) By Domain Name

(_J) By User ID on Domain
By =500 Name
Externzal Interface

External -

Remote Gateway

Specify the remote gateway IP address for 2 tunnel.

(=) Static IP Address |172.101.320.72

\_J) Dynamic IF Addresss

Specify the gateway ID for tunnel authentication.

i{*) By IP Address |172.101.30.73

i/ By Domain Name

) By User ID on Domain

(_) By =300 Name

Attempt to resolve domain

| OK | { Cancel |

www.zyxel.com
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Then, go to VPN > Branch Office VPN > Gateway > Phase 1 Settings to select
negotiation Mode the same as your ZyWALL/USG's Phase 1 Settings. Make sure
you enable both NAT Traversa cand Dead Peer Detection opftions if both options

are enabled in the ZyWALL/USG.

VPN > Branch Office VPN > Gateway > Phase 1 Settings

Gateway

Help &)

Gateway Name  VPN_to_ZyWALL

General Settings Phase 1 Settings

Mode I Main L4

E NAT Trawversa
Keep-alive Interv: z2q : Seconds

|| IKE Keep-alive

m Dead Peer Detection (RFC370

-

Traffic idle timeol. 2q . Seconds
L=

Max retrie: | 5

=]

Use Transform Settings to create the same security settings as in the ZyWALL/USG

Phase 1 settings. Click OK and Save to exit the Transform Settings page.

VPN > Branch Office VPN > Gateway > Phase 1 Settings > Transform Settings

Transform Settings

Transform Settings 4

R
- Remove
SA Life I:_' :l hour v Up
Key Group I Diffie-Hellman Group 1 |+ I P —

I oK I Cancel

I Save | ( Cancel
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Then, go to VPN > Branch Office VPN > Tunnel to add a Tunnel Route Settings. In
the Local IP section, set the Network IP to be the IP address range of the network
connected to the WatchGuard. In the Remote IP section, set the Network IP to be

the IP address range of the network connected to the ZyWALL/USG. Click OK.

VPN > Branch Office VPN > Tunnel > Address

Tunnel Route Settings X

Addresses NAT

Local IP
Cheese Typ=: | Netwark IP v |
Metwark IP |192.1E-E=.1III.EI I -2 .
L=
Remote IP
Choose Type | Network IP b I
MNetworle IR |192.1E-8.1.I:I | [ 24 l:
Direction | bi-directional |

|| Enable broadcast reuting ower the tunnel

=
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Go to VPN > Branch Office VPN > Tunnel > Phase 2 Settings to create a Tunnel
Name. Then, select the Gateway. Make sure you enable Perfect Forward Secrecy
and select Diffie-Hellman Group 2. Then, scroll down Phase 2 Proposals and add
the encryption types to match your ZyWALL/USG's VPN Connection > Phase 2
Settings. Click Save.

VPN > Branch Office VPN > Tunnel > Phase 2 Settings

Tunnel

Help &

Tunnel Name YFPN_to_ZyWALL

Gateway |VPN to ZyWALL v

Addresses Phase 2 Settings Multicast Settings
Perfect Forward Secrecy
E Enable Parfact Forward Secracy | Diffie-Hellman Group 2 v
IPSec Proposals

Phase 2 Proposals

ESP-3IDES-MDS A

ESP-AES-SHAL |
ESP-AES-MDS

| Save | Cancel
ESP-3DES-SHAL |

ESP-DES-SHA1L IL‘
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPvid Configuration

© Ad

1 VPN _te_WatchGuard VPM_te_WatchGuard =

w50 | it

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) fraffic.

MONITOR > VPN Monitor > IPSec

1 MNIA N/A VPN_to_WatchGuard 192.168.1.0/24... 172.101.30.73 P:172.100.20.63 97 76223 0{0 bytes) 0{0 bytes)

Page |1 of1 Show (80 [« | items Displaying 1-10of 1

Go to WatchGuard System Status > VPN Statistics > Branch Office VPN and check
the tunnel Status is up and Bytes In (Incoming Data) and Bytes Out (Outgoing
Data).

System Status > VPN Statistics > Branch Office

VPN Statistics 3 120
Refrash Interval (30s): ||||||..|||||||||||||||||| Pause
Branch Office VPN Co
oY
HName & | Local Remote Gateway Packets In | Bytes In | Packets Out | Bytes Out Rekeys
VPN_to_ZyWALL 192.168.10.0/24 192.168.1.0/24 172.100.20.63-172.101.20.73 265 15500 284 23635 u}

To test whether or not a tunnel is working, ping from a computer at one site fo a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).
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PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.10.33

C:>Documents and Settings“ZyXELZ>ping 192 _168.10.33

Finging 192_168.18.33 with 32 bytes of data:

Reply from 192.168.18.33: hytes=32 time=18ms
Reply from 192.168.18.33: hytes=32 time=17ms
Reply from 192.168.18.33: hytes=32 time=17ms

Reply from 192_.168.18.33: hytes=32 time=16ms

Fing statistics for 192_.168.18.33:

Packets: Sent = 4. Received = 4, Lost = 8 (8x loss).
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 18ms. Average = 17ns

PC behind WatchGuard> Window 7 > cmd > ping 192.168.1.33

C=“Documents and Settings“ZyRELXping 192_.168.1.33
Pinging 122.168.1.33 with 32 bytes of data:

Reply from 192.168.1.33: hytes=32 time=2Yms
Reply from 192.168.1.33: bytes=32 time=3Zms
Reply from 192.168.1.33: hytes=32 time=26ms
Reply from 192.168.1.33: bytes=32 time=27ms

Ping statistics for 192_.168.1.33:

Packets: Sent = 4, Heceived = 4. Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Hinimum = 2Z6ms, Maxinum = 32ms,. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG and WatchGuard must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

info IKE

info IKE

info IKE [5A] : Tunnel [WPN_to_WatchGuard] Phase 1 proposal mismatch

If you see that Phase 1 IKE SA process done but still get below [info] log message,
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please check ZyWALL/USG and WatchGuard Phase 2 Settings. Both ZyWALL/USG
and WatchGuard must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE [SA] : No proposal chosen 172.101.30.73:500 172.100.30.63:500 IKE_LOG
nfo IKE [SA] : Tunnel [WPN_to_WatchGuard] Phase 2 proposal mismatch 72.101.30 500 72.100.30.63:500 IKE_LOG
info IKE Recwv:[HASH][SA][NOMNCEI[ID] D] 172.100.30.63:500 172.101.30.73:500 IKE_LOG
nfo IKE Phase 1 IKE SA process done 72.101.30.73:500 72.100.30.63:500 IKE_LOG

Make sure the both ZyWALL/USG and WatchGuard security policies allow IPSec
VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol
50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure Site-to-site IPSec VPN with Cisco

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a Cisco router. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network i Local Network :
Network 192.168.1.0 i Network 192.168.75.0 :
Netmask 255.255.255.0 i Netmask 255.255.255.0
]— Internet 0 _|:
VPN Tunnel VPN Tunnel :

ZyWALL USG Cisco

WAN [P 172.101.30.73 WAN P 172.100.30.80

LAN IP 192.168.1.1 LAN 1P 192.168.75.1

ZyWALL Site-to-site IPSec VPN with Cisco Connected

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and ISA500 (Firmware Version: 1.0.3).
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the Cisco. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
VPN Setup Wizard

Wizard Type » VPN Seffings » Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

O VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Sattings

- VPN Settings
- General Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
2 3
1 -

Please select the type of VPN policy you wish to setup.
Type of VPN pelicy

O Express

® Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).

You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Seffingz * Wizard Completed
1
2

Advanced Settings
IKE Version

@ |KEv
O KEv2

Scenario

Rule Name: IVPN_to_Cisco

9 Site-to-site
O Site-to-site with Dynamic Peer
© Remote Access [Server Role)

© Remote Access [Client Role)

Then, configure the Secure Gateway IP as the Cisco’s Gateway IP address (in the
example, 172.100.30.80); select My Address to be the interface connected to the

Internet.

Set the desired Negotiation, Encryption, Authentication, Key Group and SA Life
Time settings. Type a secure Pre-Shared Key (8-32 characters) which must match

your Cisco Pre-Shared Key. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Phase 1 Setting)
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VPN Setup Wizard

Wizord Type * VPN Seffingz * Wizard Completed
1 3
2

Advanced Settings
Phaze 1 Setting
Secure Gateway: [172.100.30.80 | uPorraDN
My Address (inferface): IQEI VI
Negotiation Mode: [Main M|
Encryption Algorithm: |DES R |
Authentication Algorithm: IMDﬁ Vl
Key Group: OH2 v,
54 Life Time: 86400 (180 - 3000000 seconds)
NAT Traversal

Dead Peer Detection (DPD)

Authentication Method
@ pre-Shared Key {zyxEL123 |
O Certificate default v

Continue to Phase 2 Settings to select the desired Encapsulation, Encryption,

Authentication, and Perfect Forward Secrecy (PFS) seftings.

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the Cisco. Click OK.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Phase 2 Setting)

www.zyxel.com
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VPN Setup Wizard

1 2

Advanced Settings
Phaze 2 Selting

Active Protocol:

Encapsulation:

Property

Nailed-Up

Weard Type * VPN Setings * Wizard Completed

]

|Esp

¥

[Tunnel

M|

(180 - 3000000 seconds)

| /255.255.255.0

Encryption Algorithm: ISDES "I
Authentication Algorithm: MBS w7
SA Life Time: 56400

Perfect Forward Secrecy IDH? vl
(PES):

Policy Setting

Local Policy [IP/Mask): [192.168.1.0

Remote Policy (IP/Mask): [192.168.75.0

| /255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)

VPN Setup Wizard

1 2

Advanced Settings
Summary
Rule Name:
Secure Gateway:
Pre-Shared Key:
Local Policy (IP/Mask):
Remote Policy (IP/Mask):

Phase 1

Megeotiation Mode:
Encryption Algorithm:
Authentication Algorithm:
Key Group:

Phase 2

Active Protocol:
Encapsulation:

Encryption Algorithm:

Authentication Algorithm:

Wizard Type > VPN SeHtings > Wizard Completed

3

WPN_to_Cisco
172.100.30.80

FyXEL123
192.168.1.0/255.255.255.0

192.166.75.0/ 255,255 255.0

main
des
mds

DH2

esp
tunnel
3des

md5
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule seftings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed

VPN Setup Wizard

Wizard Type > WPHN Seftings » Wizard Completed
n
- - 3

Advanced Seftings

Congrotulations. The VPN Access wirard s completed

Summary
Rule Name: WRN_to_Cisca
zeoure Sateway: TL100.30.50
Ny Addres: [inferface|: get
Pre-Ehared Key: ZyMEL123
Fhase 1
Negotiation Maage: main
Encryption Algorithm: o2g

Autnenfication Algorithm: M3

ey Eroug: b=z
34 Life Time: 224
NAT Traversal: truz
Deod Peer Detecton frue
(oPD):

Fhase 2

Active Protocol: Bsp
Encapsulafion: el
Enaryption Algarithm: =

Autnenfication Algoithm: MaS

3A Life Time: 54

perfect Forward Secracy  peg

(PFs):

Policy

Local Rofcy IPfMase): 1918810/ 2552852550
Remors Poicy [IPjiiose): 192155750255 2552550
Ngiled-Ug: frua
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Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show

Advanced Settings. Configure Authentication > Peer ID Type as Any to let the

ZyWALL/USG does not require to check the identity content of the remote IPSec router.

Avthentication
@ Pre-Shared Key
[l unmasked
© Certificate

© User Based PSK

I
]
1]

[+] Advance
Local ID Type:

Content:

Peer D Type:

|Povd
0.0.0.0

|An\,f

i

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced Settings >

Authentication > Peer ID Type

Set Up the IPSec VPN Tunnel on the Cisco

To create an Address Object Name of your peer ZyWALL/USG Local IP address,

go to Networking > Address Management > Address Objects and click Add

Address. Select Network as the Type. Configure IP Address and Netmask fo be

the IP address range of the network connected to the ZyWALL/USG. Click OK.

Networking > Address Management > Address Objects
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SF Add Address| 3€ Delete
O/ Name 7 S
O 1 DEFAU p_pooL | (fressObiect Addkat Help
L] 2 DEFAULT_IP * Name: ZyWALL
O 3 DEFAULT_METWO Typa: [ Network [ =]
[] 4 EZVPN_aaa « |P Address: |192.168.1.0 |
[] 5 GUEST_DHCP_POOL E:nm';;ﬂn:n the IP address segment for a range of
a SEE.
Ll & GUEST_IP For example, 192 158.1.0 indicates a range fram

192.168.1.1 10 192.168.1.255.

* Netmask  |255.255.285.0 |

((Cancel |
. — /

Go to VPN > Site-to-site > IKE Policies, click Add to create a new IKE Policy Name.
Then, select Encryption, Hash, Pre-shared Key and D-H Group fo match your
ZyWALL/USG’s VPN Gateway > Phase 1 Settings. Sef Lifetime fo 24 hours and click

OK then click Save to exit the IKE Policies page.

VPN > Site-to-site > IKE Policies

IKE Policy - Add/Edit

Name: ZYWALL

| Defaultike Encryption:

Hash: O sHA1
Authentication[@_Pre-shared Key] O RsA_SIG
o Group

Lifetime: Hour m Min [E Sec (Range: 3 minutes to 24 hours)

‘m('
-
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Go to VPN > Site-to-site > Transform Sets, click Add to create a new Transform Set
name. Then, select Integrity and Encryption fo match your ZyWALL/USG’s VPN

Connection > Phase 2 Settings. Click OK and click Save to exit the Transform Sets

page.

VPN > Site-to-site > Transform Sets

Transform Sets
Transform Sets
L1 | Name | Ie9M|  rrapsform set - AddiEdit Help
DefaultTrans . ~=SP_§k
Name: ZYWALL
ESP
Integrity: |© ESP_MDﬁ_HMAClO ESP_SHA1_HMAC
Encryption: | ESP_3DES [~
o

Go to VPN > Site-to-site > IPsec Policies and click Add. The new IPsec Policies
dialog box appears. Go to Basic Settings, create IPsec policy Description name

and click On the IPsec Policy Enable option.

Select Static IP as the Remote Type. Set Remote Address to be your ZyWALL/USG's
WAN IP Address (in the example, 172.101.30.73). Enter the same Pre-Shared Key as
you created in ZyWALL/USG. Then, set WAN Interface to the Internet-facing

interface (found under Status > WAN Interface).

Select Local network to be the IP address range of the network connected to the

Cisco (found under Status > LAN Interface) and Remote network to be the IP
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address range of the network connected to the ZyWALL/USG (Address Object

created in Step 1)

VPN > Site-to-site > IPsec Policies > Basic Settings

IPsec Policies - Add/Edit

w Advanced Settings | VPN Failover |

Description: [ vPN_to_zvwaLL |

IPsec Policy Enable: O Off
Remaote Type: StaticIP [ - |

Remote Address:  [172.101.30.73 |

Authentication Method: (®) Pre-Shared Key

Key:l ZYWALL123 |

) Certificate
Local Certificate: default | ~

Remote Cerificate: default | ~

WAN Interface:

Local network: | DEFAULT_NETWORK [~ |

Remote network: ZYWALL E]

E Cancel

Then, go to Advanced Settings enable PFS and DPD if you enable both options in

the ZyWALL/USG. Set IKE Policy to be the IKE Policy created in Step 2 (found

under IKE Policy Link); set Transform to be the Transform Set created in Step 3

(found under Transform Link) and SA-Lifetime to be 24 hours.

Click OK. The connection active dialog box appears. Click Activate Connection.

VPN > Site-to-site > IPsec Policies > Advanced Settings

204/751



ZYXEL

www.zyxel.com

IPsec Policies - Add/Edit
Basic Settings w WPN Failover

PFS Enable: [® 0n] O o
DPD Enable: [ on] O on

Delay Time: (Range: 10-300 s)
Detection Timeout (Range: 30-1800 5)
DPD Action: Restart ]

Apply MAT Policies: On = Off
Translates Local Metwork: — Select an address object - | ~
Translates Remote Metwark: -- Select an address object — | ~

IKE Policy: ZyWALL [~] IKE Policy Link
Transform: ZyWALL [~] Transform Link

SA-Lifetime: [24 | pour [0

| Min |U | Sec  (Range: 3 minutes to 24 hours)

Help

ﬁ Cancel

! " . Do you want to make this connection active when
{ = the settings are saved?

[Activate Connection l
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Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

©@Acd Hecit W Remove @ Activate @ Inoctivate @ Connect @ Disconnect

al
5]
B

lea | VPN_o_Cisco VPN_to, Cisco aVPN fo Cisco LOCALfaVPN, to Cisco REMOTE

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) fraffic.

MONITOR > VPN Monitor > IPSec

@, Disconnect | @, Connection Check

NIA NiA VPN_fo_Cisco  192.168.1.0/24<>192.165.20/24 1721013073  P: 172.100.30.80 53 79147 0[0 bytes) 0[0 bytes)
show [50 || items Displaying 1-1of |

Go to Cisco VPN > VPN Status > IPsec VPN Status > Active Sessions and check the

tunnel Status is up.

VPN > VPN Status > IPsec VPN Status > Active Sessions

Statistics | Teleworker VPN Client |

Active Sessions

% Disconnect
[ | Name Status VPN Type WAN Interface = Remote Gateway | Local Network Remote Metwork Connect
[ VPN_to_ZyWALL Up Site to Site WAN1 172101.30.73 192.168.75.0/124  192.168.1.0/24 t"'?_'g

Go to Cisco VPN > VPN Status > IPsec VPN Status > Statics and check the Tx

Packets (Transmit data) and Rx Packets (Receive data).

VPN > VPN Status > IPsec VPN Status > Statistics
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Active Sessions h tatistice i Teleworker WPN Client
IPsec VPN Statistic
MName VPN Type WAN Interface Remote Gateway | Tx Bytes Rx Bytes Tx Packets Rx Packets
VPM_to_ZyWALL  Site to Site WAN1 172.101.30.73 60665 45180 753 753

To test whether a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.75.33

C:“Documents and Settings»ZyREL>ping 192 _.168.75.33

Pinging 192.168.75.33 with 32 hytes of data:c

Reply from 192.168.75.33: bytes=32 time=18ms
Reply from 192.168.75.33: bytes=32 time=17ms
Reply from 192.168.75.33: hytes=32 time=17ms
Reply from 192.168.75.33: hytes=32 time=16ms

Ping statistics for 192.168.75.33:

Packets: Sent = 4. Received = 4, Lost = 8 (8 loss?.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18m=z. Average = 17 mns

PC behind Cisco> Window 7 > cmd > ping 192.168.1.33

C:sDocuments and Settings“ZyHEL>»ping 192_168.1_.33
Pinging 192_.168.1.33 with 32 hytes of data:
Reply from 1722.168.1.33: buytes=32 time=27ns

Reply from 1722.168.1.33: buytes=32 time=32ns
Reply from 172.168.1.33: buytes=32 time=26mns

Reply from 122.168.1.33: bhytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packets: Sent = 4, Received = 4. Lost = B {Bx loss).
Approximate round trip times in milli-seconds:

Minimum = 26ms,. Maximum = 32ms, Average = 28ms
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What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Seftings. Both ZyWALL/USG and Cisco must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log

info IKE Send:[NOTIFY:NC_PROFPOIAL_CHOSEN] IKE_LCG
info IKE [3A] : No proposal chosen IKE_LOG
nfo IKE [SA] : Tunnel [VPN_to_Cisco] Phase 1 proposal mismatch IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG and Cisco Phase 2 Settings. Both ZyWALL/USG and
Cisco must use the same Protocol, Encapsulation, Encryption, Authentication

method and PFS to establish the IKE SA.

MONITOR > Log

info IKE Send:[HASH][NOTIFY:NO_PROPOSAL CHOSEN] 172.101.30.73:500 172.100.30.80:500 KE_LOG
info IKE SA] : No proposal chosen 172.101.30.73:500 172.100.30.80:500 KE_LOG
info IE SA] : Tunnel [VPM_to_Cisco] Phase 2 proposal mismatch 172.101.30.73:500 172.100.30.80:500 KE_LOG
info IKE Recv:[HASH][SA] [NCNCE][ID][ID] 172.100.30.80:500 172.101.30.73:500 KE_LOG
info IKE Fhose 1 IKE 3A process done 172.101.30.73:500 172.100.30.80:500 KE_LOG

Make sure the both ZyWALL/USG and Cisco security policies allow IPSec VPN
traffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure Site-to-site IPSec VPN with a SonicWALL
router

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
between a ZYWALL/USG and a SonicWALL router. The example instructs how to
configure the VPN tunnel between each site. When the VPN tunnel is configured,

each site can be accessed securely.

Local Network Local Network :
Network 192.168.1.0 Network 192.168.168.0 :
Netmask 255.255.255.0 : ! Netmask 255.255.255.0

f I -
\ .

FesssssssssssamsannsnnsEnn RN VPN Tunnel VPN Tunnel --------------------------------------------
ZyWALL/USG SonicWALL
WAN [P 172.10.120.11 WAN IP 172.100.20.23
LAN IP 192.168.1.1 LAN IP 192.168.168.168

ZyWALL/USG Site-to-site IPSec VPN with SonicWALL

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and NSA240 (Firmware Version:
SonicOS Enhanced 5.8.0.1-310)
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Set Up the IPSec VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the SonicWALL. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
VPN Setup Wizard E

Wizard Type > VPN Seffings > Wazord Completed

1 2 3

Welcome

© VPN Setfings
- Wizerd Type
- VPN Settings
2 - Wizard Completed g

© VPN Settings for Configuration Provisioning

- Wizord Type
- VPN Setiings
- Wizerd Completed

© VPN Settings for L2TP VPN Seftings

- VPN Settings
- Genercl Settings
- Wizard Completed

Choose Advanced to create a VPN rule with the customize phase 1, phase 2

settings and authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
2 3
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

© Express

©® Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Select the

rule to be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type > VPN Setfings > Wiord Completed
1 ]
2

Express Settings
IKE Version
@ [Ey
O KEw2

Scenario

Ruls Nome: [vPN_to_soricwALL |

& Site-to-site with Cynamic Peer

O Remaote Access [Server Rols)

@ Remate Access [Client Role)

Then, configure the Secure Gateway IP as the SonicWALL's Gateway IP address
(in the example, 172.100.20.23); select My Address to be the interface connected
to the Internet.

Set the desired Negotiation, Encryption, Authentication, Key Group and SA Life
Time setftings. Type a secure Pre-Shared Key (8-32 characters) which must match
your SonicWALL Shared Secret.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase
1 Setting)
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VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed

1 5 3
Advanced Seftings

Phaze 1 Setting

Secure Gateway: [172.100.20.23 | 1PorraDN)

My Address (interface): lgel M

Negofiation Mode: [Main ]

Encryption Algorithm: |AES256 ~|

Authentication Algorithm: |SHAI M|

Key Group: [DH2 M

SA Life Time: 86400 (180 - 2000000 seconds)

NAT Traversal
Dead Peer Detection [DPD)

Avthentication Method
® Pre-Shared Key [5k4u;4e.40fm06xk7 18 |
O Certificate default v

Continue to Phase 2 Settings to select the desired Encapsulation, Encryption,

Authentication, and SA Life Time seftings.

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected fo the SonicWALL. Click OK.

www.zyxel.com

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Phase

2 Setting)
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VPN Setup Wizard

Wizard Type * VPN Setlingz > Wzard Completed
1 2]
2

Advanced Settings
Phaze 2 Sefting

Active Protocol: |EsP ~|

Encapsulation: ITunneI "I

Encryption Algorithm: IAES] 28 VI

Authentication Algorithm:  [SHAI ~|

SA Life Time: [86400 | 1180 - 2000000 seconds)
Perfect Forward Secrecy o -

(PFS):

Policy Sefting

Local Policy (IP/Mask): |192.188.1.0 | /2552552550
Remote Policy (IP/Mask): |192.148.168.0 | /2552552550

Property
Nailed-Up

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings

(Summary)
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VPN Sefup Wizard
* Wizard Completed
3
Advanced Settings
Summary
Rule Name: WPN_to_SonicWall
Secure Gateway: 172.100.20.23
Pre-Shared Key: Akdu;4e A0fmOBxkT 187!
Local Policy (IP/Mask]: 192.168.1.0/ 2565 255 2550

Remote Policy (IP/Mask);  192.188.188.0/ 255 2552550

Phase 1
Negotiation Mode: main
Encryption Algerithm: aes258

Authentication Algorithm:  sha

Key Group: DH2
Phasze 2

Active Profocol: esp
Encapsulation: tunnel
Encryption Algorithm: aes1238

Authentication Algorithm:  sha

‘Q'Nofe: The Phase 1 and Phase 2 settings established here must match the
Phase 1 and Phase 2 settings configured later in the SonicWALL.
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Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in
the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >
Wizard Completed
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VPN Setup Wizard

Wizard Type » PN Settings » Wizard Compleied
1 2 2

Advanced Seflings

Congratulations. The VPN Access wizard is completed

umrmary
Fule Mams: WPM_to_Sonic\vall
Securs Gateway: 72.100.20.23
Wiy Addrass (inferfacs): gel
Pre-Sharad Key: Skdu;de 4 0FmDERT 187!
Phase 1
Megotiation Mode: main
Encrypficn Algorithm: aes25h

Authenticotion Algorithm:  sha

Keay Group: DH2

34, Life Time: 85400

MAT Trawersal: frue

Dead Peer Deteciion true

[DPD):

Fhase 2

Active Protocaol: 23p

Encapsulation: tunnel

Encrypfion Algosihm: aes128

Authentication Algofithrn:  sha

34, Life Time: 85400

Perfect Forward Secrec MNone

[FF3):

Policy

Local Palicy [IP/Mosk): 192.168.1.0 / 255.255.255.0
Remote Folicy |Ffiask):  192.165.183.0/ 255.255.255.0
Mailed-Up: frue

Go to VPN Gateway > Show Advanced Settings > Authentication o configure

your Local ID Type and Peer ID Type to match your SonicWALL's VPN > Settings >

VPN Policies > General > IKE Authentication > Local IKE ID and Peer IKE ID.

VPN Gateway > Show Advanced Settings > Authentication
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Avthentication
® Pre-Shared Key Skdu;de.40fm06xk7 187!
unmasked
O Certificate My Certificates
O User Based PSK i ]
[+] Advance
Local ID Type: P4 v
Content: [192.168.1.0 |
FeerID Type: [Pwv4 ¥
Content: [192.168.168.0 |

Set Up the IPSec VPN Tunnel on the SonicWALL

In the SonicWALL VPN > Settings > VPN Policies, click Add to create a new VPN

policy. Select Policy Type o be the Site to Site, select Authentication Method to
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be the IKE using Preshared Secret. Type the ZyWALL/USG's WAN IP Address to be

the IPsec Primary Gateway Name or Address (in the example, 172.10.120.11).

In the IKE Authentication section, set the Shared Secret to be the same as your
ZyWALL/USG's Pre-Shared Key. Then, setf the Local IKE ID and the Peer IKE ID to
match your ZyWALL/USG's VPN Gateway > Show Advanced Settings >

Authentication > Local ID Type and Peer ID Type.

VPN > Settings > VPN Policies > General

SONICWALL> | Network Security Appliance

| General I Netwark I Proposals ] Advanced ]
Security Policy
Policy Type: | Site to Site v
suthentication Method: [IKE using Preshared Secret M|
Name: [VPN_to_ZyWALL |
IPsac Primary Gateway Name or Address: [172.10.120.11 |
IPsec Secondary Gateway Name or Address: 0.000
IKE Authentication
Shared Secret: |5k4u:ie. ADfmDGxk 71871 I
Confirm Shared Secrat: |5k4u:4&-. 40fm06xk7187! I ¥ Mask Shared Secret
Local IKE ID: IP Address v|  [192.168.168.0 |
Peer IKE ID: IP Address v]  [192.168.1.0 |

In the SonicWALL VPN > Settings > VPN Policies > Network, choose Local Network
to be the IP address range of the network connected to the SonicWALL (found

under SonicWALL > Network > Interfaces > LAN).
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Go to Remote Network and create a new address IP address range of the

www.zyxel.com

network connected to the ZyWALL/USG. Then, scroll down the list to choose the

newly created Address Object to be the Remote Network.

VPN > Settings > VPN Policies > Network

SONICWALL> | Network Security Appliance

Local Networks

®' Choose local network from list

Any address

Remote Networks

®' Choose destination network from list

J Create new address object...
——"| Create new address group...

SONICWALL® | Network Securi ty Appliance
Name: ZyWALL

Zone Assignment: LAN v
Type: Metwork v
Network: 192.168.1.0

Netmask: 255,255.255.0

General Network l Proposals l Advanced l

—-Select Local Metwork-- v
==== Address Objects ==== -

Local network obtains IP addresses using DHCP throug| %0 IP

X1 Default Gateway

X11P
==== Address Objects ==== -

LIse this VPN Tunnel as default routs for all Intermet traffic

Destination netwark abtains IP addresses using DHCP thraugh this VPN Tunnel

—-Select Remote Network-- v
-Select Remote Network--

==== Address Groups ====
alllP

relayagent

==== Address Objects ====

Remote Networks

® Choose destination netwaork from list

Use this VPN Tunnel as default route for all Intermnet traffic

Destination network obtzins P addresses using DHCP throuah this VPN Tunnel

ZyWALL

--Select Remote Network—
Create new address object...
Create new address group...
==== Address Groups ====
alllP

relayagent
==== Address Objects ====
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In the SonicWALL VPN > Seftings > VPN Policies > Proposals > IKE (Phase 1)
Proposal and set Exchange, DH Group, Encryption and Authentication to match

your ZyWALL/USG's VPN Gateway > Show Advanced Settings > Phase 1 Seftings.

Go to IKE (Phase 2) Proposal and setf the Protocol, Encryption and Authentication
to match your ZyWALL/USG's VPN Connection > Show Advanced Settings > Phase

2 Settings.

VPN > Settings > VPN Policies > Proposails

SONICWALL> | Network Security Appliance

[ General l Netwark Proposals Advanced
IKE (Phase 1) Proposal
Exchange: |Main Mode v |
DH Graup: [ Group 2 v]
Encryption: |AES—256 v |
Authentication: [SHA1 v
Life Time (seconds): 283800
Ipsec (Phase 2) Proposal
Protocal: [ESP v]
Encryption: |AES-128 ¥ |
Authentication: [SHA1 v
Enable Perfact Forward Secrecy
Life Tima (seconds): 28800

Select Enable VPN and click Refresh Active.

VPN > Settings > VPN Global Settings
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VPN Global Settings

Enab\e VPN

Unigue Firewall Identifier:

VPN Policies I Refresh Interval (secs) [10 Ttems per page |50 Ttems (3 to3
# Name Gateway Destinations Crypto Suite Enable
3 VPN_to_ZyWALL 172.10.120.11 192.168.1.0 - 192.168.1.255 ESP: DES/HMAC SHAL (IKE)

Test the IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click

Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configurafion
O Add FEdit WRemove @ Acfivate @ Inacfivate @ Connect @ Disconnect T@ Object References
1 ”'& VPN_to_SonicWALL VPN_to_SonicWALL aVPN_to Cisco LOCALmVPN_fo_Cisc
Page (1 | of1 Show [50 | items Displaying 1-1of 1

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time

and the Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > IPSec

§f Disconnect @ Connection Check

1T N/A MN/A VPN_to_SonicWALL 192.168.1.0/24<-192.168.20/24  172.101.30.73 P:172.100.... 104

86316 0[0 bytes) 0{0 bytes)

Page |1 | of1 Show [50 [+ items

Displaying 1- 1 of 1
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Go to SonicWALL VPN > VPN Settings > VPN Policies, the status green light is on.

VPN > VPN Settings > VPN Policies

¥PN Policies I Refresh Interval (secs) |10 Ttemns per page |50 Ttems |1 ko 3 {of 3)
#  Mame Gakeway Destinations Crypko Suite Enable
1 VPN _Eo_Zwiwiall 17z2.10.120.11 E 192,165.1.0 - 192,165.1.255 EISK;:)AES_IZB'IIHMAC SHal L

Go to SonicWALL VPN > VPN Settings > Currently Active VPN Tunnels > VPN Tunnel
Statics to check Tunnel valid time, Bytes In (Incoming Data) and Bytes Out

(Outgoing Data).

VPN > VPN Setftings > Currently Active VPN Tunnels

VPN Tunnel Statistics
Create Time 10/04/2015 15:07:06
Tunnel valid until 10/04/2015 23:07:06

Packets In 373
Packets Out 370
Bytes In 20080
Bytes Ouk 16640
Currently Active ¥PN Tunnels ] Refresh Interval (secs) 1o Ttermns FragmentsIn 0
Fragments Out 0
# Created Marmne Local Remate
‘--..._‘_\_\E‘
192,168.165.0 - 192,1658.1.0 - . ul
1 10/04/2015 15:07:06  WPN_to_ZywWaLl 172.10.120.11 R ot
03 0y 192,168, 168,255 192.168.1.255 SnEgOlEe | o

To test whether a tunnel is working, ping from a computer at one site to a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC behind ZyWALL/USG > Window 7 > cmd > ping 192.168.168.33
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C:~Documents and Settings»ZysEL>ping 192 _.168.168.33

Pinging 192 _168_168_.33 with 32 hytes of data:

Reply from 192.168.168.33 : bytes=32 time=18ms TTL=54
Reply from 192.168.168.33 : bytes=32 time=17ms TTL=54
Reply from 192.168.168.33 : bytes=32 time=17ms TTL=54

Reply from 192.168.168.33 : bytes=32 time=16ms TTL=54

Ping statistics for 192.168.168.33:

Packets: Sent = 4. Received = 4, Lost = 8 (8 loss?,.
Approximate round trip times in milli—seconds:

Minimum = 16ms, Maximum = 18ms. Average = 17 ns

PC behind SonicWALL> Window 7 > cmd > ping 192.168.1.33

C:sDocuments and Settings“ZyHEL>»ping 192_168.1_.33
Pinging 192_.168.1.33 with 32 hytes of data:
Reply from 122.168.1.33: bhytes=32 time=27ms

Reply from 122.168.1.33: bhytes=32 time=32ms
Reply from 122.168.1.33: bhytes=32 time=26ms

Reply from 122.168.1.33: bhytes=32 time=27ms

Ping statistics for 192.168.1.33:

Packetz: Sent = 4, Received = 4. Lost = B (Bx lossz).
Approximate round trip timeszs in milli-=seconds:

Minimum = 26ms, Maximum = 32ms, Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG and SonicWALL must use the same Pre-Shared Key,
Encryption, Authentication method, DH key group and ID Type to establish the
IKE SA.

MONITOR > Log
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info KE Send:[NOTIF:NO_PROPOSAL_CHOSEM)] 1721013072, 172.100.30.80:...  KE_LOG
info KE [SA] : Mo proposal chosen 172.101.30.73:... 172.100.30.80:... [KE LOG
info KE [SA] : Tunnel [VPMN_to_SonicWALL] Phase 1 proposal mismatch 172.101.30.73:...  172.100.30.80:... [KE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG and SonicWALL Phase 2 Settings. Both ZyWALL/USG
and SonicWALL must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info KE Send: [HASH][NOTIFY:NO_PROPOSAL_CHOSEN] 172,101.30.73...  172,100.30.80:...  IKE_LLOG
info KE [SA] : Mo proposal chosen 172.101.30.73:... 172.100.30.80.... IKE_LOG
info KE [SA] : Tunnel [VPM_to_SenicWALL] Phase 2 proposal mismatch 172.101.30.73:...  172.100.30.80:... IKE_LOG
info KE Recv:[HASH][SA] [NONCE] [ID][ID] 172.100.30.80:... 172.101.30.73... IKE_LOG
info KE Phose 1 IKE SA process done 172.101.30.73:... 172.100.30.80:... IKE_LOG

Make sure the both ZyWALL/USG and SonicWALL security policies allow IPSec
VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol
50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure IPSec VPN Failover

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with failover. The example instructs how to configure the VPN tunnel between
each site if one site has multi-WAN. When the multi-WAN VPN failover is
configured, IPSec VPN tunnels automatically fail over to a backup WAN

interface if the primary WAN interface becomes unavailable.

Local Network Local Network i
Network 192.168.1.0 ;Network 192.168.10.0
Netmask 255.255.255.0 i Netmask 255.255.255.0 ;

VPN Tunnel VPN Tunnel

........................................................................................

ZyWALL USG_HQ ZyWALL USG_Branch
WAN1 IP 172.101.30.68 WAN IP 172.100.30.54
WAN?2 IP 172.100.20.78 LAN IP 192.168.10.1

LAN [P 192.168.1.1

ZyWALL Site-to-site IPSec VPN with multiple WAN failover

\Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network
(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click
Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type + VPN Setings * Wizard Completed

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

O VPN Settings for Cenfiguration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2ZTP VPN Settings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
2 2
1 =

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced
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Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensifive. Select the rule to

be Site-to-site. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type > VPN Setlings * Wizard Completed
1 3
2

Express Settings

IKE Verzion

@ |KEV]
O KEv2

Scendario

Rule Name: IWIZ_VF’N_HG I

@ Site-to-site

O Site-to-site with Dynamic Peer

D Remote Access (Server Role)

O remote Access (Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG's WAN IP address (in the
example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy fo be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy to be the IP address range of the network
connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
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VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 =)
2

Express Settings
Configuration
Secure Gateway: [172.100.30.54 | (PorraDn)
Pre-Shored Key: IZyXELl 23 |
Local Policy [IP/Mask): ||92-168- 1.0 I #255.255.255.0 |
Remote Policy (IP/Mask): |192.168.10.0 | /[255.255.255.0 ]

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard
Wizard Type > VPN Setfingzs > Wizard Completed
1 P 3
Express Seftings
Summary
Rule Name: WIZ_WVPN_HG
Secure Gateway: 172.100.30.54
Pre-Shared Kay: ZyXEL123
Local Policy (IP/Mask]: 192.168.1.0/ 255.255.255.0
Remote Policy (IP/Mask): 192.168.10.0/ 265.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed
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VPN Setup Wizard

Wizard Type * VPH Seftings * Wizard Completed
1 2
&l

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_VPN_HG
Secure Gataway: 172.100.30.34
Fre-Shared Key: ZyXEL123
Local Policy (IP/Mask): 192.168.1.0 / 2656.256.255.0

Remote Policy (IP/Mask):  192.168.10.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any fo let the
ZyWALL/USG does not require to check the identity content of the remote IPSec

router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Authentication
@ Pre-Shared Key ssasanas
[ unmasked
O Certificate My Corticates
© User Based PSK (i ]
Advance
Local ID Type: [Pvd v
Content: [0.0.0.0 |
Feer D Type: IAny VI

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate
Network (Branch)
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In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Setings * Wizard Completed
1 2 3

Welcome

VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2TP VPN Seftings

- VPN Settings
- General Settings
- Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPH Setfings * Wizard Completed
2 &l
1 2

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You
may use 1-31 alphanumeric characters. This value is case-sensitive. Click Next.
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Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
VPN Setup Wizard

Wizard Type * VPN Seffings > Wizard Completed
1 3
2

Express Seftings
IKE Version

IKEv]
© IKEV2

Scenario

Rule Name: IWlE__\{_E’,[}l,_Brcnch |
Site-fo-site

O Site-to-site with Dynamic Peer

O Remote Access [Server Role)

O Remote Access [Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG's WAN IP address (in the
example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the

ZyWALL/USG and Remote Policy fo be the IP address range of the network
connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard
Wizard Type * VPN Seftings > Wizard Completed
1 > 3
Express Settings
Configuration
Secure Gateway: |l72.]0] 30.68 I [IP or FQDN]
Pre-Shared Key: |ZyXEL123 |
Local Policy {IP/Mask): ||92-168- 10.0 I N255,255.255.0 |
Remote Policy (IP/Mask): |[192.168.1.0 | /Aess.255.255.0 |
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This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 3
2

Express Settings

Summary

Bule Name: WIZ_VPN_Branch

Secure Gateway: 172.101.30.68

Pre-Shared Kay: ZyXEL123

Local Policy (IP/Mask): 192.168.10.0/ 255.255.255.0

Remate Policy (IP/Mask):  192.168.1.0/255.255.2550

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appearin the VPN
> IPSec VPN > VPN Gateway screen and the Phase 2 rule seftings appear in the VPN >

IPSec VPN > VPN Connection screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 2
3

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Mame: WIZ_VPN_Branch
Secure Gateway: 172.101.30.65
Fre-Shared Key: ZyXEL1Z23
Local Policy (IP/Mask): 192.168.10.0 f 255.255.255.0

Remote Policy (IP/Mask): 192.168.1.0/255.255.255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the
ZyWALL/USG does not require to check the identity content of the remote IPSec

router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Authentication
® Pre-Shared Key
[ unrmasked
O Cerfificate

© User Based PSK

(]
(L
=
%]
[a
—3
iL

[+] Advance
Local ID Type:

Content:

Feer D Type:

0
IPv4 v
0.0.0.0
|Any -

Go to Configuration > VPN > IPSec VPN > VPN Gateway > Gateway Settings. Set

My Address fo be Domain Name/IP “0.0.0.0" (ZyWALL/USG will dial-up with the

active WAN interface first). Set Peer Gateway Address > Static Address > Primary

to be ZyWALL/USG_HQ WANT1 IP address and Secondary to be ZyWALL/USG_HQ

WAN2 IP address.

Configuration > VPN > [PSec VPN > VPN Gateway > Gateway Settings

General Settings

VPN Gateway Name:

IKE Version

Gateway Settings

[wiz_vPN_Branch |

My Address
O Interface
|® Comain Name / IPv4| fo.0.00 |
Peer Gateway Address
@ Static Primary  [172.101.30.68 |
Address Secondary[172.100.20.78 |

| Fall back to Primary Peer Gateway when possiblel

Fall Back Check
Interval:

O Dynamic Address

ISOO I [40-84400 seconds)
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Set up the WAN Trunk (ZyWALL/USG_HQ)

Go to CONFIGURATION > Interface > Trunk > User Configuration > Add. Select

wanl and wan?2 intfo the frunk Member and set wan2 Mode to be Passive.

CONFIGURATION > Interface > Trunk > User Configuration > Add

@ Add Trunk
Name: Multi_ WAN_Failover
Load Balancing Algorithm: Least Load First v
Load Balancing Index(es): Qutbound 7

@ Add H Edit W Remove oM Move

— ¥
1 | wanl Active 1048576 kbps
2 [wan2 "Passive 1048576 kibps
Fage of 0 Show [0 |»| items MNo data to display

Go to CONFIGURATION > Interface > Trunk > Configuration. Select Disconnect
Connection before Falling Back. In the Default WAN Trunk, select User Configured

Trunk fo be the customized WAN trunk added in the previous step

(MUlti_WAN_Failover in this example).

CONFIGURATION > Interface > Trunk > User Configuration > Add
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Configuration

D\'sccnmecf Connections Before Falling Back i ]

Default WAN Trunk
[l advance

Default Trunk Selection
© SYSTEM_DEFAULT_WAN_TRUNK
|® User Corfigured Trunk | [MUli_WAN_Failove ~|

Uzer Cenfiguration

QAdd i

T Muli_WAN_Failover Iif

Page |1 of 1 Show |50 | items Displaying 1- 1 of 1

Set up the Failover Command Line (ZyWALL/USG HQ)

Go to CONFIGURATION > Security Policy > Policy Control and add a To ZyWALL

rule to allow SSH service.

CONFIGURATION > Security Policy > Policy Control > Add corresponding

@) Add corresponding
18] Create new Object™

Enqble

MNarme: IAnyJo_EquII_SSH |

Description: [Cptionall

From: IGHV vI

T IyWALL ~|

Source: any b

Deastination: any ¥

Service: fssH M|

User: ary v

schedule: none w

Action: lallow ~|

Log matched fraffic:  |[no R

ok | Cancel
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If the Security Policy is created but still cannot access to ZyWALL, please go to
CONFIGURAITON > System > SSH to check do you Enable the General Settings
and make sure the Service Port is correct and the same in your terminal program.

Then, check the Service Control Action should be Accept.

CONFIGURAITON > System > SSH

General Settings
Encxb\e
O version 1
Server Port: 22

Server Cerlificate: | default %

Service Control

@ Add

| AL ALL Accept

Page |1 of 1 Show |50 |w | items Displaying 1 - 1 of

Enter the command line in ferminal mode (Using Tera Term in this example).

Tera Term command

Welcome to USG116

Username: admin

Password:

Router> configure terminal

Router(config)# client-side-vpn-failover-fallback activate

Test the IPSec VPN Tunnel

8 Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connecticon is lit when the inferface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
@ Add
1 WIZ_VPN_HQ WIZ_VPN_HQ aVPN_to_Cisco LOCAL/aVPN_to_Clsco_REMOTE
Page |1 of 1 Show |80 |w|items Displaying 1 - 1 of
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9 Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time

and Inbound(Bytes)/Outbound(Bytes) Traffic.

MONITOR > VPN Monitor > IPSec

& Disconnect Q Connaction Chack

# Name = Policy My Address Secure Gateway Up Time Timeout

Inbound{Bytes) ‘Outbound(Bytes)

1 tast 192.168.10.0/24<>192.168. 172.100.30.5% 172.101.30.68 10 79150

0(0 bytes) 0(0 bytes)

10 Go to ZyWALL/USG_Branch MONITOR > Log. Try to disconnect WANT interface

(172.1.1.30.68) and you will see the VPN tunnel failover to WAN2 interface

(172.100.20.78).

MONITOR > Log
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What Could Go Wrong?

11 If you see below [info] or [error] log message, please check ZyWALL/USG Phase 1
Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to

establish the IKE SA.

MONITOR > Log

info IKE Send:[NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LLOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_HQ] Phase 1 proposal mismatch IKE_LLOG

12 If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encryption,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE Sendi[HASH][NOTIFY:NC_PROPOSAL_CHOSEM] IKE_LLOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_VPN_HQ] Phase 2 proposal mismatch IKE_LLOG
info IKE Recwi[HASH][SA][NONCE][ID][ID] IKE_LOG
infa IKE Phase 1 IKE 5A process dons IKE_LOG

13 Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP uses

IP protocol 50.

14 Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Configure L2TP over IPSec VPN while the ZyWALL/USG
is behind a NAT router

This example shows how to use the VPN Setup Wizard to create a L2TP over
IPSec VPN tunnel between ZyWALL/USG devices. The example instructs how to
configure the VPN tunnel between each site while the ZyWALL/USG is behind a

NAT router. When the L2TP over IPSec VPN tunnel is configured, each site can

be accessed securely.
N
Internet
NAT Router

WAN IP 172.100.20.30 llllllllllllllllllllllllllllllllllllllllllll

Local Network E LAN 1P 192.168.1.1 _ L2TP Network Pool :

Network 10.10.10.0 — ; Network 192.168.10.10

Netmask 255.255.255.0 ‘lvf 192.168.10.20 i

e eeueseessseessseesssasen s sreenen ZyWALL USG_HQ R :
WAN [P 192.168.1.33 Remote Users

LAN [P 10.10.10.1

Public IP Dynamic

LyWALL/USG L2TP over IPSec VPN while the ZyWALL/USG is behind a NAT router

“U'Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks.

This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the L2TP VPN Tunnel on the ZyWALL/USG_HQ

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

remote Android Mobile Devices. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type + VPM Seffings * Wizard Completed
1 2 #

Welcome

© VPN Seftings
- Wizard Type
- VPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for L2ZTP VPN Seffings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings
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VPN Setup Wizard

VPN Seffings * General Setfings * Wizard Completed

1 2 3
L2TP VPN Settings
Rule Name: [wiz_L2tP_vPN |

Phaze 1 Setting

My Address (inferface): IWOH] VI

Avuthentication Method

Pre-Shared Key: [z12345 |

Assign the remote users IP addresses range from 192.168.10.10 to 192.168.10.20 for use
in the L2TP VPN funnel and check Allow L2TP traffic Through WAN to allow traffic from

L2TP clients to go to the Internet. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seffings > General Setfings * Wizard Completed
2 3
1

L2TP VPN Settings
IP Address Pool: [RANGE ~| o
Starting IP Address: [192.168.10.10 |
End IP Address: |192.168.10.20 |

First DMNS Server (Optional):

Second DNS Server
[Cptional):

AIIOW L2TF traffic Through WAN

15 This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)
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VPN Setup Wizard

Wizard Type * VPN Selfings * Wizard Completed
1 3

2
Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Gateway: Any
Pre-Shared Key: xyz12345

My Address (inferface):  wanl
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the VPN >
L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 2
3

L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary

Fule MName: WIZ_L2TP_VPN

My Address (interface):  wani

Fre-Shared Key: #yz12343
IP Address Pool: RANGE, 192.168.10.10 - 192.163.10.20

Go to CONFIGURATION > VPN Connection > Create new Object > Create Address,
create an address object as the NAT router's WAN IP address (in the example,

172.100.20.30).

CONFIGURATION > VPN Connection > Create new Object > Create Address
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Name: INAT WAN_IP |
Address Type: jHosT M|
IP Adidress: 1172.100.20.30 |
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Go to CONFIGURATION > VPN Connection > Policy > Local Policy, select it be to the

NAT router’'s WAN IP address (in the example, 172.100.20.30).

CONFIGURATION > VPN Connection > Policy > Local Policy

General Settings
Enable

Connection Name: WIZ_L2TP_VPN

[*] Actvance

VPN Gateway

Application Scenario
O site-to-site
© Site-to-site with Dynamic Peer
@ Remote Access (Server Role)
© Remote Access [Client Role)
© Wpn Tunnel Interface

VPN Gateway:

WIZ_L2TP_VPN ¥ gel 0.0.0.0 0.0.0.0

Policy

NAT_WAN_IP v

Local policy: HOST, 172.100.20.30
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Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add
User Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User

L2TP VPN

Show Advanced Settings [.u_El Create new Object T‘
User
= Config )
= leshooting

General Seftings 4 waikin Address
Enable L2TP Over IPSec
WPN Connection: WIZ_L2TP_VPN v
IF Address Fool: WIZ_L2TP_WPM_IP_t|» RAMGE, 192.168.10.10-192.148.10.20 @
Authentication Method: default o

Advance
Allowed User: any v
Keep Alive Timer: &0 {1-180 seconds]
First DNS Server (Optional): Custom Defined |~
Second DNS Server (Optional): Custom Defined |v
First WINS Server (Optional):
Second WINS Server (Optional):

€ Add A User

Uszer Configuration

User Type: user ¥

Description: Local User

Authentication Timeout Settings ® Use Default Settings

© Use Manual Settings
Legse Time: 1440 minutes
Reauthentication Time: 1440 minutes

| _ox | cancel ]

Set Up the NAT Router (Using ZyWALL USG device in this
example)

Go to CONFIGURATION > Network > NAT > Add. Select the Incoming Interface
on which packets for the NAT rule must be received. Specified the User-
Defined Original IP field and Type the franslated destination IP address that this
NAT rule supports.
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CONFIGURATION > Network > NAT > Add

www.zyxel.com

General Settings

Enc:ble Rule

Rule MName:

Port Mapping Type

Classification:

Mapping Rule
Incoming Interface:
Original IP:
User-Defined Criginal IF:
Mapped IP:
User-Defined Mapped IP:

Port Mapping Type:

[vPN_NAT |

@ Virtual Server
|wcn1 Vl
User Defined b
|172.100.20.30 | 1P Address)
User Defined k-4
192.168.1.33 | 1P Address)

any

© Many 1:1 NAT

Go to CONFIGURATION > Object > Address > Add, create an address object as the

ZyWALL/USU_HQ's WAN IP address (in the example, 192.168.1.33).

CONFIGURATION > Object > Address

&» Add Address Rule

Mame:
Address Type:
IF Addrass:

[L2TP_WAN_IP |
[HOsT ~|
[192.168.1.33 |

Go to CONFIGURATION > Object > Service > Service Group, create a service

group for the following UDP ports:

UDP Port Number = 1701 — Used by L2TP

UDP Port Number = 500 — Used by IKE

UDP Port Number = 4500 — Used by NAT-T
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CONFIGURATION > Service > Service Group

& Add Service Group Rule

Configuration

MName: |L2TP_Allow |

Description:

Configuration

=== Object === - === Object ===
AH MNATT
Al IKE
AUTH L2TP-UDP
Any_TCP
Ary_UDP
BGP
BONJCUR

P mTr T e IT

4 3

]+

Go to CONFIGURATION > Security Policy > Policy Control, add corresponding

rule to allow L2TP services.

CONFIGURATION > Security Policy > Policy Control

& Add corresponding
18 Create new Object¥
Enc:ble
MNarme: I L2TP_Allow I
Description: [Optional]
From: any >
To: any (Excluding ZyV v
Source: any >
Destination: |L2TF’ WAN [P VI
Service: | L21P_Allow ~|
User: |L2TP_Remote_User v |
Schedule: none ~
Action: allow ¥
Log matched traffic: |no -4
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Test the L2TP over IPSec VPN Tunnel

Use a smartphone or a PC to establish a L2TP VPN connection to the
ZyWALL/USG. Configure the NAT's public IP address as the L2TP server address on

the client. In this example using iOS device to test the result:

To configure L2TP VPN in an iOS 8.4 device, go to Menu > Settings > VPN > Add VPN

Configuration and configure as follows.

Description is for you to identify the VPN configuration.

Set Server to the ZyWALL/USG's WAN IP address (172.100.20.30 in this example).

Enter Account and Password which the same as Allowed User created in ZyWALL/USG
(L2TP_Remote_Users/zyx168 in this example).

Set Secret to the Pre-Shared Key of the IPSec VPN gateway the ZyWALL/USG uses
for L2TP VPN over IPSec (xyz12345 in this example).
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< VPN ZyXEL_L2TP

Type L2TP

Description ZyXEL_L2TP

Server 172.100.20.30
Account L2TP_Remote_Users
RSA SecurlD

Password eeeeee

Secret esssscee

Send All Traffic

After you create a VPN configuration, slide the button right to the on position to

initiate L2TP VPN session.

£ Settings VPN < Settings VPN
VPN CONFIGURATIONS VPN CONFIGURATIONS
Not Connected Connected 's._/
~ ZyXEL_L2TP ®  ZyXEL_L2TP ®

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is
connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection
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IPv4 Configuration

Q Add

1 |\?@ | WIZ_L2TP_VPN WIZ_L2TP_VPN <WIZ_L2TP VPN LOCAL/

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the Current
L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session
@ Refresh
L2TP_Remcte_Users Android 192.168.10.10 10.214.30.69
Page |1 of 1 Show |50 | |items Displaying 1 - 1 of

Go to iOS mobile device Menu > Settings > VPN > ZyXEL_L2TP and verify the

Assigned IP Address and Connect Time.
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Menu > Settings > VPN > ZyXEL_L2TP

{ VPN ZyXEL_L2TP

Type L2TP
Server 172.100.20.30
Assigned IP Address 192.168.10.10
Connect Time 0:06

Description ZyXEL_L2TP

Server 172.100.20.30
Account  L2TP_Remote_ Users
RSA SecurlD

Password eeeses

Secret ssssssss

Send All Traffic (/

What Could Go Wrong?

www.zyxel.com

If you see [alert] log message such as below, please check ZyWALL/USG L2TP

Allowed User or User/Group Settings. iOS Mobile users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

alert L2TP Owver IPSec User L2TP_Remote_Users has besn denied from L2TP service. (Incorrect Usernames or Password) L2TP_LOG
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If you see [info] or [error] log message such as below, please check
ZyWALL/USG Phase 1 Settings. iOS Mobile users must use the same Secret as
configured in ZyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG

unit must set correct Local Policy to establish the IKE SA.

info IKE ISAKMP SA [WIZ_L2TP_VPN] is disconnected IKE_LOG
info IKE Received delste notification IKE_LOG
info IKE Recwi[HASH][DEL] KE_LOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [S4] : No proposal chosen IKE_LOG
info IKE [IB] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismaich IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2, DMZ,

or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG’s IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE uses UDP

port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to IPSec_VPN

Zone so that security policies are applied properly.
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How to Configure L2TP VPN with Android 5.0 Mobile Devices

This example shows how to use the VPN Setup Wizard to create a L2TP VPN
between a ZyWALL/USG and an Android 5.0 Mobile Device. The example instructs
how to configure the VPN tunnel between each site. When the VPN tunnel is
configured, each site can be accessed securely and allow traffic from L2TP

clients to go to the Internet.

Local Network L2TP Network Pool !
Network 192.168.1.0 i : Network 192.168.10.10 :

: | H
Netmask 255.255.255.0E 192.168.10.20

Internet

VPN Tunnel VPN Tunnel

ZyWALL USG Android Mobile Users
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

.......................................................................................

LyWALL/USG L2TP VPN with Android Mobile Devices Example

\Q’No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: 4.25) and Android version (Firmware Version:

5.0)
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Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

remote Android Mobile Devices. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type » VPN Seffings » Wizard Completed
1 2 3

Welcome

O VPN Sattings
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

©® PN Sattings for L2TP VPN Setfings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface

which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

www.zyxel.com

VPN Setup Wizard

VPN Seftings > General Seffings * Wizard Completed
2 3
1

L2TP VPN Settings
Rule Narme: [wiz_oreven |
Phaze 1 Setting
Wy Address (inferfoce): Iwonl "I
Authentication Methed
Pre-Shared Key: |xyzl 2345 |

Assign the remote users IP addresses range from 192.168.10.10 to 192.168.10.20 for

use in the L2TP VPN tunnel and check Allow L2TP traffic Through WAN to allow

traffic from L2TP clients to go to the Internet. Click Next.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seltingz * General Setfings * Wizard Completed
2 3
1

L2TP VPN Settings
IP Adidress Pool [raNGE -] @
Starting IP Address: 1192,148,10,10 ]
End IP Address: [192.188.10.20 |

First DNS Server (Opticnal):

Second DNS Server
[Optional):

Allow L2TP traffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type * VPN Seflings * Wizard Completed
1 3
2

Express Settings
Summary
Rule Name: WIZ_LITP_VPN
Secure Gateway: Any
Pre-Shared Key: #z12345
My Address [interface):  wan’
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the
VPN > L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type * VPN Seftings » Wizard Completed
2

J = 3
L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary
Rule Name: WIZ_L2TP_VPN

My Address (interface):  wanl
Pre-Shared Key: *yz12345
P Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User fo the newly

created object (L2TP_Remote_Users/zyx168 in this example).
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CONFIGURATION > VPN > L2TP VPN > Create new Object > User

Show Advanced Settings [@ Create new Ob]ecﬂ’]
User
General Settings EJ' f‘.:l:i Address [rehactha
Enable L2TP Over IPSec
VPN Connecfion: WIZ_L2TP_VPN ¥
IP Address Pool: WIZ_L2TP_VPN_IP_¢|¥| RANGE, 192.148.100.10-192.168.100.20 i
Authentication Method: default v
Advance
Allowed User: any v
Keep Alive Timer: &0 [1-180 seconds)
First DNS Server (Optional): Custom Defined  |¥
Second DNS Server (Optional): Custom Defined |
First WINS Server [Optional):
Second WINS Server (Optional):
User Configuration
User Narme :
User Type user v
Possword:
Retype:

Description: Local User
Avthentication Timecut Seffings @ Use Default Seffings © Use Manual Seffings
Lease Time: 440 minutes

Reauthentication Time: 440 minutes

ok || cancel |

If some of the traffic from the L2TP clients need to go to the Internet, create a
policy route to send traffic from the L2TP tunnels out through a WAN trunk. Set
Incoming to Tunnel and select your L2TP VPN connection. Set the Source
Address to be the L2TP address pool. Set the Next-Hop Type to Trunk and select
the appropriate WAN trunk.
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CONFIGURATION > Network > Routing > Policy Route

# Edit Policy Route

Configuration

Enable

Description:
Criteria
Usen

Incoming:

Source Address:
Destination Address:
DSCP Code:
Schedule:

Service:

Next-Hop

Type:
Trunk:

Show Advanced Settings 5] Create new Object¥

Flecse select one member:

LZTP_VPN_to_Intemel| [Optionall

|L2TF’_Remote_Llser VI

ITunneI v I
fwiz_Lare veN |
[Wiz_L21P_vPN_IP_¢]~]

any ¥
any R
none R
any w7
ITrunI-c VI

[SYSTEM_DEFAULT V| v |

Set Up the L2TP VPN Tunnel on the Android Device

To configure L2TP VPN on an Android device, go fo Menu > Settings > Wireless &

Networks > VPN settings > Add VPN > Add L2TP/IPSec PSK VPN and configure as

follows.

VPN name is for the user to identify the VPN configuration.
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VPN name

ZyXEL_L2TP

Set VPN server to the ZyWALL/USG's WAN IP address.

Set VPN server

172.124.163.150

Set IPSec pre-shared key to the pre-shared key of the IPSec VPN gateway the
LyWALL/USG uses for L2TP VPN over IPSec (zyx12345 in this example).
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Leave Enable L2TP secret disabled as default and turn on DNS search domains if
you need to use the internal DNS servers once your connection is made, enter the
DNS server address here. Click Save.

Add L2TP/IPSec PSKVPN

VPN name
ZyXEL_L2TP

Set VPN server
172.124.163.150

Set IPsec pre-shared key ()

IPsec pre-shared key is set

Enable L2TP secret

2TP secret disabled

DNS search domains ()

DNS search domains not set ~

Cancel

Click the VPN rule ZyXEL_L2TP to begin the VPN connection.

VPN settings

Add VPN
VPNs

ZyXEL_L2TP

261/751



ZYXEL

When dialing the L2TP VPN, the user will have to enter Username/Password. They
are the same as Allowed User created in ZyWALL/USG (L2TP_Remote_Users/zyx168

in this example).

Connect to ZyXEL_L2TP

I EINEN L2 TP _Remote _Users

Fla SS'LIFIJ 1:‘] r- t:i : _

| Remember username

‘ Connect ' \ Cancel |

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connect icon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

® Add

1 WIZ_L2TP_VPN WIT_L2TP VPN WIZ LOTP VPN LOCAL/
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check o
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Address: 192.148.100.10

(o[ cancal |

Result %]

@ ICMP Connactivity Check PASS on WII_LZTP_VPH

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

T, Diconnect | (@ Refresh

1 L2TP_Remote_Users Android 192.168.10.10 172.124.163.254

263/751



ZYXEL ——

Go to Android mobile device Menu > Settings > Wireless & Networks > VPN and
verify the connection stafus.
Menu > Settings > Wireless & Networks > VPN

ZyXEL_L2TPVPN connected
VPN settings

Add VPN

VPNs

ZyXEL _L2TP

Connected

What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. Android Mobile users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

alert L2TP Over IPSec User L2TP_Remote_Users has been denied from L2TP service. (Incorrect Username or Password) L2TP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Seftings. Android Mobile users must use the same Secret as configured in

ZyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG
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If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE ISAKMP SA [WIZ_L2TP_VPN] is discennected IKE_LOG
info IKE Received delete notification IKE_LOG
info IKE Recvi[HASH][DEL] IKE_LOG
info IKE Sench[HASH][NCTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG’s IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to

IPSec_VPN Zone so that security policies are applied properly.
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How to Configure L2TP VPN with iOS 8.4 Mobile Devices

This example shows how to use the VPN Setup Wizard to create a L2TP VPN
between a ZyWALL/USG and an iOS 8.4 Mobile Device. The example instructs how
to configure the VPN tunnel between each site. When the VPN tunnel is
configured, each site can be accessed securely and allow traffic from L2TP

clients to go to the Internet.

ZyWALL/USG L2TP VPN with iOS Mobile Devices Example

Local Network L2TP Network Pool :
Network 192.168.1.0 i Network 192.168.100.10:

: | :
Netmask 255.255.255.0 192.168.100.205

\ :
. \ —
- | =
: VPN Tunnel .............................................
ZyWALL USG iOS Mobile Users
WAN [P 172.124.163.150 Public IP Dynamic

LAN [P 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: 4.25) and iOS (Firmware Version: 8.4).

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

remote iOS Mobile Devices. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 =X

Welcome

© VPN settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Canfiguration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Sattings for L2TP VPN Sattings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN 3eltings * General Settings * Wizard Completed

1 2 2
L2TP VPN Settings
Rule Mame: IWIZ_L?TP_VPN I

Phaze 1 Sefting

My Address (inferface): IWGH] "I
Authentication Method
Pre-Shared Key: Ixyzl 2343 |

Assign the remote users IP addresses range from 192.168.100.10 to 192.168.100.20
for use in the L2TP VPN funnel and check Allow L2TP traffic Through WAN to allow

traffic from L2TP clients to go to the Internet. Click Next.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seftings * General Seffings * Wizard Completed
2 3
1

L2TP VPN Seftings

IP Address Pool: IRANGE Vl [ ]
Starting IP Address: |l92. 168,100.10 I

End IP Address: [192.168.100.20 |
First DINS Server (Optional):

Second DONS Server
[Cptional):

[E]iow L27P trafiic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN S$etup Wizard

Weard Type * VPN Seftings * Wizard Completed

1 2 3
Express Settings
Summary
Rule Mame: WIZ_L2TP_VPN
Secure Gateway! Any
Pre-Shared Key: xyz12345

My Address (interface):  wani
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the
VPN > L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Summary > Wizard
Completed
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VPN Setup Wizard

Wizord Type * VPM Setfings > Wizard Completed

1 2 3
L2TP VPN Settings
Congratulations. The VPN Access wizard is completed
Summary
Rule Mame: WIZ_L2TP_WPN

My Addrass (inferface: wan1
Pre-Shared Key: Xyz12345
IP Addrass Pool: RAMNGE, 152.168.100.10 - 192.168.100.20

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User to the newly

created object (L2TP_Remote_Users/zyx168 in this example).
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CONFIGURATION > VPN > L2TP VPN > Create new Object > User

L2TP VPN
Show Advanced Settings [@ Creafe new Dbiecﬂ"]
User
= Config .
= leshooting
General Settings ¥ Walkth Address
Enable L2TP Over IPSec
VPN Connection: WIZ_L2TP_VPN b
P Address Poal: WIZ_L2TP_WPN_IP_ ¢\ v RANGE, 192.1468.100.10-192.148.100.20 i
Authentication Method: dsfault v
Advance
Allowed User: any hd
Keep Alive Timer: 50 [1-180 seconds)
First DNS Server (Optional): Custorn Defined |+
Second DMS Server (Optional): Custom Defined  |»
First WINS Server (Optional):
Second WINS Server (Optional):
Uzer Configuration
User Name :
User Type: user v
Password:
Retype:
Description: Local User
Avthentication Timeout Seffings @ Use Default Settings © Use Manual Seftings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
ok || Cancel |

If some of the traffic from the L2TP clients need to go to the Internet, create a

policy route to send traffic from the L2TP tunnels out through a WAN trunk. Set

Incoming to Tunnel and select your L2TP VPN connection.

Address to be the L2TP address pool.

the appropriate WAN trunk.

Set the Source

Set the Next-Hop Type to Trunk and select
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CONFIGURATION > Network > Routing > Policy Route
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# Edit Policy Route

Configuration
Encble

Description:
Criteria
Usen

Incoming:

Source Address:
Destination Address:
DSCP Code:
Schedule:

Service:

Next-Hop

Type:
Trunk:

Flecse select one member:

Show Advanced Setfings 18 Creafe new Object¥

LZTP_VPN_to_Intemel| [Optionall

|L2TF’_Remote_Llser VI

ITunneI

¥]

[wiz_L2TP_VPN

M

| WIZ_L2TP_VPN_IP_#|v|

any ¥
any R
none R
any w7
ITrunI-c VI

[SYSTEM_DEFAULT V| v |
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Set Up the L2TP VPN Tunnel on the iOS Device

To configure L2TP VPN in an iOS 8.4 device, go to Menu > Settings > VPN > Add

VPN Configuration and configure as follows.
Description is for you to identify the VPN configuration.
Set Server to the ZyWALL/USG's WAN IP address (172.124.163.150 in this example).

Enter Account and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).

Set Secret to the Pre-Shared Key of the IPSec VPN gateway the ZyWALL/USG uses
for L2TP VPN over IPSec (zyx12345 in this example).

< VPN ZyXEL_L2TP

Type

Description ZyXEL_L2TP

Server 172.124.163.150
Account L2TP_Remote_Users
RSA SecurlD

Password eeesee

Secret TXIYYY Y]

Send All Traffic
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After you create a VPN configuration, slide the button right to the on position to

initiate L2TP VPN session.

< Settings VPN < Settings VPN

VPN CONFIGURATIONS VPN CONFIGURATIONS

Not Connected Connected W,
~ ZyXEL_L2TP O) v ZyXEL_L2TP ®

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connect icon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

@ Add
1 WIZ_L2TP_VPN WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check fo

verify the result of ICMP Connectivity.
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Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Address: 1%2.168.100.10

[ ox_| concol

Result [%]

@ ICIMP Connectivity Check PASS on WIZ_LZTP_WPH

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

) Disconnect @ Refresh
#a User Name ¥ Hostname Assigned IP Public IP
1 L2TP_Rermote_Users iPhone 192.168.100.10 10.214.30.569
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Go to iOS mobile device Menu > Settings > VPN > ZyXEL_L2TP and verify the

Assigned IP Address and Connect Time.

Menu > Settings > VPN > ZyXEL_L2TP

{ VPN ZyXEL_L2TP
Type L2TP
Server 172.124.163.150
Assigned IP Address 192.168.100.10
Connect Time 0:08

Description ZyXEL_L2TP

Server 172.124,163.150
Account  L2TP_Remote_Users
RSA SecurlD

Password eeseese

Secret ssssssee

Send All Traffic ‘ I
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What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. iOS Mobile users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

alert L2TP Over IPSec User L2TP_Remote_Users has been denied from L2TP service.|Incorrect Username or Password) L2TP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. iOS Mobile users must use the same Secret as configured in

ZyWALL/USG to establish the IKE SA.

info IKE Sench[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG

info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE ISAKMP SA [WIZ_L2TP_VPN] is disconnecied IKE_LLOG
info IKE Received delets nofification IKE_LOG
info IKE Recwv:[HASH][DEL] IKE_LOG
info IKE Send:[HASH][NOTIFY:NC_PROPOSAL CHOSEN] IKE_LOG
info IKE [SA] : No proposal chasen IKE_LOG
infa IKE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG’s IP as their default gateway to utilize the L2TP tunnel.
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Make sure the ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to

IPSec_VPN Zone so that security policies are applied properly.
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How to Import ZyWALL/USG Certificate for L2TP over IPsec in
Windows 10

This is an example of using the L2TP VPN and VPN client software included in
Windows 10 operating systems. When the VPN tunnel is configured, users can
securely access the network behind the ZyWALL/USG and allow fraffic from L2TP

clients to go to the Internet from a Windows 10 computer.

ZyWALL/USG L2TP VPN with Remote Windows 10 Client Example

Local Network L2TP Network Pool :
Network 192.168.1.0 i i Network 192.168.100.10:

: I H
Netmask 255.255.255.0 192.168.100.205

VPN Tunnel

.............................................

ZyWALL USG Remote Windows 10 Client
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: 4.25) and Windows 10 Pro (Version: 10.0.10240)

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the

Window 10 clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
1 2 =X

Welcome

© VPN settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Canfiguration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Sattings for L2TP VPN Sattings

- VPN Settings
- General Settings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN 3eltings * General Settings * Wizard Completed

1 2 2
L2TP VPN Settings
Rule Mame: IWIZ_L?TP_VPN I

Phaze 1 Sefting

My Address (inferface): IWGH] "I
Authentication Method
Pre-Shared Key: Ixyzl 2343 |

Assign the L2TP users’ IP address range from 192.168.100.10 to 192.168.100.20 for
use in the L2TP VPN tunnel and select Allow L2TP traffic Through WAN fo allow

traffic from L2TP clients to go to the Internet. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seftings * General Seffings * Wizard Completed
2 3
1

L2TP VPN Seftings

IP Address Pool: IRANGE Vl [ ]
Starting IP Address: |l92. 168,100.10 I

End IP Address: [192.168.100.20 |
First DINS Server (Optional):

Second DONS Server
[Cptional):

[E]iow L27P trafiic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN S$etup Wizard

Weard Type * VPN Seftings * Wizard Completed

1 2 9
Express Settings
Summary
Rule Mame: WIZ_L2TP_VPN
Secure Gateway! Any
Pre-Shared Key: xyz12345

My Address (interface):  wani
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

280/751

www.zyxel.com



ZYXEL S——

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the
VPN > L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Setftings > Wizard Completed

VPN S$etup Wizard
Weard Type * VPN Seftings * Wizard Completed
1 2 2
Express Settings
Summary
Rule Mame: WIZ_L2TP_VPN
Secure Gateway! Any
Pre-Shared Key: xyz12345
My Address (inferface): wani
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN, change
Avuthentication method to be Certificate and select the certificate which ZyWALL/USG

uses o identify ifself to the Window 10 computer.

CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN > Authentication >

Certificate

Authentication

O Pre-Shared Key

@ Certificate Idefc:ulf Vl [See My Cerificates)
@ User Based PSK i ]

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User fo the newly

created object (L2TP_Remote_Users/zyx168 in this example).
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CONFIGURATION > VPN > L2TP VPN > Create new Object > User

L2TP VPN
Show Advanced Settings [@ Creafe new Dbiecﬂ"]
User
= Config .
= leshooting
General Settings ¥ Walkth Address
Enable L2TP Over IPSec
VPN Connection: WIZ_L2TP_VPN b
P Address Poal: WIZ_L2TP_WPN_IP_ ¢\ v RANGE, 192.1468.100.10-192.148.100.20 i
Authentication Method: dsfault v
Advance
Allowed User: any hd
Keep Alive Timer: 50 [1-180 seconds)
First DNS Server (Optional): Custorn Defined |+
Second DMS Server (Optional): Custom Defined  |»
First WINS Server (Optional):
Second WINS Server (Optional):
Uzer Configuration
User Name :
User Type: user v
Password:
Retype:
Description: Local User
Avthentication Timeout Seffings @ Use Default Settings © Use Manual Seftings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
ok || Cancel |

If some of the traffic from the L2TP clients need to go to the Internet, create a
policy route to send traffic from the L2TP tunnels out through a WAN trunk. Set
Incoming to Tunnel and select your L2TP VPN connection. Set the Source
Address to be the L2TP address pool. Set the Next-Hop Type to Trunk and select
the appropriate WAN trunk.
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CONFIGURATION > Network > Routing > Policy Route

www.zyxel.com

# Edit Policy Route

Source Address:

DSCFP Code:
Schedule:

Service:

Next-Hop

Type:
Trunk:

Destination Addrass:

Show Advanced Settings 5] Create new Object¥

Configuration

Encble

Description: LZTP_VPN_to_Intemel| [Optionall
Criteria

User: |L2TF’_Remote_Llser VI

Incoming: ITunneI VI

Flease select one member: [ WiZ_L2TP_VPN ~]

| WIZ_L2TP_VPN_IP_#|v|

any ¥
any R
none R
any w7
ITrunI-c VI

[SYSTEM_DEFAULT V| v |

Export a Certificate from ZyWALL/USG and Import it to Windows

10 Operating System

Go to ZyWALL/USG CONFIGURATION > Object > Certificate, select the certificate

(default in this example) and click Edit.

CONFIGURATION > Object > Certificate > default

My Cerlificates Setting

@ Add

1 default SELF

CN=vpn50_BBECASZIEZ398 CN=vpnS50_BBECAJIE23%8  2017-01-07 10:19:45 GMT

2027-01-05 10:19:45 GMT
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Export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example)

CONFIGURATION > Object > Certificate > default > Edit > Export Cerlificate with

Private Key

Certificate in PEM (Baze-64) Encoded Format

—-BEGIN X509 CERTIFICATE—

MIDRzC CA+gAWIBAGIJAP SgPO+bgnashMANGCSgGSIn3DGEECwWUAMBOxGZAIBGNY
BAMMENIwijUwX0l4RUNBMzFFMjMS O D AeFw0xNzAxMDcxMDESNDYaFwOyNzAxMDU

% -
Export Cerfificate Only

Passwordh[=seeee I Export Cerlificate with Private Key

Save default certificate as *.p12 file to Windows 10 computer.

default.p12

In Windows 10 Operating System, go to Start Menu > Search Box. Type mmc and

press Enter.

Start Menu > Search Box > mmc

Best match

mmc
Run command

Web

&8 My stuff £ Web

mmc

In the mmc console window, click File > Add/Remove Snap-in...
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File > Add/Remove Snap-in...

ﬁ Caonsolel - [Console Root]
E File Action View Favorites Window Help

4= New Ctrl+N
= Open... Ctrl+ 0
Save Ctrl+5
Save As...
Add/Remove Snap-in... Ctrl+M
Options...
1WF

2 ChlUsersh,.\Desktoph Consolel

Exit

In the Available snap-ins, select Certificates click Add. Then, click Finished.

Press OK to close the Snap-ins window.

Available snap-ins > Certificates > Add

Available snap-ins: Selected snap-ins:

Snap-n Vendor £ [] console Root
|Iﬁ| Certificates - Local Computer

=" ActiveX Control Microsoft Cor...
ﬁ'__r, Authorization Manager Microsoft Cor...

@ Certificates Microsoft Cor...

s Component Services Microsoft Cor...
;ﬁ' Computer Managem... Microsoft Cor...

ot Device Manager Microsoft Cor...

=5 Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...

= Group Policy Object ... Microsoft Cor...
@, IP Security Monitor Microsoft Car...
g IP Security Policy M...  Microsoft Cor...
|£]Link to Web Address  Microsoft Cor...
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In the mmc console window, go to Certificates (Local Computer) > Trusted Root

Certification Authorities, right click Certificate > All Tasks > Import...

File Action
&= 75|

View Favorites Window Help

Bla= HE

| Console Reot

w _eﬂ Certificates - Local Computer

lssued To

lssue

) rust Externa oot
= p | AddTrust External CA R AddT]|
- Ereona o _EJBaltimore CyberTrust Root Balti
~ || Trusted Root Certification .
Eog - =5l Certum CA Certu
| Certifirates
“| Enterp All Tasks > Import...
| Interm ) T
= Active View * 197 Microsoft C...  Copy|
= Truste: MNew Window from Here d I Root CA DigiC
= q Root CA DigiC
- Untrus New Taskpad View... _g_
| Third- ssurance EV Ro..  DigiC
7 Truste: Refresh rtification Auth... Entru
| Client Export List.. rtification Auth... Entru
| Smart ification Author... Entru
Help cation Authority  ePKI
Click Next.

To continue,

Store Location

Current User

Local Machine

dick Mext.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Cancel
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Click Browse..., and locate the .p12 file you downloaded earlier. Then, click Next.

File to Import
Specfy the file you want to import.

File name:
ChUsers\ Dy ELDesktopidefault. pl12 | I Browse. ..

Mote; More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKICS #7 Certificates ((P7B)
Microsoft Serialized Certificate Store ((55T)

Mext Cancel

Type zyx123 in the Password field and click Next.

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|zy'x123

Display Password

Import options:

[]Enable strang private key protection. You will be prompted every time the
private key is used by an application if yvou enable this option.

[ ]Mark this key as exportable. This will allow you to back up or transpart your
keys at a later time.

Indude all extended properties.

Cancel
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Select Place all certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
{®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Autharities | Browse...

Cancel

\Q’No’re: Each ZyWALL/USG device has its own self-signed certificate by factory default.
When you reset to default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boofts the next fime.
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Set Up the L2TP VPN Tunnel on the Windows 10

To configure L2TP VPN in Windows 10 operating system, go to Start > Settings >

Network & Internet > VPN > Add a VPN Connection and configure as follows.
VPN Provider set to Windows (built-in).
Configure Connection name for you to identify the VPN configuration.

Set Server name or address to be the ZyWALL/USG's WAN IP address
(172.124.163.150 in this example).

Select VPN type to Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).

Enter User name and Password which the same as Allowed User created in

LyWALL/USG (L2TP_Remote_Users/zyx168 in this example).
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Add a VPN connection

VPN provider
Connection name

ZyXEL_L2TP_VPN

Server name or address
172.124.163.150

VPN type

Type of sign-in info

User name (optional)

Password (optional)

+ Remember my sign-in info

Go to Control Panel > Network and Internet > Network Connections and right click
Properties. Continue to Security > Advanced settings and select Use Certificate for

authentication.
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-E' Metwork Connections
1 -E' » Control Panel » Metwork and Internet »
Organize - Start this connection Rename this connection
L"’ ZyXEL_L2TP_VPN

= Disconnected
gz WAN Mini

Connect / Disconnect
Status

Set as Default Connection
Create Copy

Create Shortcut

) Delete

) Rename

G Properties

2 ZyXEL_L2TP_VPN Properties *

General Options Securty Networking  Sharing
Type of VPN:
Layer 2 Tunneling Pratocol with |Psec (LZTP/IPsec) i

Data encryption:

Optional encryption (connect even if no encryption) w

Authertication
(") Use Extensible Authertication Protocol {EAP)

Properties

|@ Allow these protocols |

[J Unencrypted password (PAP)
[] Challenge Handshake Authentication Protocel {CHAF)
| 4 Microscft CHAP Version 2 (MSCHAP v2) |

[] Automatically use my Windows logon name and
password (and domain, if any)

Cancel
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Advanced Properties >
LITP

() Use preshared key for authentication
Key: |

| (®) Use certificate for authentication
| Verify the Name and Usage attributes of the server’s certificate

Cance

Go to Network & Internet Settings window, click Connect.

< Settings = O X
£0%  NETWORK & INTERNET Find a setting 0
Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

o,g_, ZyXEL_L2TP_ VPN
VPN
Dial-up

Connect Advanced options Remove
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Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connect icon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

INELY WIZ_L2TP_VPN WIZ_L2TR_VPN Az L2TP Y

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Address: 192.168.100.10

Result ]

® ICIMP Conneciivity Check PASS on WIZ_L2ZTP VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users
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Current L2TP Session
@ Refresh
1 L2TP_Remote_Users ellen-PC 192.148.100.10
Page |1 of 1 Show |50 || items

10.214.30.6%

Displaying 1 - 1 of

Go to Window 10 operating system Start > Settings > Network & Internet > VPN and

show Connected status.

Menu > Settings > VPN > ZyXEL_L2TP

< Settings

£5%  NETWORK & INTERNET Find a setting

Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

‘}g) ZyXEL_L2TP_VPN
VPN Connected
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What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. Windows 10 users must use the same

Username and Password as configured in ZyWALL/USG to establish the L2TP VPN.

13 clert L2TF Cwer IPSec User L2TP_Remote_Users has been denied from L2TF service. (Incorrect Username or Password]  LZTP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. Windows 10 operating system users must use the same Pre-

Shared Key as configured in ZyWALL/USG to establish the IKE SA.

2 info IKE ISAKMP SA [WIZ_L2TP_VPN] is discennected IKE_LLOG
3 info IKE The cookie pair is : Oxd103273f03i379a0 / 0x05efd 541 96dcécds IKE_LOG
10 info IKE Send:[NCTIFY:INVALID_PAYLOAD_TYPE] IKE_LLOG
11 info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys IKE_LOG

If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN) IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [IB] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG’s IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN ftraffic. IKE uses

UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.
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Verify that the Zone is set correctly in the VPN Connection rule. This should be set

to IPSec_VPN Zone so that security policies are applied properly.
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How to Import ZyWALL/USG Certificate for L2TP over IPsec in
I0S mobile phone

This is an example of using the L2TP VPN and VPN client software included in Android
mobile phone operating systems. When the VPN tunnel is configured, users can
securely access the network behind the ZyWALL/USG and allow traffic from L2TP clients

to go to the Internet from an iOS mobile phone.

ZyWALL/USG L2TP VPN with Remote iOS Mobile Phone Client Example

Local Network L2TP Network Pool

Network 192.168.1.0 | Network 192.168.100.10
H |

Netmask 255.255.255.0 192.165.100.20

i l
D —+=
L = ;
A % "
: VPN Tunnel VPN Tunnel
ZyWALL USG Remote Windows 10 Client
WAN I[P 172.124.163.150 Public IP Dynamic
LAN [P 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25) and iOS
(Version: 10.0.10240)

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings for L2TP
VPN Setftings wizard to create a L2TP VPN rule that can be used with the iOS mobile

phone clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard
VPN Setup Wizard
Wizard Type * VPN Settings * Wizard Completed
1 2 3

Welcome

O VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning

- Wizard Type
- WP Settings
- Wizard Completed

[ORVEIN Settings for L2TP VPN Settings

- VPN Settings
- General Seftings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are avtomatically configured/generated
ii. Policy Route is autematically configured/generated

Then, configure the Rule Name and set My Address to be the wan1 interface which is

connected to the Internet. Type a secure Pre-Shared Key (8-32 characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Seftings
1 2 3

L2TP VPN Settings

Rule Name: [wiz_L2rP_veN |

Phasze 1 Sefting

My Address (interface): IWGH] "I
Avuthentication Method
Pre-Shared Key: Ixyzl 2345 I

Assign the L2TP users’ IP address range from 192.168.100.10 to 192.168.100.20 for use in
the L2TP VPN tunnel and select Allow L2TP traffic Through WAN fo allow fraffic from
L2TP clients to go to the Internet. Click OK.
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Seffings * General Seffings * Wizard Completed

| 2 3
L2TP VPN Settings
IP Address Pool: [RaNGE -| @
Starfing IP Address: |192.168.100.10 |
End IP Address: [192.168.100.20 |

First DMS Server [Optional):

Second DNS Server
[Optional):

IIc:‘\.'\.r L2TP troffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)

VPN Setup Wizard
Weard Type * VPN Seftings * Wizard Completed
1 2 ]
Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Goteway: Any
Fre-Shared Key: *yz12343
My Address (interface):  wanl
IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the VPN >
L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed
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VPN Setup Wizard

Weard Type * VPN Sefltings * Wizard Completed
1 3|
2

Express Settings

Summary

Rule Name: WIZ_LZTP_VPN

Secure Gateway: Any

Fre-Shared Key: *yz12343

My Address (inferfacs): wan1

IP Address Pool: RANGE, 192.168.10.10 - 192.168.10.20

Go to CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN, change Authentication
method fo be Certificate and select the certificate which ZyWALL/USG uses to identify

itself fo the Android mobile phone.

CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN > Authentication >

Certificate

Authentication

© Pre-Shared Key

@ Certificate IdedeH VI [See My Cerificates)

O User Based PSK i ]

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User Name
and Password (4-24 characters). Then, set Allowed User to the newly created object

(L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User
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L2TP VPN

Description:
Authentication Timeout Setfings
Lease Time:

Reauthentication Time:

Local User

® Use Default Settings
1440

1440

Show Advanced Settings |u) Cregte new Object "l
User

General Seltings EJ’ ;:1::1 Address frehocting
Enable L2TP Over IPSec
VPN Connectfion: WIZ_L2TP_WVPN ¥
IP Address Pool: WIZ_L2TP_VPN_IP_¢|»| RANGE, 192.148.100.10-192.166.100.20 @
Authentication Method: default v

[*] Advance
Allowed User: any 7
Kesp Alive Timer: &0 [1-180 seconds|
First DNS Server (Optional): Custom Defined | ¥
Secand DNS Server (Optional): Custom Defined  |¥
First WINS Server (Optional):
Second WINS Server (Optional):

© Add A User Gl

User Configuration

User Name : ILZTP_Ramore_Usars I

User Type: user ~

Password:

Retype

© Use Manual Settings
minutes

minutes

= Configuration

General Seftings  ~ ¥ Walkihrough

@ Troubleshooting

L2TP VPN

Show Advanced Settings 18 Create new Object¥

Enable L2TF Over IPSec
VPN Connection:

IP Address Pool:
Authentication Method:

[F] Advance

Allowed User:

Keep Alive Timer:

First DNS Server (Optional):
Second DNS Server (Optional):
First WINS Server (Optional):

Second WINS Server (Optional):

WIZ_L2TP_VPN

WIZ_L2TP_VPN_IP_¢|¥»

default

any

60

-
RANGE, 192.148.100.10-192

-

v

{1-180 seconds]

Custormn Defined  |v

Custormn Defined  |v

llory

any

=== Object
ad-users
admin
ldap-usars
radius-users
Ud-Users
L2TP_RFemote_Users

(]

148.100.20 @
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Export a Certificate from ZyWALL/USG and Import it to iOS Mobile
Phone

Go to ZyWALL/USG CONFIGURATION > Object > Certificate, select the certificate

(default in this example) and click Edit.

CONFIGURATION > Object > Certificate > default

My Cerlificates Sefting
@Add
2027-01-05 10:19:45 GMT

CN=vpn50_B3ECAS31E2398 CN=vpn50_BSECA31E2398 2017-01-07 10:19:45 GMT
Displaying 1- 1 of

1 default SELF
Page (1 of 1 Show |50 || items

Export default certificate from ZyWALL/USG with Private Key (zyx123 in this example)

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with Private

Key

Certificate in PEM (Base-é4) Encoded Format

——BEGIN X509 CERTIFICATE-—-
MIDRzCCA+gAWIBAQIJAP SR O+bgnesMAIGCIgGSIn3DAEBCWUANMBOXGZAIBGNY

BAMMENZwizjUwX0DI4RUNBMzFFMjMS QD AFwOxNzAXMDcxMDESNDV aFwlyNzAxMDU

-

*
Export Cerificate Only

Password: I il I Export Cerfificate with Private Key

Save default certificate as *.p12 file to Android mobile phone computer.

L
defaultpl2

Set Up the L2TP VPN Tunnel on the iOS Mobile Device

1 To configure L2TP VPN in iOS operating system, go to Start > Settings > Network &

Internet > VPN > Add a VPN Connection and configure as follows.

2 VPN Provider set to Windows (built-in).

3 Configure Connection name for you to identify the VPN configuration.
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4 Set Server name or address to be the ZyWALL/USG's WAN IP address

(172.124.163.150 in this example).
5 Select VPN type fo Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).

6 Enter User name and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).

Add a VPN connection

VPN provider
Connection name

ZyXEL_L2TP_VPN

Server name or address
172.124.163.150

VPN type

Type of sign-in info

User name (optional)

Password (optional)

~ Remember my sign-in info

Save Cancel

7 Go to Control Panel > Network and Internet > Network Connections and right

click Properties. Continue to Security > Advanced settings and select Use

Certificate for authentication.
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.E' Metwork Connections
4 & » Control Panel » Metwork and Internet »

Organize = Start this connection Rename this connection

L_' ZyXEL_L2TP_VPN
"‘*,Zﬁﬂ Disconnected
g2 WAN Mini

Connect f Disconnect
Status

Set as Default Connection
Create Copy

Create Shortcut

G Delete

G Rename

G Properties

S ZyXEL_L2TP_VPN Properties *

General Options Securty  Networking  Sharing
Type of VPN:
Layer 2 Tunneling Protocol with |Psec (L2TP/IPsec) w

Data encryption:

(Optional encryption (connect even f no encryption) e

Authertication
() Use Extensible Authertication Protocal (EAP)

Properties

|@ Allow these protocols |

(] Unencrypted password (PAF)
[]Challenge Handshake Authentication Protocol {[CHAP)
[ A Microsoft CHAP Version 2 (MS-CHAP v2) |

(] Automatically use my Windows logon name and
password (and domain, if any)

Cancs

www.zyxel.com
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Advanced Properties >
LR

(") Use preshared key for authentication

Key: |

| (®) Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

carcal

8 Go to Network & Internet Settings window, click Connect.

&« Settings = O >
¢53  NETWORK & INTERNET Find a setting £
Wi-Fi

VPN

Airplane mode
+ Add a VPN connection

Data usage

og;_, ZyXEL_L2TP_VPN
VPN
Dial-up

Connect Advanced options Remove

Test the L2TP over IPSec VPN Tunnel

1. GotoZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the Status
connecticonis lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Cenfiguration
Qadd F
1 WIZ_L2TP_VPN WIZ_L2TP_VPN WIZ_L2T LOCAL
Page |1 of 1 Show |50 |»| items Displaying 1 - 1 of 1

305/751



ZYXEL ———

2. Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) fraffic. Click Connectivity Check to
verify the result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

Connectivity Check

Connectivity Check

IP Addiress: 192.168.100.10]

Result X

® ICIMP Connectivity Check PASS on WIZ_LZTP VPN

3. Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

A Disconnect @ Refresh
#a User Name ¥ Hostname Assigned IP Public IP
1 L2TP_Remote_Users ellen-PC 1$2.168.100.10 10.214.30.6%

4. Go to iOS operating system Start > Settings > Network & Internet > VPN and show
Connected statfus.

Menu > Settings > VPN > ZyXEL_L2TP

<« Settings = ] >
€52  NETWORK & INTERNET Find a setting o
Wi-Fi
VPN

Airplane mode
4 Add a VPN connection

Data usage

O.Z;; ZyXEL_L2TP_VPN
Connected
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What Could Go Wrong?

1. If you see [alert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. iOS users must use the same Username and

Password as configured in ZyWALL/USG to establish the L2TP VPN.

1 2. info IKE ISAKMP SA [WII_L2TP_VPN] Is disconnected IKE_LOG
2 2. info IKE Send:[HASH][DEL] [count=8] IKE_LOG
3 2. info IKE Tunnel [WIZ_L2TP_VPMN:WIZ_L2TP_VPN:0xaBaad2k4] is discennected IKE_LOG
4 2. dlert L2TP Cwver IPSec  User L2ZTP_Remote_Users has been denied from L2TP service. (Inceorrect Username or Password) L2TP_LOG

2. If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. iOS users must use the same Pre-Shared Key as configured in

ZyWALL/USG to establish the IKE SA.

info KE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] KE_LOG

info KE nvalid payload type in encrypted payload chain, possibly becouse of different pre-shared keys KE_LOG

3. If you see that Phase 1 IKE SA process has completed but still get [info] log message
as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit must set

correct Local Policy to establish the IKE SA.

info KE SAKMP 3A [WIZ_L2TP_VPN] is disconnected KE_LOG
info KE Received delete notification KE_LOG
info KE Recv:[HASH][DEL] KE_LOG
info KE Send:[HASH]|[MCTIFY:NC_PROPOSAL_CHOSEN] KE_LOG
info KE [SA] : No proposal chosen KE_LOG
info KE [ID] : Tunnel [WIZ_L2TP_VPN] Phase 2 Local policy mismatch KE_LOG

4. Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

5. If you cannot access devices in the local network, verify that the devices in the local

network set the USG's IP as their default gateway to utilize the L2TP tunnel.
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6. Make sure the ZyWALL/USG units’ security policies allow IPSec VPN fraffic. IKE uses
UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

7. Verify that the Zone is set correctly in the VPN Connection rule. This should be set to

IPSec_VPN Zone so that security policies are applied properly.

How to Configure 2 factor for VPN connection?
This example shows how to use two-factor authentication to have double-layer

security fo access a secured network behind the Zyxel Device via a VPN funnel
between a ZyWALL/USG and a ZyWALL IPSec VPN Client. The first layer is the VPN
client user name / password and the second layer is an authorized SMS (via mobile

phone number) or email address.

Get SMS/Email &
Verification ocde
< ViaNett
& |« -
Request the Cloud
SMS system or Mail
servertosend
authorization

SMS/Email

o

El ° E' Logged in success! °

Leginwith Zywall ﬁ Enter Verification
IPSec VPN client

code

i |

Verification code failed attempt 3times

Walkthrough
1. Setup the ZyWALL/USG IPSec VPN Tunnel on USG
Set up the ZyWALL IPSec VPN Client on windows client.

Set up notification for email and SMS message sending.

> WD

Enable 2 factor authentications for VPN service.
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Set up the ZyWALL/USG IPSec VPN Tunnel
In the ZyWALL/USG, go to CONFIGURATION >Quick Setup > VPN Setup Wizard, use

the VPN Settings for Configuration Provisioning wizard to create a VPN rule that

can be used with the ZyWALL IPSec VPN Client. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Welcome

© VPN Settings
- 'Wizard Type
-WPN Settings
-Wizard Completed

@ VPN Settings for Configuration Provisioning
- Wizard Type
-WPN Settings
-Wizard Completed

() WPN Settings for L2ZTP VPN Settings

-VPN Settings
- General Settings
- 'Wizard Completed

Choose Express to create a VPN rule with the default phase 1 and phase 2

settings and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Settings Wizard Completed
1 2

i
5]

Please select the type of VPN policy you wish to setup.
Type of VPN policy

) Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway).
You may use 1-31 alphanumeric characters. This value is case-sensitive. Click

Next.
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Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-1

VPN Setup Wizard

Nizard Type > VPN Settings

2

Express Settings

Scenario

[1°]
i
=1

Wizard

Y

Rule Name:

WIZ_VPN_PROVISIONING

Application Scenario:

Remote

Access (Server Role)

Type a secure Pre-Shared Key (8-32 characters). Set Local Policy to be the IP

address range of the network connected to the ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-2

VPN Setup Wizard

VPN Settings
2

Wizard Type

Express Settings
Configuration
Secure Gateway:

Pre-Shared Key:
Local Policy (IPMMask)

Remote Policy (IPMask):

[,
Ay

zyx12345

[192.168.1.33 |

/ |255.255.255.0

Amy

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings-3
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VPN Setup Wizard

Wizard Type > VPN Seftings Vizard Completed
; - :

Express Settings

Summary
Rule Mame: WIZ_VPN_PROVISIONING
Secure Gateway: Ay
Pre-Shared Key: Tywl2345
Local Policy (IF/Mask): 152.168.1.0 / 255.255.255.0
Remaote Folicy (IF/Mask): Any

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear in

the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings appear

in the VPN > IPSec VPN > VPN Connection screen. Click Close fo exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings >

Wizard Completed

VPN Setup Wizard

Vizard Type JPM Settings > Wizard Completed
. . )

Express Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Name: WIZ_\WPN_PROVISIONING
Secure Gateway: Ay
Pre-Shared Key: 12345
Local Pelicy (IF/Mask): 192.168.1.0 / 255.255.255.0
Remote Policy (IP/Mask): Ay

Go to CONFIGURATION > VPN > IPSec VPN > VPN connection. Enable Mode

config for IPSec VPN client connection, create address object
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) Add Address Rule 2%
Name: WPMN_subnst
Address Type: RANGE w
Starfing IP Address: 192.148.992.10
End IP Address: 192.145.99.100
CK Cancel

Select the address object for mode config VPN IP address Pool.

+7 Edit VPN Connecfion WIZ_VPN_PROVISIONING

[=] Hide Advanced Settings |(i5] Create new Object ~

Enable Mode Config

IF Address Pool: IVPN_subnei v I RANGE, 192.148.99.10-192.168.99.100

First DMNS Server [Optional):
Second DNS Server (Optional):
First WINS Server [Optional):

Second WINS Server (Optional):

Phase 2 Setffing

www.zyxel.com

oK Cancel

Go to CONFIGURATION > Object > User/Group > Add A User and create a user

account for the ZyWALL IPSec VPN Client user. Type one or more valid email

addresses and valid mobile telephone number for this user so that messages can

be sent to this user for 2 factor authentication.
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CONFIGURATION > Object > User/Group > Add A User

[ & Add A user

User Configurafion
User Name :
User Type:
Password:
Retype:
Description:

Email:

Mobile Mumber:
Authentication Timecut Setfings

Lease Time:

Reauthentication Time:

IRB"‘"‘GTB_CII'E!M I
Iuser vI
L1211
sssRes
Local User

I cooldia.chen@zyxel.com.t I

|s21815123 |
@ Use Default Settings

1440

1440

minutes

minutes

www.zyxel.com

(D) Use Manual Seftings

Cancel

Go to CONFIGURATION > VPN > IPSec VPN > Gateway, enable X-Auth for VPN

client authentication.

X-Auth

I Enable Extended Authentication I

@ Server Mods
AAA Method:
Allowsd Ussr:

D) Client Mode

default v

any v

Go to CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning.

In the

General Settings section, select the Enable Configuration Provisioning. Then, go o

313/751



ZYXEL S——

the Configuration section and click Add to bind a configured VPN Connection to

Allowed User. Click Activate and Apply to save the configuration.

CONFIGURATION > VPN > IPSec VPN > Configuration Provisioning

General Seffings

Enable Configuration Provisioning

Authenfication

Client Authentication Method: default v

Configurafion

£ Status Priority = Type VPN Connection Allowed User
| 1 [ 1 4in4 WIZ_VFN_FROVISICNING Remote_Client
Page |1 of 1 Show S50 |w | items Displaying 1-1of 1

=

Set up the ZyWALL IPSec VPN Client
Download ZyWALL IPSec VPN Client software from ZyXEL Download Library:

http://www.zyxel.com/support/download_landing.shtml

Search by Model Number

ZyWALL IPSec VPN Client n

& ZyWALL IPSec VPN Client

Open ZyWALL IPSec VPN Client, select CONFIGURATION > Get from Server.

CONFIGURATION > Get from Server
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1Z] ZyWALL IPSec VPN

Configuration| Tools ?

Save Ctrl+S

Import
Export

Get from Server

Maowve to USE Drive

Wizard...
Quit

Enter the WAN IP address or URL for the ZyWALL/USG in the Gateway Address. If
you changed the default HTTPS Port on the ZyWALL/USG, and then enter the new
one here. Enter the Login user name and Password exactly as configured on the
ZyWALL or external authentication server. Click Next, you will see it's processing

VPN configuration from the server.

CONFIGURATION > Get from Server > Step 1: Authentication
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W VPN Configuration Server Wizard | 2 |

Step 1: Authentication

What are the parameters of the VPN Server Connection? @ O

“fou are going to download your VPN Configuration from the VPN Corfiguration Server.
Enter below the authertication infarmation required for the connection to the server.

Gateway Address: [10.214.30.60 Port:

Sythentication:  Login + Password -
Login: |Remote_Cliert |
Password: |seeses |

[ Next > ] [ Cancel ]

CONFIGURATION > Get from Server > Step 2: Processing

%" VPN Configuration Server W[z.ﬂrd— e

S5tep 2: Processing...
Reguesting the YPM Configuration. @ O

Downloading the VPN Corfiguration from the server:

LR
@ Init Ok.
. (&) Init cr server (10.214.30.60) Ok.
'3{}:3' Send hitps request...
Receve Config. from Server...

"Wirite Caonfig. file...
Apply Canfig, file..

< Previous Cancel
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Then, you will see the Configuration successful page, click OK to exit the wizard.

CONFIGURATION > Get from Server > Configuration successful

, msenver> Conguton
|

Configuration successful

===

The VPN Configuration is successfulty retieved from the VPN server.

VPN CONFIGURATION > IKE V1 > WIZ_VPN_PROVISIONING > Advanced, type Login

account and password for authentication.

[E] VPN Configuration | Authentication | Advanced |certificate
- KEVL
i[] IKE V1 Parameters dv d features
=03 WIZ_VPN_PROVISIONING Redundant
i WIZ_VPN_PROVISIONING Mode Config Gatenay
O xevz
X-Auth
[ %-Auth Popup Login Remote_Client
n Hybrid Mode Password sesess

Local and R te ID
Type of ID: Value for the ID:

Local ID -
Remote ID -
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Set up notification for 2 factor authentication

In the ZyWALL/USG, go to CONFIGURATION > System > Notification > Mail Server
1. Type the name or IP address of the SMTP server.

Enter the service port for SMTP.

Type the e-mail address from which the outgoing e-mail is delivered.

M WD

Select this check box if it is necessary to provide a user name and password o
the SMTP server.

5. Click “Apply” button to save your changes to the Zyxel Device.

e

General Seffings

Mail Server: Ismfp.pchome.:om.fw I [Qutgoing SMTP Server Name or IP Address)
Mail Subject: [[] Append system name [ Append date time
Mail Server Port: |25 I [T L8 Security
Mail From: I cooldia@pchome.com.iw I [Email Address)
User Name : l cooldia I

Password:

Retype to Confirm:

Schedule

Time For Sending Report: Q {hours) |0 {minutes)

Go to 2nd talbb CONFIGURATION > System > Notification > SMS, in this scenario, we will
use email and SMS for 2 factor authentication.
1. Select the check box “Enable SMS” to turn on the SMS service.
2. Enter the default country code for the mobile phone number to which you
want to send SMS messages.
Enter the user name and password for your ViaNett account.

Click “Apply” button to save your changes to the Zyxel Device.
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General Settings

Default country code for phone number: {1-4] digit

Purchase SM3 Voucher from Zyxel reseller

If you want to activate SM3 credits, please go to oyxelvianett.com.

ViaNett Configurafion

User Mame: pdD00245
Passwaord: [TITTTIT]
Retype to Confirm: (LI

Set up authentication for 2 factor VPN connection

In the ZyWALL/USG, go to CONFIGURATION > Object > Auth.Method > Two-factor
Authentication.

1.
2.

Select the check box “Enable” to enable 2 factor authentications.
Enter the maximum time (in minutes) that the user must click or tap the
authorization link in the SMS or email in order to get authorization for the VPN
connection.
Select which kinds of VPN tunnels require Two-Factor Authentication. in this
scenario, we enable 2 factor authentication on IPSec VPN Access
This list displays the names of the users and user groups that can be selected for
two-factor authentication.
Use this section to configure how fo send an SMS or email for authorization.

We select both methods in this scenario.
Configure the link that the user will receive in the SMS or email. The user must be
able to access the link.
You can either create a default message in the text box or upload a message
file (Use Multilingual file) from your computer.

Click “Apply” button to save your changes to the Zyxel Device.
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General Seffings
“Valid Time: [1-15 minutes}

Two-factor Authenfication for Senvices:
[ 35L VPN Access IPSec VPN Access [T] L2TRAIFSec VFN Access
User/Group

Selectable User/Group Objects Selected User/Group Objects
=== Object === - any

admin
Idap-users
ragius-users
ad-users
test

Delivery Seffings

Deliver Authorize Link Method: I SIS Email I

Authorize Link URL Address

Irmps w || User-Defined | |10.214.30.60 I [Domain Name cr IF Address)

Message: Use Default Message ©) Uss Multiingual file

=user=. You have inifiated o ¥PN connecfion fo g secured network behind the <host=. Please click or fap the following link within
=time> minutes to get authorization for the VPN connection. <url>

Test the Result

Go to VPN Configuration > IKEv1, right click the WIZ_VPN_PROVISIONING and

select Open tunnel. You will see the Tunnel opened on ZyWALL IPSec VPN client

—
W ZyWALL IPSec VPN Client - "

Configuration Tools 2

|§__| VPN Configuration 1Psec | Advanced | automation IRmte Mgl IPV4 Bl
=7 KEVL

IKE V1 Parameters

Alternate servers
(=~ WIZ_VPN_PROVISIONING
E o"‘-ﬂZ VPM_PROVISIONING
P BEVE e - DNS Suffix
Alternate servers | Type  IP Address il
B[ os
Add WINS

Traffic verification after tunnel opened

P4 0 .0 .0 .0

Ve

Checkinterval 0

@& VPN Client ready

The VPN tunnel is created from the ZyWALL IPSec VPN client to the ZyWALL/USG, but

we are still unable to access Intranet behind the ZyWALL/USG. The ZyWALL/USG send

authorized link via phone number or email address in order to authenticate this user's
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use of the VPN tunnel (factor 2). If user does not click the link, then the Zyxel Device
terminates the VPN connection. The client should access the authorization link sent
via SMS or email by the Cloud SMS system within a specified deadline (Valid Time). If
the authorization is correct and received on fime, then the client can have VPN
access to the secured network. If the authorization deadline has expired, then the
client will have to run the VPN client again. If authorization credentials are incorrect or
if the SMS/email was not received, then the client must check with the network
administrator.

The following is authorized example by email and SMS

Avuthorized by email link

1. Received authorization mail with authorize link.

VPN Authorizafion

Hi Remote Client,
Remote_Client. You have inifiated a VPN connection to a secured network behind the

usgéw. Please click or tap the following link within 3 minutes fo get authornization for the VPN
connection.

2.  Click the “Authorize” to authorization.

VPN Authorize

(1) eK4cwWCGKYENWTCB

3. After we see “"VPN connection has been authorized”, we can access the
secured network behind the ZyWALL/USG.

VPN connection has been authorized.

321/751



ZYXEL

Authorized by SMS

1.

2.

0000 BEABA T 3:06 PM @70 saxmm

< 0 ®

0961-6591-368

Text Message

Remote_Client. You have
initiated a VPN connection to a
secured network behind the
usg60w. Please click or tap the
following link within 3 minutes
to get authorization for the
VPN connection.

10.214.30.60 ’

B ®0 ]

Received authorization SMS with authorize link.

B Vessages e 0 = 3:06 PM @ 19 54% M soco HEAHA F 3:52PM @ 79 GINE
@ 10.214.30.60 ¢ & 10.214.30.60 c
VPN Authorize VPN connection has been authorized.
C2nXxAvGpZEaG7nY
L O A ) I P L 0

www.zyxel.com

Click the SMS link to authorized, after we see *VPN connection has been

authorized”, we can access the secured network behind the ZyWALL/USG.
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What could went wrong
If you see below log message “Mail server authentication failed.”, please check
“CONFIGURATION > System > Notification > SMTP Server”, Make sure your password is

correct for mail authentication

MONITOR > Log

EXS « Time Priority Category Message Source Destination Note

1 2018-07-27 . emor System Mail server guthentfication failed.

2018-07-27 . info Authenticat. .. send E-mail to user: Remote_Client, email:cogtttessesssssses t. two-tactor .

If you see below log message “Cannot resolve mail server address
smip.pchome.com.t” please check “CONFIGURATION > System > Noltification > SMTP
Server”, Make sure your service IP/hostname is correct for mail authentication.

MONITOR > Log

R Time Priority Category Message Source Destinafion Note

1 2018-07-27 _ eror System Cannot resolve mail server address smip pchome.comt.

2018-07-27 . info Authenficat... send E-mail to user: Remote_Client, email:coo®*e***e=="**t two-factor ...

If you are unable to received SMS for authorization, please check "CONFIGURATION >
System > Notification > SMS”, confirm the country code is correct for SMS message
CONFIGURATION > System > Notification > SMS

General Seftings

V| Enable SMS

Default country code for phone number: (1-4) digit

Purchase SMS Voucher from Zyxel reseller

How to Import ZyWALL/USG Certificate for L2TP over IPsec in
Android mobile phone

This is an example of using the L2TP VPN and VPN client software included in Android
mobile phone operating systems. When the VPN funnel is configured, users can
securely access the network behind the ZyWALL/USG and allow traffic from L2TP

clients to go to the Internet from an Android mobile phone.

ZyWALL/USG L2TP VPN with Remote Android Mobile Phone Client Example
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Local Network
Network 192.168.1.0 :
Netmask 255.255.255.0';

VPN Tunnel

ZyWALL USG
WAN P 172.124.163.150
LAN IP 192.168.1.1

{ L2TP Network Pool
{ Network 192.168.100.10:
H | H

192.168.100.20}

1

Remote Windows 10 Client
Public IP Dynamic

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25) and Android

(Version: 10.0.10240)

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings for

L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the Android

mobile phone clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Welcome

@ VPN Settings
-Wizard Type
-%WFPHN Settings
-Wizard Completed

@ VPN Settings for Configuration Provisioning

-Wizard Type
-%PN Settings
-Wizard Completed

@ VPN Seftings for L2TP VYPN Settings

-%PN Settings
- General Settings
-Wizard Completed

Then, configure the Rule Name and set My Address fo be the wan1 interface which is

connected fo the Internet. Type a secure Pre-Shared Key (8-32 characters).
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Quick Setup > VPN Setup Wizard > Welcome > VPN Settings
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VPN Setup Wizard

VPN Settings General Settings Wizard Completed
1 2 3

L2TP VPN Settings

Rule Name: |wiz_L2TP_ven |

Phase 1 Setting

My Address (interface): Iwanl Rg I

Authentication Method

Pre-Shared Key: [yz12345 |

Assign the L2TP users’ IP address range from 192.168.100.10 to 192.168.100.20 for use in the L2TP

VPN tunnel and select Allow L2TP traffic Through WAN fo allow fraffic from L2TP clients to go to

the Internet. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (L2TP VPN Settings)

VPN Setup Wizard

VPN Settings General Settings Wizard Completed
1 2 3

L2TP VPN Settings

1P Address Pool: RANGE ~| @
Starting IP Address: 192.168.100.10
End IP Address: 192.168.100.20

First DMS Server (Optional):

Second DNS Server
(Optional):

Anow LZTF traffic Through WAN

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings (Summary)
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VPN Setup Wizard

Wizard Type > VPN Settings Wizard Completed
- 2 5

Advanced Settings

Summary
Rule Mams: WIZ_L2TP_WVPN
Secure Gateway: Any
Pre-Sharad Key: xyz12345
My Addrass (interface): wanl
IP Address Poal: RANGE, 192.168.100.10 - 192.168.100.20

Now the rule is configured on the ZyWALL/USG. The rule settings appear in the VPN >
L2TP VPN screen. Click Close to exit the wizard.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Wizard Completed

VPN Setup Wizard

Wizard Type > VPN Settings > Wizard Completed
1 2

= 3
LZTP VPN Settings

Congratulations. The VPN Access wizard is completed

Summary
Rule Mame: WIZ_L2TP_VPN
My Address (interface): wanl
Pre-Sharaed Kay: xyz12345
IP Address Pool: RANGE, 192.168.100.10 - 192.168.100.20

Go to CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN, change
Authentication method to be Certificate and select the certificate which ZyWALL/USG

uses to identify itself to the Android mobile phone.
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CONFIGURATION > VPN > VPN Gateway > WIZ_L2TP_VPN > Authentication >

Certificate

www.zyxel.com

Authentication

i) Pre-Shared Key

@ Cerificate
) User Based PSK

default

W (See My Certificates)

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User

Name and Password (4-24 characters). Then, set Allowed User to the newly created

object (L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User

LUsar

|~

General Settings

Address

Enable L2TP Over IPSec
VPN Connection:

IP Address Pool:
Authentication Method:
Allowad User:

Kesp Alive Timer:

WIZ_L2TP_VPN
WIZ_L2TP_VPN_IP_ADDRESS,

default
any

60

’ ) Add A User
User Configuration
User Name *
User Type:
Password:
Retype:
Description:

.

user

*

Local User

o]

Cancel

(1-180 seconds)

[EJ RANGE, 192.168.100.10-192.165.100.20

Show Advanced Settings |ji5)Create new Object~ |
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General Settings

VPN Connection:
IP Address Pool:

Allowed User:

Keep Alive Timer:

Enable L2TF Over IPSec

Authentication Method:

L2TP VPN

Show Advanced Settings =] Create new Object~

WIZ_L2TP_WVPN >
WIZ_L2TP_WPN_IP_ADDRESS | ¥ B RANGE, 192.168.100.10-192.168.100.20
default bt

pe =,
any b
L.

g Y
60 {1-180 seconds) ~ any
N === Object ===

admin

ldap-users

radius-users

ad-users

||L2TP_Remote_Users |

Export a Cerlificate from ZyWALL/USG and Import it to Android

Mobile Phone

Go to ZyWALL/USG CONFIGURATION > Object > Certificate, select the certificate

(default in this example) and click Edit.

CONFIGURATION > Object > Certificate > default

My Certificates Setting

QAdd [ ]
# Name
default

Type
SELF

Subject Issuer Walid From Walid To
CN=usg110_107BEFD11B50 CN=usg110_107BEFD11B50 2014-02-19 11:29:28 GMT 2024-02-17 11:29:28 GMT

Export default certificate from ZyWALL/USG with Private Key (zyx123 in this example)
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CONFIGURATION > Object > Certificate > default > Edit > Export Cerlificate with

Private Key
+ Edit My Certificates 2|
Certificate in PEM (Base-64) Encoded Format -

MIIDADCCA=igAwWIBAgIEUWSYmMDANBgkghkiGIwDBAQUFADA=MRwWwWGQYDVQQDDBM1
C2xMTEfMTAZQKVGRDEXQIUWMBE4XDTEOMDIxOTEXMky OFoXDTIOMDIxMNZEXMjky
OFowHIECMBoGAL UEAWWTAXNAMTEWXZEWNDIFRKOxMUILMDCCASIWDOY Ko ZThve N ™

Password: | S |

Export Certificate Only | | Export Certificate with Private Key |

[

I OK ” Cancel ]

Save default certificate as *.p12 file to Android mobile phone computer.

L
defaultpl2

Set Up the L2TP VPN Tunnel on the Android Mobile Device

1 To configure L2TP VPN in Android, go to Start > Settings > Network & Internet >

VPN > Add a VPN Connection and configure as follows.
2 VPN Provider set to Windows (built-in).
3 Configure Connection name for you to identify the VPN configuration.

4 Set Server name or address to be the ZyWALL/USG's WAN IP address

(172.124.163.150 in this example).
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5 Select VPN type to Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec).

6 Enter User name and Password which the same as Allowed User created in

ZyWALL/USG (L2TP_Remote_Users/zyx168 in this example).
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Add a VPN connection

VPN provider

Connection name

ZyXEL_L2TP_VPN

Server name or address

172.124.163.150

VPN type

Type of sign-in info

User name (optional)

Password (optional)

+/ Remember my sign-in info

Go to Control Panel > Network and Internet > Network Connections and right click
Properties. Contfinue to Security > Advanced settings and select Use Cerlificate for

avthentication.
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@ Metwork Connections
1 @ » Control Panel * MNetwork and Internet »

Organize + Start this connection Rename this connection

l_. ZyXEL_L2TP_VPN
— E:-ﬂ Disconnected

@z WAN Mini

Connect / Disconnect
Status

Set as Default Connection
Create Copy

Create Shortcut

) Delete

) Rename

G Properties

3 ZyXEL_L2TP_VPN Properties e

General Options Securty Networking  Sharing
Type of WVPN:
Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) v|

Data encryption:

|Dptiona| encryption (connect even i no encryption) w |

Authentication
() Use Extensible Authertication Protocol {EAP)

St

Froperties

|@ Allow these protocols I

[] Unencrypted password {PAF)
[]Challenge Handshake Authentication Protocol (CHAF)
[ [ Microsaft CHAP Version 2 (MS-CHAP v2) |

] Automatically use my Windows logon name and
password {and domain, if any)

[ ok | Cancel
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Advanced Properties X
LITP

(") Use preshared key for authentication

Key: |

| (®) Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

carce

Go to Network & Internet Settings window, click Connect.

www.zyxel.com

& Settings O X
€03  NETWORK & INTERNET Find a setting £
Wi-Fi

VPN
Airplane mode

Add a VPN connection
+

Data usage

o.? ZyXEL_L2TP_VPN
VPN
ERD Advanced options Remove

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the Status

connecticon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

@Add [, ) g & &b
# Status - Name VPN Gateway Policy
WIZ_L2TP_VPN WIZ_L2TP_VPN

a'WIZ_L2TP_WPN_LOCAL/
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Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time and
the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check fo verify the

result of ICMP Connectivity.

Hub_HQ > MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN

.Connedivitv Check ? x\'
Connectivity Check
1P Address: 192.168.100.10
&% Disconnect | @, Connectivity Check
# Name « Policy My Address Secure Gateway Up Time | Inbound(Bytes) Outbound(Bytes)
Result >
- ICMP Connectivity Check PASS on WIZ_L2TP_WVFPN
I

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the Current

L2TP Session.
MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

o Refrash
# User Name Hostname Assigned IP Public IP
1 L2TP_Remaote_lUsers Windows_10 162.168.100.10 36.226.103.25

Go to Android Start > Seftings > Network & Internet > VPN and show Connected status.

Menu > Settings > VPN > ZyXEL_L2TP

<« Settings = O =
€52  NETWORK & INTERNET [ Find a setting o
Wi-Fi

VPN

Airplane mode
Add a VPN connection

_|_
Data usage
Qg} ZyXEL_L2TP_VPMN
VPN Connected
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What Could Go Wrong?

7 If you see [dlert] log message such as below, please check ZyWALL/USG L2TP
Allowed User or User/Group Settings. Android users must use the same Username

and Password as configured in ZyWALL/USG to establish the L2TP VPN.

Priarity | Category Message Note

alert L2TP Cver IPSec  User L2ZTP_Remote_Users has been denied from L2TP sernvice.(Incorrect Username or Password)  L2TP_LOG

8 If you see [info] or [error] log message such as below, please check ZyWALL/USG
Phase 1 Settings. Android users must use the same Pre-Shared Key as configured

in ZyWALL/USG to establish the IKE SA.

Priarity Category Message Note
error IPSec SPI: 0x0 (0) SEQ: 0x0 (0% No rule found. Droopina TCP packet IPSec
info IKE Send[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LOG
info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys  IKE_LOG
Friority Category Message Mote
info IKE [SA]: No proposal chasen IKE_LOG
info IKE [ID] : Tunnel (IWIZ_L2TP_VPN] Phase 1 Remote ID mismatch IKE_LOG

9 If you see that Phase 1 IKE SA process has completed but still get [info] log
message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit

must set correct Local Policy fo establish the IKE SA.

Friority Category Message Mote
infa IKE [ID] : Tunnel [WIZ_L2TP_WPN] Phase 2 Local policy mismatch IKE_LOG
Priority | Category Message Mote
info IKE Send[HASHINCTIFY :NC_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA]: No proposal chosen IKE_LOG
info IKE [SA]: Tunnel [WIZ_L2TP_VPN] Phase 2 proposal mismatch IKE_LOG

10 Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMLZ, or WLAN zones, even if they are not in use.
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11 If you cannot access devices in the local network, verify that the devices in the
local network set the USG's IP as their default gateway to utilize the L2TP tunnel.
12 Make sure the ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE uses

UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

13 Verify that the Zone is set correctly in the VPN Connection rule. This should be set

to IPSec_VPN Zone so that security policies are applied properly.
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How to Configure the L2TP VPN with Apple MAC OS X 10.11
Operating System

This is an example of using the L2TP VPN and VPN client software included in
Apple MAC OS X 10.11 El Capitan operating systems. When the VPN tunnel is
configured, users can securely access the network behind the ZyWALL/USG and

allow traffic from L2TP clients to go to the Internet from an Apple computer.

ZyWALL/USG L2TP VPN with Apple MAC OS X 10.11 El Capitan

Local Network L2TP Network Pool i
Network 192.168.1.0 : Network 192.168.30.10

: : | :
Netmask 255.255.255.0E 192.168.30.20 |

VPN Tunnel VPN Tunnel

ZyWALL USG Remote OS X 10.11 Client
WAN IP 172.124.163.150 Public IP Dynamic
LAN IP 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25) and Apple MAC (Version: OS X10.11 El

Capitan).

Set Up the L2TP VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings
for L2TP VPN Settings wizard to create a L2TP VPN rule that can be used with the
MAC OS X clients. Click Next.

Quick Setup > VPN Setup Wizard > Welcome
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VPN Setup Wizard

Wizard Type = VPN Seffings * Wizard Completed
1 2 3

Welcome

© VPN Settings

- Wizard Type
- VPN Settings
- Wizard Completed

© WPN Settings for Configuration Provisioning

- Wizard Type
- VPN Settings
- Wizard Completed

® VPN Settings for L2TP VPN Setfings

- VPN Settings
- General 5ettings
- Wizard Completed

Then, configure the Rule Name and set My Address to be the wan1 interface
which is connected to the Internet. Type a secure Pre-Shared Key (8-32

characters).

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Sefltings * General Seffings ¥ Wizard Completed

1 2 3
L2TP VPN Settings
Rule Name: | WIZ_L2TP_WPM |

Phaze 1 Selting

My Address (interfacs): | gel "l

Avuthentication Method

Pre-Shared Key: | xyz12345 |
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Configure the L2TP users’ IP address range from 192.168.30.10 to 192.168.30.20 for
use in the L2TP VPN tunnel and check Allow L2TP traffic Through WAN. Click OK.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings

VPN Setup Wizard

VPN Seftingz > General Settings * Wizard Completed
P 3
1

L2TP VPN Settings
IF Address Pool: |RANGE Vl (i ]
Starting IP Address: [192.148.30.10 |
Endl IP Address: [192.148.20.20 |

First DINS Server (Optional):

second DMNS Server
[Optional):

[F]anow L27P trafiic Through WaAN

Continue to the next page to review your Summary and click Save.

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Summary

VPN Setup Wizard
Wizard Type * VPN Setfingz > Wizard Completed
1 2 3
Express Settings
Summary
Rule Name: WIZ_L2TP_VPN
Secure Gaoteway: Any
Pre-Shared Key: xyz12345
My Address (interface): get
IP Address Pool: RANGE, 192.168.30.10 - 192.168.30.20

Quick Setup > VPN Setup Wizard > Welcome > VPN Settings > Summary > Wizard
Completed
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VPN Setup Wizard

Wizard Type * VPN Settings » Wizard Completed
1 2
= 3

L2TP VPN Settings
Congrafulations. The VPN Access wizard is completed
Summary

Eule Name: WIZ_L2TP_VPN2

My Address (inferface): gel
Fre-Shared Key: xyz12345
P Address Pool: RANGE, 192.168.30.10 - 192.162.30.20

Go to CONFIGURATION > VPN > L2TP VPN > Create new Object > User to add User
Name and Password (4-24 characters). Then, set Allowed User fo the newly

created object (L2TP_Remote_Users/zyx168 in this example).

CONFIGURATION > VPN > L2TP VPN > Create new Object > User
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L2TP VPN

Show Advanced Sattings
User
= Config ;
= leshootin
General Settings 4 walan Address ?
Encble L2TP Ower IPSec
VPN Connectfion: | WIZ_L2TP_WPN |V |
P Address Pool: |W|Z_|_2TP_VPN_|P_;|v| RANGE, 192.168.30.10-192.168.30.20
Authentication Method: |default |
[*] Advance
Allowed User: | any |v |
Keep Alive Timer: [1-180 seconds|
€D Add A User X
User Configuration
User Name : |L2TP_Remc>ie_Users |

|v|

User Type:

Password: | seseee |
Retype: | . |

Description: |Locc:| User |
Authentication Timeout Use Default Settings © Use Manual Saffings
Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes

|_ox ] cancel |
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L2TP VPN

Show Advanced Settings 1 Creafe new Object¥

= Configuration
General Settings Walkthrough

Enable L2TP Over IPSec

$ Troubleshooting

VPN Connection: WIZ_LZTP_WPM v
P Address Pool: WIZ_L2TP_VPN_IF_4| v RANGE, 192.168.30.10-192.168.30.20 @
Authentication Method: default ~
Advance :
any
=== Object ===
Allowed User: any v Executive. 1
Keep Alive Timer: 50 [1-180 seconds] Executive_2
Executive_3
ad-users
admin
Idap-users

radius-users
L2TP_Remote_Users

=== Group ===

Executive

Set Up the L2TP VPN Tunnel on the Apple MAC OS X 10.11 El
Capitan Operating System

To configure L2TP VPN in OS X 10.11 operation system, go to System Preferences...

www.zyxel.com

> Network, click the "+" button at the bottom left of the connections to add a new

connection and configure as follows.

Set the Interface to be VPN, select VPN Type to be L2TP over IPSec.

Configure Service Name for you to identify the VPN configuration. Click Create.
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Select the interface and enter a name for the new service.
Interface: VPN |~

VPN Type: L2TP over IPSec

Service Name: ZyXEL_L2TP VPN

Cancel

Configure Server Address to be the ZyWALL/USG’s WAN IP address
(172.124.163.150 in this example). Enter Account Name which should be the same
as Allowed User created in ZyWALL/USG (L2TP_Remote_Users in this example).

Then, click Authentication Settings....

Configuration: Default

Server Address: 172.124.163.150

Account Mame: L2TP_Remote_Users

| Authentication Settings...

Connect

In the User Authentication section, enter Password which should be the same as

Allowed User created in ZyWALL/USG (zyx123 in this example).
In the Machine Authentication section, enter Shared Secret to be the pre-shared

key of the IPSec VPN gateway the ZyWALL/USG uses for L2TP VPN over IPSec
(zyx12345 in this example). Click OK.
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User Authentication:

© Password: [sesses
RSA SecurlD
Certificate
Kerberos
CryptoCard

Machine Authentication:
© Shared Secret: | sssasess
Certificate

Group Name:
{Optional)

Cancl

www.zyxel.com

Go back to Configuration and click Advanced.... Select Send all traffic over VPN

connection o allow the L2TP/IPSec VPN traffic between ZyWALL/USG and MAC

OS X system.

Configuration: Default
Server Address: 172.124.163.150
Account Mame: L2TP_Remote_Users
Authentication Settings...

Connect

L8]

~ Show VPN status in menu bar

BELIELEN TCPIP  DNS  Proxies

Session Options:
Disconnect when switching user accounts

Disconnect when user logs out
Send all traffic over VPN connection

Advanced Options:
Use verbose logging
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Go back to Configuration and click Connect.

Configuration: Default |~ |

Server Address: 172.124.163.150

Account Name: L2TP_Remote_Users

Authentication Settings...

Test the L2TP over IPSec VPN Tunnel

Go to ZyWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, the

Status connect icon is lit when the interface is connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration
QAdd F
1 'L VPN_to_VPC WPN_fo_VPC
2 9@ YPN_to_Azure VPN_to_Azure
3 @@, Hub_HGQ_to_Branch_A Hub_HQ_to_Branch_A
4 9@ Hub_HQ_to_Branch_B Hub_HQ_to_Branch_B
5 @@, Spoke_Branch_A Spoke_Branch_A
& Q@; Spoke_Branch_B Spoke_Branch_B
7 @@, WIZ_VPN_Branch WIZ_VPN_Branch
[} WIZ_L2TP_VPN WIZ_L2TP_VPN

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the funnel Up Time
and the Inbound(Bytes)/Outbound(Bytes) traffic. Click Connectivity Check o

verify the result of ICMP Connectivity.

MONITOR > VPN Monitor > IPSec > WIZ_L2TP_VPN
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THEE A MRS AE B, connectivity check fail

( Connec tivity Check j“js}
Connectivity Check
IP Address: 92.168.30.10
1 =
= \
1 N/A NfA WIZ_L2TP_... 10.214.30.87<>... 10.214.30.87 D:10.214.... 240 3380 1512(7081... 785(96722..
Result bS
* ICMP Connectivity Check PASS on WIZ_L2TP_VPN
\-\.._'!/

Go to ZyWALL/USG MONITOR > VPN Monitor > L2TP over IPSec and verify the

Current L2TP Session.

MONITOR > VPN Monitor > L2TP over IPSec > L2TP_Remote_Users

Current L2TP Session

2 Refrash
#  UserName Hostname Assigned IP
1 L2TP_Remote_Users Apple_MAC_0S_X 192.168.30.10

Public IP
36.226.103.25

Go to MAC OS X System Preferences... > Network and show Connected status,

Connect Time and assigned IP Address.

System Preferences... > Network

346/751




ZYXEL

www.zyxel.com

Location: Automatic
—
~ Status:
Connect Time:
"\ |P Address:
Configuration:
Server Address:

Account Name:

v Show VPN status in menu bar

v
Connected
0:00:02 Sent: HiEE
192.168.30.10 Received: H
Default C

172.124.163.150
L2TP_Remote_Users
Authentication Settings...

Disconnect

Advanced...

What Could Go Wrong?

If you see [alert] log message such as below, please check ZyWALL/USG L2TP

Allowed User or User/Group Settings. Apple MAC OS X El Capitan operating

system users must use the same Username and Password as configured in

ZyWALL/USG to establish the L2TP VPN.

4

2017-06...

alert

L2TP Over IPS...

User L2ZTP_Remote_Users has been denied from LZTF service. [Incorrect Username or Password)  LZTP_LOG

If you see [info] or [error] log message such as below, please check ZyWALL/USG

Phase 1 Settings. Apple MAC OS X El Capitan operating system users must use the

same Pre-Shared Key as configured in ZyWALL/USG to establish the IKE SA.

info IKE Send:[NOTIFY:INVALID_PAYLOAD_TYPE] IKE_LLOG
info IKE Invalid payload type in encrypted payload chain, possibly because of different pre-shared keys  IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2ZTP_VPN] Phase 1 Peer ID mismatch IKE_LOG
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If you see that Phase 1 IKE SA process has completed but still get [info] log

message as below, please check ZyWALL/USG Phase 2 Settings. ZyWALL/USG unit

must set correct Local Policy to establish the IKE SA.

info IKE Send:[HASH][NOTIFY:NC_PROPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [ID] : Tunnel [WIZ_L2TF_WPN] Phase 2 Local policy mismatch IKE_LLOG
info IKE Recv:i[HASH][SA] [NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE $A process done IKE_LOG
info IKE Send:[HASH][NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [S4] : No proposal chosen IKE_LOG
info IKE [SA] : Tunnel [WIZ_L2TP_VPN] Phase 2 proposal mismatch IKE_LOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase |1 IKE 3A process done IKE_LOG

Ensure that the L2TP Address Pool does not conflict with any existing LANT, LAN2,

DMZ, or WLAN zones, even if they are not in use.

If you cannot access devices in the local network, verify that the devices in the

local network set the USG’s IP as their default gateway to utilize the L2TP tunnel.

Make sure the ZyWALL/USG units’ security policies allow IPSec VPN traffic. IKE uses

UDP port 500, AH uses IP protocol 51, and ESP uses IP protocol 50.

Verify that the Zone is set correctly in the Zone object. This should be set to

IPSec_VPN Zone so that security policies are applied properly.
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How to configure if | want user can only see SSL VPN Login
button in web portal login page

This example shows how to strict portal access for SSL VPN clients. The example
instructs how to allow end users to only see the SSL VPN Login button in the web
portal login screen and the administrator can only manage the device from

LAN.

e - : SSL VPN Network Pool
((max. 83 aiphanumeric, printable characters and no spaces ) i Network 7.7.7. 1
: I
77740
' ven Tume VeNTumel G
ZyWALL USG SSL VPN Client
WAN IP 59.124.30.103 Public IP Dynamic
LAN 1P 192.168.1.1

ZyWALL/USG only see SSL VPN Login button in web portal login page

“U'Note:
All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This

example was tested using USG60 (Firmware Version: ZLD 4.25).
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Set Up the DNS Service

In this scenario, you need to have a DNS host to fulfill the requirement. In this
example, go to https://www.noip.com/ to register an account and creatfe a
DNS host. The following mapping IP address is the public IP of the ZyWALL/USG's
WAN IP address.

Set Up the ZyWALL/USG SSL VPN Setting

In the ZyWALL/USG, go to CONFIGURATION > VPN > SSL VPN > Global Setting

> SSL VPN Login Domain Name and type in the DNS domain name.

CONFIGURATION > VPN > SSL VPN > Global Setting > SSL VPN Login Domain Name

Global Settings

Metwaork Extension Local IP: 192.1458.200.1

S5L VPN Legin Demain Name

55L WPN Login Domain Nome 1] zyxeltestssl.ddns.net [Optional)

S5L VPN Login Domain Name 2 [Optional)
Mezzage

Login Message: Welcome to 35L VPN

Logout Message: Goodbye to S5L WVPH

Use SSL VPN, you need to allow users to access the HTTPS service. Go
to CONFIGURATION > Security Policy > Policy Control. Make sure the security
policy allows HTTPS traffic from the WAN inferface to the ZyWALL (the example

shows the default settings).

CONFIGURATION > Security Policy > Policy Control
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General Settings
M Enable Policy Control
IPv4 Configuration
[T Allow Asymmstrical Route
Q Add & i
1 ? LANT_Outgeing any (Exc... any any any any nons al... no
2 ? LAN2_Outgoing any (Exc... any any any any none all... no
3 ? DMI_tc_WAN any any any any nons al... no
4 ? IPSec_VPN_Ou... any (Exc... any any any any none all... no
5 ? SSL_VPM_Qutg... = any (Exc... any any any any none all... no
& ? TUNNEL_Cutgo... - any (Exc... any any any any none al... no
- Q : v
7 Y LANT_to_Device yWALL any any any Default_Allow WAN_To_ZyWALL no
8 ? LANZ_to_Device IyWALL any any any — no
Descripfion:
? @ DMI_to_Device IyWALL any any a Defguli System Default Allow From WAN To ZyWALL |no
Members:
10 Q WAN_to_Device IyWALL any any aDefaul an no
11 @ IPSec_WVPMN_to_... L LyWALL any any any _ES-_:LESJ no
- - . e KE
MNATT
_ m GRE
i PPy VRRP

Set Up the ZyWALL/USG System Setting

Go to CONFIGURATION > System > WWW > Admin Service Control > Add Admin

ACL Rule 1. Set the address access action as Deny for ALL address in WAN.

CONFIGURATION > System > WWW > Admin Service Control > Add Admin ACL Rule 1

€D [HTTPS] Add Admin ACL Rule1

w8 Create new Object¥

Address Object: | ALL ~]
Lone: | WAN v|
Action: I Deny V|

HTTPS
[ encble
Server Port: 442

[C] Authenticate Client Certificates  (See Trusted
Server Certificate: default 7
Redirect HTTP to HTTPS

Admin Service Control

Q Add & i

ALL deny
ALL accept

of 1 Show |50 |v | items Displaying 1-2 of 2
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Test the SSL VPN

Type in the URL (https://sslvpnzyxeltest.ddns.net) and you will only see the SSL

VPN Login button in the web portal screen.

Type in the URL (hitps://sslvpnzyxeltest.ddns.net)

& C | A Notsecure | b#ps://220.137.85.169 | O

ZYXEL

VPN300
Enter Uzer Mame/Password and click to login.
2]
-
Login denied
Login SSLVPN

B Note:

1. Turn on Javascript and Cookie setting in yvour web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment [JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

Login to the device via the WAN interface with the administrator's user name

and password. The screen will show Login denied.
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Login to the device via the WAN interface

<« C | A Notsecure | b#pg//220.137.85.169 w| O

ZYXEL

VPN300
Enter Uzer Mame/Passweord and click to login.
2
A

Login denied

‘ Login ‘ ‘ SSL VPN ‘

B Note:

1. Turn on Javascript and Cookie setting in yvour web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment [JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

Login to the device via the LAN interface with the administrator's user name and

password. The management portal will be displayed.
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Login to the device via the LAN interface

www.zyxel.com

€ - C | [xLare/192.168.1.1

ZYXEL

VPN300

Enter User Mame/Password and click tologin

‘:) admir
o ...

| Login || S5L VPN |

=) Mofe:

1. Turn on Javaseript and Cookie setting in your web browser.
2. Tumn off Popup Windew Blocking in yourweb browser.

3. Tumn on Java Runtime Envirenment [JRE) in vour web brewser,
4. Allow Gears if you are using Google Chrame.

€& & O | Bbrs192.168.1 . Vext edndes. htm]

ZYXEL vensoo

General

CPU Usage Virtual Device

@ Logout @ Help About @ Site Map @ Okject Reference cL

w| =

L] 2%

ZYXEL T

r 07 100/ 100

3l rz b3 * v re v e
PR
b | B ol ol | e
° AcTEm
[ 21%
Flash Usage
| 2%
Boot status
U3k Sterags Usage ok
040 Mg
Seral Number Firrmna aare Version
e e 3172015290014 W4.30[ABFC.O)b1sT £ 2017-048-09 27:43:11
&1 /2000000 MAC Address Ronge Firren are Upgrade License
BEEC:AZ:AL:CO0B ~ BEEC:ASARCON2 Mot Licensed
DHCP Takle
Systern Uptime Current Date/Time
2 Heosts)
5 02:57:33 2017-07-07 § 06:23:43 UTC+00.00
Device HA )
nOn Switch Counter Tx/Rx Statics Port Selection: il | .
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Go to MONITOR > Log. You can see that the admin login has been denied

access from the WAN interface but it is allowed from the LAN interface.

MONITOR > Log

Logs

Calegory: User bt

B Ermail Log Now | @ Refresh | & Clear Log

notice  User  Adminstralor adminiMAC=00:16:36:20:84:2F) from hitp/hitps hos logged ol Device  192.148.1.34 192.168.1.1 Account: admin
notice  User  Administrator admin(MAC=00:15:36:268:84:2F) from hitp/hittps has logged In Device 192.166.1.34 192.168.1.1 Account: admin
notice  User User admin has been denied access from HTTPS 10.214.30.55:5... 10.214.30.20:443 Account: admin
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How to Deploy SSL VPN with Apple Mac OS X 10.10

Operating System

This is an example of using the ZyWALL/USG SSL VPN client software in Apple MAC

OS X 10.10 Yosemite operating systems for secure connections to the network
behind the ZyWALL/USG. When the VPN tunnel is configured, users can securely

access the network from a Mac OS X 10.11 Yosemite computer.

ZyWALL/USG SSL VPN with Apple MAC OS X 10.10 Yosemite

Web Server
IP 192.168.1.2

RDP Server
IP 192.168.1.3

VNC Server
IP 192.168.1.4

File Sharing Server
IP 192.168.1.5

l—
5

_

VPN Tunnel

ZyWALL USG
WAN IP 172.16.1.33
LAN IP 192.168.1.1

—_—

VPN Tunnel

! SSL VPN Network Pool |
: Network 7.2.2.2

|
72210

.............................................

Remote OS X 10.10 Client
Public IP Dynamic

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG110 (Firmware Version: ZLD 4.25) and Apple MAC (Version: OS X10.10

Yosemite).
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Set Up the SSL VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > VPN > SSL VPN > Access Privilege to
add an Access Policy. Configure a Name for you to identify the SSL VPN

configuration.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >

Configuration

Configuration

FlEncble Policy

Mame: |SSL_VF"N_'I |
Ione: |SSL_VF"N Vl (]
Description: New Create [Opfienal)

Go to Create new Object > User to add User Name (SSL_VPN_1_Users in this

example) and Password (4-24 characters, zyx168 in this example), click OK.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > User

@ Add Access Policy
(u3 Creaie new Objeci ¥]
User
Application
Address ¥

Name: SSL_WPN_1
fone: SSL_WPN ~ O
Description: New Create [Optional)
€ Add A User

User Configuration

User Name : SSL_WVPN_1_Users

User Type: user b

Password: ~ |eeseee

Retype: | sweses

Description: Local User -
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Go to Create new Object > Application fo add servers you allow SSL_VPN_1_Users

to access, click OK.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > Application

€ Add S5L Application € Add S5L Application
i3 Create new Object ¥ Show Advanced Settings i8] Create new Object¥
Qbject QObject
Type: Web Application |v Type: Web Application |v
Web Application Web Application
Server Type: Web Server 7 Server Type: RDP X
Name: Internal_Server Name: RDP
URL: hitp://192.168.1.2 Server Address(es): User Defined ¥ [192.168.1.3 (IP or FQDN)
Entry Point: (Opfional] .
Web Page Encryption . [ ok [ cancel |
@ Add S5L Application
€ Add 35L Application
Show Advanced Settings il Create new Object ¥
&8 Create new Object¥
Object
Object
Type: Web Application |v
Type: File Sharing b4
Web Application
File Sharing
Server Type: VNC i
Name: File_Share
Name: WNC
Shared Path: A T92.168.1.5\ntemal
Server Address{es): User Defined ¥ | 192.168.1.4 (P or FQDN)

Go to Create new Object > Address to add the IP address pool for

SSL_VPN_1_Users.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > Address

7 Edit Access Policy

48 Create new Object ¥|
User
Application

Name: SSL_VPN_1

SSL_VPN v @

[Opticnal)

Zone:

New Create

Description:

& Add Address Rule

Name: SSL_VPN_POOL
Address Type: RANGE 4
Starfing IP Addrsss: 7.2.2.2

End IP Addrass: 7.2.2.10

Then, move the just created address object to Selected User/Group Objects.

Similarly, in SSL Application List (Optional) move the servers you want available to

SSL users to Selected Appellation Objects.
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CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >
User/Group & SSL Application

User/Group
Billing-users -
ug-users
tricl-users

L2TP_Remote_Users
S5L_VPN_I_Users |

S5L Application List (Optional)

Internal_Server

RDP
VNC
File_Share

Scroll down to Network Extension (Optional) to select Enable Network Extension to
allow SSL VPN users to access the resources behind the ZyWALL/USG local

network.

Select network(s) name in the Selectable Address Objects list and click the right
arrow button to add to the Selected Address Objects list. You can select more

than one network.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Network

Extension (Optional)
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Network Extenszion (Optional)

Enalble Network Extension (Full Tunnel Mode)
[C] Force all client fraffic to enter $SL VPN funnel @
[ NetBIOS broadeast over 5L VPN Tunnel

DS Server 1:
DS Server 2

Networl List

DMZ_SUBMNET
IPétod-Relay

Assign IF Pool:

WINS Server 1:
WINS Server 2:

SSL_VPN_POOL ||

none B

none R

none R

none R

LANT_SUBNET

LANZ_SUBMNET
RFCI1?18_1

@ RANGET7.2227.22.10

Set Up the SSL VPN Tunnel on the Apple MAC OS X 10.10

Operating System

Download SSL VPN Client software: ZyWALL SecuExtender for MAC from the ZyXEL

Global Website and double-click on the downloaded file to install it.

800

e Install ZyWALL SecuExtender

« Install ZyWALL SecuExtender

@ Introduction

@ Destination Select
@ Installation Type
@ Installation

® Summary

ZyXEL

Welcome to the ZyWALL SecuExtender Installer

You will be guided through the steps necessary to
install this software.

Go Back

| Continue

@ Introduction

@ Destination Select
@ Installation Type

@ Installation

@ Summary

ZyXEL

Select a Destination

Select the disk where you want to install the ZyWALL
SecuExtender software.

<

Macintosh HD
481.33 GB available
499.25 GB total

Installing this software requires 7.6 MB of space.

You have chosen to install this software on the disk
"Macintosh HD"

| GoBack | | Continue
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800

w Install ZyWALL SecuExtender

e Install ZyWALL SecuExtender

@ Introduction

© Destination Select
@ Installation Type
® Installation

@ Summary

ZyXEL

Standard Install on “Macintosh HD"

This will take 7.6 MB of space on your computer.

Click Install to perform a standard installation of
this software on the disk "Macintosh HD".

| Change Install Location... |

| GoBack | [ Install

@ Introduction

& Destination Select
@ Installation Type
@ Installation

@ Summary

ZyXEL

lling ZywALL d

Running package scripts...

Go Back

Continue

800

e Install ZyWALL SecuExtender

@ Introduction

@ Destination Select
@ Installation Type
@ Installation

& Summary

ZyXEL

pl fully.

The installation was successful.

The llation was

The software was installed.

Co Back

Go to ZyWALL SecuExtender > Preferences, click the "+" button at the bottom left

to add a new SSL VPN connection.
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o

Connections

Configure the Connection Name for you to identify the SSL VPN configuration.
Then, set the Remote Server Address to be the WAN IP of ZyWALL/USG (172.16.1.33

in this example). Click Save.
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Here are two methods to inifiate SSL VPN connections:
From ZyWALL SecuExtender

From a Web Browser
From ZyWALL SecuExtender

Go to ZyWALL SecuExtender > Connect > SSL_VPN, to display the username and
password dialog box. Set Username and Password fo be the same as your
ZyWALL/USG SSL VPN Selected User/Group name and password
(SSL_VPN_T1_Users/zyx168 in this example).

&h @M @ 93% (47
Connect | 2 SSL_VPN

Details...
Preferences...

Quit ZyWALL SecuExtender

\
I

From a Web Browser

Type ZyWALL/USG's WAN IP info the browser, to display the login screen. Enter
User Name and Password to be the same as your ZyWALL/USG SSL VPN Selected
User/Group name and password (SSL_VPN_1_Users/zyx168 in this example). Click

SSL VPN.
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= { 17236133

VFN100

Test the SSL VPN Tunnel

Go to ZyWALL/USG MONITOR > VPN Monitor > SSL and verify the tunnel Login
Address, Connected Time and the Inbound(Bytes)/Outbound(Bytes) traffic.

MONITOR > VPN Monitor > SSL > SSL_VPN_1_Users

Current S5L VPN Connection

@ Refresh

1 SSL_VPN_1_Users Network-Extension 10.214.30.104 00:01:39 9390 503

Go to ZyWALL SecuExtender > Details and check Traffic Graph, Network Traffic

Statics and Log Details.
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ZyWALL SecuExtender > Details > Traffic Graph

800 Details
172.16.1.33 v
) status: Connected
) Connected Time: 1 minute, 28 seconds
& Client IP: 7.2.2.2
@ Server IP: 172.16.1.33
DMS: MiA
WINS: WA
Route/s: 182.168.1.0/24

[ In: 84 Bfs [ Out: B4 B/s

ZyWALL SecuExtender > Details > Network Traffic Statics

www.zyxel.com
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172.16.1.33 -
0O Status: Connected
(&) Connected Time: 1 minute, 34 seconds
@ Client Ip: 7.2.2.2
@ ServerIP: 172,16,1.33
DNS: N/A
WINS: N/A
Route/s: 192.168.1.0/24
A t —
Network Traffic Statistics
TCP/UDP In: 4.76 KB TUN/TAP In:  4.76 KB
TCP/UDP Qut: 4.76 KB TUN/TAP Qut:  4.76 KB

ZyWALL SecuExtender > Details > Log Details
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800 Details

172.16.1.33 >

0 Status: Connected
) Cennected Time: 2 minutes, 13 seconds
& Client IP: 7.2.2.2
@ Server IP; 172.16.1.33
DNS: NIA
WINS: NiA
Route,/s: 192.168.1.0/24
A N

Protocol: TLSw1/S5Lv3, Bits: 2586

Sep 23 87:08:46 Requesting configuration

Sep 23 B7:08:46 Parsing XML Configuration

Sep 23 67:88:46 Connection negotiation completed
Sep 23 B7:08:46 Local IPv4 Address: 7.2.2.2

Sep 23 67:08:46 Local IPv4 Hask: 256.285.255.255
Sep 23 87:08:46 Server IPv4 Address: 192.168.200.1
Sep 23 B7:0858:46 Bringing up YWPN interface

Sep 23 87:853:46 Interfoce up

Sep 23 B7:83:46 YPN Interface: tunB®

Sep 23 B7:853:46 IPv4 route created: 7.2.2.2,

255 .266.256.266, 127.0.8.1

Sep 23 B7:858:46 IPv4 route creoted: 192.168.1.4,
265 .26R.255.8, 192.165.288.1

Sep 23 B7:85:46 DMS mode set to OFF

Sep 23 B7:853:46 Stote chonged to Connected

Clear Save Log...

What Could Go Wrong?

If you see [notice] or [alert] log message such as below, please check

ZyWALL/USG SSL Selected User/Group Objects seftings. MAC OS X 10.10 Yosemite

users must use the same Username and Password as configured in ZyWALL/USG to

establish the SSL VPN tunnel.

notice SSLWPN Failed login attempt to SSLVPN from hifp/hitps [incomrect password or inexistent username)

alert User Failed login attempt to Device from hitp/hitps (incorect password or inexistent username)

Account: SSL_VPN_I...
Account: SSL_VPN_I...
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If you uploaded a logo to show in the SSL VPN user screens but it does not display
properly, check that the logo graphic is in GIF, JPG, or PNG format. The graphic
should use a resolution of 103 x 29 pixels to avoid distortion when displayed. The
LyWALL/USG automatically resizes a graphic of a different resolution to 103 x 29
pixels. The file size must be 100 kilobytes or less. Transparent background is

recommended.

If users can log into the SSL VPN but cannot see some of the resource links check

the SSL application object’s configuration.

If the ZyWALL/USG redirects the user to the user aware screen, check whether the

user account is included in an SSL VPN access policy or not.

Changing the HTTP/HTTPS configuration disconnects SSL VPN network extension

sessions. Users need to re-connect if this happens.
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How To Configure SSL VPN for Remote Access Mobile
Devices

This is an example of using the ZyWALL/USG SSL VPN for remote access mobile
devices to securely connect to the File Sharing Server behind the ZyWALL/USG.

ZyWALL/USG SSL VPN for Secure External Access to Network Resources

File_Share_Sales

{IP 192.168.1.2

: - |
=

File_Share_Marketing SSL VPN Remote Access

PP 192.168.1.3 H

: Public IP Dynamic
- | :
L=

EFiIe_Share_TechnicaI R [ L=

i IP 192.168.1.4 —-— — ]

) | VPN Tunnel VPN Tunnel

f— L oo VR AUNnel e N
- ZyWALL USG

WAN IP 172.124.163.150

: File_Share_Financial LAN IP 192168.1.1

i P 192.168.1.5

g

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG1900 (Firmware Version: ZLD 4.25).
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Set Up the SSL VPN Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > VPN > SSL VPN > Access Privilege to
add an Access Policy. Configure a Name for you to identify the SSL VPN

configuration.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >

Configuration

Configuration

[ Enable Policy

MName: |SSL_‘v"F’\J_‘ |
Zone: [ssL_ven -] @
Description: New Create [Optional)

Go to Create new Object > User to add User Name (SSL_VPN_1_Users in this

example) and Password (4-24 characters, zyx168 in this example), click OK.

CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > User
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&) Add Access Policy

[@ Create new Object ‘l"l

User

Application

Address ¥
Marne:
lone:

Description:

SSL_WPN_]
S5L_VPN A ]

MNew Creafe

[Optional)

€ Add A User

Uzer Configuration
User Name :
User Type:
Password:
Retype:

Description:

SSL_WPRN_T _Users
user

Local User

Go to Create new Object > Application fo add servers that you will allow

SSL_VPN_1_Users to access. Click OK.
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CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy > Create

new Object > Application

D Add s5L Application ) Add SSL Application
15 Create new Object¥ ] Create new Object ¥
Object Object
Type: File Sharing e Type: File Sharing v
File Sharing File Sharing
Name: File_Shore_Scles Name; File_Share_Marketing
Shared Path: A\N192.148.1.2NSales Shared Path: A\NT92.168.1.3\Marketing
ok ] Cancel | |_ox | cancel |
&) Add 55L Application D Add s5L Application
18 Create new Object ¥ 3 Create new Object¥
Object Object
Type: File Sharing .3 Type: File Sharing A
File Sharing File Sharing
Name: File_Share_Technical Name: File_Share_Financial
Shared Path: A\N192.168.1. M\ Technical ‘ Shared Path: MW 192.168.1.5%Financial
|__ox ]| cancel | ok ] cancel |
Then, move the just created address object to Selected User/Group Objects.
Similarly, in SSL Application List (Optional) move the servers you want available to
SSL users to Selected Application Objects.
CONFIGURATION > VPN > SSL VPN > Access Privilege > Access Policy >
User/Group & SSL Application
&) Add s5L Application IE) Add S5L Application
W8 Creafe new Object¥ 8 Create new Object¥
Object Qbject
Type: Flile Sharing e Type: File Sharing v
File Sharing File Sharing
Name: File_Share_Sales Name: File_Share_Marketing
Shared Path: NAI92.168.1.205ales Shared Path: A\ 192.168.1.3\Marketing
[_ox_J cancer] Lo
€ Add SSL Application & Add $5L Application
115 Crecte new Object ¥ 8 Create new Object¥
Object Object
Type: File Sharing v Type: File Sharing >
File Sharing File Sharing
Name: File_Share_Technical Name: File_Share_Financial
Shared Path: NAT92.168.1. 4N Technical ‘ Shared Path: W\ 192.168.1.5%Financial
[_ok__J| cancel | ok ] cancel |
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Test the SSL VPN Tunnel

Type the ZyWALL/USG’s WAN IP info the browser, then the login screen appears.
Enter User Name and Password to be the same as your ZyWALL/USG SSL VPN
Selected User/Group name and password (SSL_VPN_1_Users/zyx168 in this
example). Click SSL VPN.

& 172.124.163.150 @

The File Sharing server appears.

& 172.124.163.150
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Click the File Sharing folder you want to access, enter User Name/ Password of

your File Sharing server and click Login.

(#' File Sharing

Enter User Name/Password and click to login.

User Name: | Financial_Admin

Password: | O ey

[ Login ][ Cancel ]

(max. 31 alphanumeric, printable characters and no spaces)

Now you can securely access the files.

& 172.124.163.150

File Sharing

File Sharing

[Bie_Share_Financial
o New Folder & Uploac T

® Type «  File Name Size
Snarenolders
Cash_Fiow_Statsment
Batance_Sheet
Income_Statement

) desktop. i 74

Page () of1 Show 50 | ilems

Modified Date

2018-07-02 11:38:50
2015-10-29 17:15:19
2015-10-10 13:36:47
2015-10-29 17:16:28

2009-10-14 12:54.24
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What Could Go Wrong?

If you see [notice] or [alert] log message such as below, please check
LyWALL/USG SSL Selected User/Group Objects settings. Windows 10 users must use
the same Username and Password as configured in ZyWALL/USG to establish the

SSL VPN funnel.

notice SSLWPN Failed login attempt to SSLVPN from hifp/hitps [incomrect password or inexistent username) Account: SSL_VPN_1...

alert User Failed login attempt to Device from hitp/hitps (incorrect password or inexistent username) Account: SSL_VPN_L...

If you uploaded a logo to show in the SSL VPN user screens but it does not display
properly, check that the logo graphic is in GIF, JPG, or PNG format. The graphic
should use a resolution of 103 x 29 pixels to avoid distortion when displayed. The
LyWALL/USG automatically resizes a graphic of a different resolution to 103 x 29
pixels. The file size must be 100 kilobytes or less. Transparent background is

recommended.

If users can log into the SSL VPN but cannot see some of the resource links check

the SSL application object’s configuration.

If the ZyWALL/USG redirects the user to the user aware screen, check whether the

user account is included in an SSL VPN access policy or not.

Changing the HTTP/HTTPS configuration disconnects SSL VPN network extension

sessions. Users need to re-connect if this happens.
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How to Configure an SSL VPN Tunnel (with SecuExtender
version 4.0.0.1) on the Windows 10 Operating System

Set up the SSL VPN Tunnel with Windows 10

Please download SecuExtender version 4.0.0.1 from the download library of

ZyXEL's official website.

ZyWALL Softwars ZYWALLIPSecVPNCIient37204611  Windows 7 3 o May 24, 2017 ee oe
IPSec VPN 3 2bit/ Windo

Client ws 7 64bit/

SecuExtender Softwars SecuExtander_MacOSX115 Mac 10X/ M o Mar 15, 2017 ee 99
AC 108/ MA

o Jan 18, 2017 ee 99

Before you start installing the SecuExtender, it is required to install the *Visual
C++ 2015 Redistributable” package first. Click Next, select | agree to the license
terms and conditions, and click Install to complete the Visual C++ 2015
Redistributable installation. After that, the setup wizard appears. Please note
that the users need to reboot their systems after the SecuExtender installation is

completed.
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Name Version Action
Visual C++ 2015 Redistributable x86 Required: any. Found: nothing. Install

Download Folder: | C:\Jsers\admin\Downloads\SecuExtender_SecuExtender_Win Browse...

Press the Next button to install the prerequisites.

< Badk Finish Cancel

u ZyWALL SecuExtender Setup #

B Microsoft Visual C++ 2015 Redistributable (x36) - 14#.230..  — x

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23026

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL STUDIO 2015 ADD-ONs, VISUAL STUDIO SHELLS
and C++ REDISTRIBUTABLE

| agree to the license terms and conditions

Install Close

< Back Next > Finish Cancel

WALL SecuBxtender Setup

ﬂ Microsoft Visual C++ 2015 Redistributable (x86) -

Microsoft Visual C++ 2015
Redistributable (x86) - 14.0.23026

Setup Successful

< Back Mext = Finish Cancel

www.zyxel.com
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< Back Next > Cancel

Create shortruts for ZyWALL SecuFxtender in the following locations:

Desktop

Start Menu Programs folder

Advanced Installer

To install in this folder, dick Mext™. To install to a different folder, enter it below or didk
rowse”,

Folder:
IC:\Program Files (x88)\ZyXEL\ZyWALL SecuExtender), Browse...

Advanced Installer

www.zyxel.com
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Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

Advanced Installer

< Back Install Cancel

You must restart your system for the configuration
changes made to ZyWALL SecuExtender to take effect.
Click "Yes™ to restart now or ™No"if you plan to manually
restart later.

Yes ] Mo
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Double-click the shortcut icon on your desktop. It is the same as the SSL VPN
standalone sofftware on MAC OS X. Enfer the server’s IP or domain name, user name,
and password to connect to the server. The example below shows that the client IP is

7.7.7.1 and you can also check the fraffic statistic in the Status screen.

| ZyXEL Login taty About ogin  Status  About

O Status
Connected Time: 17s

10.251.30.61 = Status: Connected

Client IP: 7171

Server IP: 10.251.30.61

DNS: 192.168.200.1

e —— | WINS: n/a

Route/s: 192.168.203.0/24
[ Remember username

O Network Traffic Statistics

Transmitte: 14.11 K Bytes 176 Pkts
Received 15.76 K Bytes 47 Pkts

You can verify the connection status from the computer’s taskbar icon.

G MON © M

When connected, the icon is blue.

@ & @ Ty m

When disconnected, the icon is red.

You can also use the USG monitor screen to check the login list of the users.

Current User List

&
# | UserlD Reauth/Lease Time | Type IP Address MAC User Info
1 SSL_usert 23:59:17/23:59:47 SSLVPN 10.25130.56/7.7.71 3C:97:0E:30:0E:B8  user(SSL_user1)

What Can Go Wrong?

1 If you see a [notice] or [alert] log message such as shown below, please check
the ZyWALL/USG SSL's Selected User/Group Objects settings. Windows 10 users
must use the same Username and Password as configured in the ZyWALL/USG to

establish the SSL VPN tunnel.
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Priority Category Message Mote
notice SSLVPN Failed login attempt to SSLYPM from hitp/hitps (incorrect password or inexistent username)  Account: SSL_VPN_1_Users
alert User Failed login attempt to Device from hitp/hitps (incorrect password or inexistent username) Account: 3SL_VPMN_1_Users
2 |If you have uploaded a logo to show on the SSL VPN user screens but it does not

display properly, check if the logo graphic is in GIF, JPG, or PNG format. The
graphic should use a resolution of 103 x 29 pixels fo avoid distortion when
displayed. The ZyWALL/USG automatically resizes a graphic of a different
resolution to 103 x 29 pixels. The file size must be 100 kilobytes or less. Transparent

background is recommended.

If users can log intfo the SSL VPN but cannot see some of the resource links, check

the SSL application object’s configurations.

If the ZyWALL/USG redirects the user to the user aware screen, check whether the

user account is included in an SSL VPN access policy or not.

If you have changed the HTTP/HTTPS configuration, the SSL VPN network

extension sessions will be disconnected. The sessions need to be reconnected if

this happens.
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How to redirect multiple LAN interface traffic to the VPN tunnel

This example shows how to use the VPN Setup Wizard to create a site-to-site VPN
with multiple LAN access to the VPN funnel. The example instructs how to
configure the VPN tunnel between each site and redirect multiple LAN interface
traffic to the VPN tunnel. When the VPN tunnel is configured, multiple LAN

subnets can be accessed securely.

i Local Network_LAN1
iNetwork 192.168.1.0 i
i Netmask 255.255.255.0 :

Local Network :
i Network 192.168.10.0 :
i Netmask 255.255.255.0

éLocai Network_LAN2 N o ——— —[
: | : \J 2 :
iNetwork 19216820 i ey :
i Netmask 255.255.255.0 VPN Tunnel VPN Tunnel
{ ZyWALL USG_HQ ZyWALL USG_Branch

| WAN  IP 172.101.30.68 WAN IP 172.100.30.54

| } T LANT IP192.168.1.1 LAN P 192.168.10.1

LAN2 |P 192.168.2.1

ZyWALL Site-to-site IPSec VPN with multiple LAN access

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet masks.

This example was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate Network

(HQ)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.

Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type * VPN Seftings * Wizard Completed
1 2 3

Welcome

® VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for LZTP VPN Settings
- VPN Settings
- General Setfings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are avtomatically configured/generated
ii. Policy Route iz automatically configured/generated

Choose Express to create a VPN rule with the default phase 1 and phase 2 settings

and use a pre-shared key to be the authentication method. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type
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VPN Setup Wizard

Wizard Type * VPN Settings * Wizard Completed
2 3
1 d

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Exprass

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You may use 1-
31 alphanumeric characters. This value is case-sensitive. Select the rule to be Site-to-site. Click

Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)

VPN Setup Wizard

Wizard Type * VPN Setfings * Wizard Completed
1 3
2

Express Seftings

IKE Verzion

[KEv]
O IKEv2

Scenario

Rule Mame: |WIE_VF’N_HG

Site-to-site

@ Site-to-site with Dynamic Peer

@ Remote Access (Server Role)

@ Remote Access (Client Role]

Configure Secure Gateway IP as the peer ZyWALL/USG's WAN IP address (in the
example, 172.100.30.54). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the
ZyWALL/USG and Remote Policy fo be the IP address range of the network
connected to the peer ZyWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)
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VPN Setup Wizard

Wizard Type » VPN Setfingz >
1
2

Express Settings
Configuration
Secure Gateway:
Pre-Shared Key:
Local Policy (IP/Mask]:
Remote Policy (IP/Mask):

Wizard Completed
3

[10.214.30.77 | 1PorraDyy
lzyen oz |
[192.168.1.0 |  4255.255.255.0

|192.1858.10.0 | 4255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)

VPN Setup Wizard

Wizard Type > VPN Seffings
1
2

Express Setftings
Summary
Rule Name:
Secure Gateway:
Pre-Shared Key:
Local Policy (IP/Mask]:

Remote Policy (IP/Mask]:

» Wizard Completed
3

WIZ_VPN_HQ

10.214.30.77

Zyxel123

162.168.1.0/ 255.255.255.0
162.168.10.0 / 255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear

in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule settings

appear in the VPN > IPSec VPN > VPN Connection screen. Click Close to exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard

Completed
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VPN Setup Wizard

Express Seftings

Summary

Rule Name:

Secure Gateway:
Pre-Shared Key:

Local Policy [IF/Mask]:
Remote Policy (IP/Mask):

Wizard Type * VPN Settings * Wizard Completed
2

3

Congratulations. The VPN Access wizard is complsted

WIZ_VPN_HQ
10.214.30.77

zyxel123

102.168.1.0/ 255.255.255.0

192.168.10.0 f 265255 255.0

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show

Advanced Settings. Configure Authentication > Peer ID Type as Any fo let the

ZyWALL/USG does not require to check the identity content of the remote IPSec

router.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Avthentication

® Pre-shared Key

[ unmasked

O Cerlificate
© User Based PSK

[+] advence
Local ID Type: IPvd
Content: 0.0.0.0
Peer D Type: Any

Set Up the ZyWALL/USG IPSec VPN Tunnel of Corporate

Network (Branch)

In the ZyWALL/USG, go to Quick Setup > VPN Setup Wizard, use the VPN Settings

wizard to create a VPN rule that can be used with the remote ZyWALL/USG. Click

Next.
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Quick Setup > VPN Setup Wizard > Welcome

VPN Setup Wizard

Wizard Type > VPN Seffings * Wizard Completed
1 2 3

Welcome

® VPN Settings
- Wizard Type
- VPN Settings
- Wizard Completed

@ VPN Settings for Configuration Provisioning
- Wizard Type
- VPN Settings
- Wizard Completed

© VPN Settings for L2ZTP VPM Settings
- VPN Settings
- General Settings
- Wizard Completed

Upon completion of the Wizard Setup
i. VPN Tunnel and VPN Gateway are auvtomatically configured/generated
ii. Policy Route is autoematically configured/generated

www.zyxel.com

Choose Express o create a VPN rule with the default phase 1 and phase 2 settings

and to use a pre-shared key. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type

VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed

- 2 3

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Exprass

O Advanced

Type the Rule Name used to identify this VPN connection (and VPN gateway). You

may use 1-31 alphanumeric characters. This value is case-sensitive. Click Next.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Scenario)
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VPN Setup Wizard

Wizard Type > VPN Seltings > Wizard Completed
1 3
2

Express Settings
IKE Version

[KEv]
© IKEv2

Scenario

Rule Name: WIZ_VPMN_Branch

Site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Server Role)

O Remote Access (Client Role)

Configure Secure Gateway IP as the peer ZyWALL/USG's WAN IP address (in the

example, 172.101.30.68). Type a secure Pre-Shared Key (8-32 characters).

Set Local Policy to be the IP address range of the network connected to the

ZyWALL/USG and Remote Policy to be the IP address range of the network

connected to the peer ZYWALL/USG.

Quick Setup > VPN Setup Wizard > Wizard Type > VPN Settings (Configuration)

VPN Setup Wizard

Wizard Type + VPN 3eftings » Wizard Completed
1 Gh
2

Express Settings
Configuration
Secure Gateway: |IO.214.30.106 | [IP or FGIDN)
Pre-Shared Key: IzyxellES |
Local Policy {IP/Mask): |1‘?2-168- 10.0 | 4255.255.255.0

Remote Policy [IP/Mask):  [192.168.1.0

| ]255.255.255.0

This screen provides a read-only summary of the VPN tunnel. Click Save.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings (Summary)
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VPN Setup Wizard

Wizard Type * VPN Seflings * Wizard Completed

1 2 3
Express Settings
Summary
Fule Name: WIZ_VPN_Branch
Secure Gateway: 10.214.30.106
Pre-Shared Key: zyxel123
Local Policy (IP/Mask): 192.165.10.0/ 255255 2550

Remate Policy (IP/Mask):  192.168.1.0/255.255.255.0

Now the rule is configured on the ZyWALL/USG. The Phase 1 rule settings appear
in the VPN > IPSec VPN > VPN Gateway screen and the Phase 2 rule setftings
appearin the VPN > IPSec VPN > VPN Connection screen. Click Close fo exit the

wizard.

Quick Setup > VPN Setup Wizard > Welcome > Wizard Type > VPN Settings > Wizard
Completed

VPN Setup Wizard

Wizard Type * VPN Seffings * Wizard Completed
2

. = 3

Express Seftings
Congratulations. The VPN Access wizard is completed
summary

Rule Mame: WIZ_VPN_Branch

Secure Gaoteway: 10.214.30.106

Pre-Shared Key: zZyxel23

Local Policy {IP/Mask): 162.165.10.0 / 255,255 255.0

Remote Policy [IP/Mask);  192.165.1.0/ 255 255 2550

Go to CONFIGURATION > VPN > IPSec VPN > VPN Gateway and click Show
Advanced Settings. Configure Authentication > Peer ID Type as Any to let the
ZyWALL/USG does not require to check the identity content of the remote IPSec

router.
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CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Show Advanced
Seftings > Authentication > Peer ID Type

Avuthentication

® Pre-SharedKey 0 |seesesse

O unmasked

O Certificate My Certificates
© User Based PSK o
[«] Advance
Local ID Type: IPva w7
Content: 0.0.0.0
Faer D Type: Any —

Set up the Policy Route (ZyWALL/USG_HQ)

Go to ZyWALL/USG_HQ CONFIGURATION > Network > Routing > Add. Set Source
Address to be the subnet (192.168.2.0/24 in this example) allows joining the VPN
tunnel. Set Destination Address to be the remote LAN subnet (192.168.10.0/24 in

this example).
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CONFIGURATION > Network > Routing > Add

&) Add Policy Route
Show Advanced Setfings 3 Creatfe new Object¥
Configuration
Enable
Description: [Cptional)
Criteria
User: any v
Incoming: any (Excluding ZyV |
Source Address: |LAN2_SUBNEF Vl
Destination Address: I'I-'VIE_'\J'F’N_HQ_REI\:\ VI
DSCP Code: any >
Schedule: none v
service: any ¥
Next-Hep
Type: |VPN Tunnel V|
VPN Tunnel: [wiz_venN_HG ~|
|_ox ] Cancel |

Set up the Policy Route (ZyWALL/USG_Branch)

Go to ZyWALL/USG_Branch CONFIGURATION > Network > Routing > Add, create
Address to be the remote LAN subnet (192.168.2.0/24 in this example) allows

joining the VPN funnel.

CONFIGURATION > Object > Address > Add
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&) Add Address Rule

Mame:
Address Type:
Mehwork:

Metmask:

[HQ_LaN2 Subnet |
[suBNET ~ |
[192.168.2.0 |
[255.255.255.0 |

www.zyxel.com

Go to ZyWALL/USG_Branch CONFIGURATION > Network > Routing > Add. Set

Source Address tfo be the local subnet (192.168.10.0/24 in this example). Set

Destination Address o be the remote LAN subnet (192.168.2.0/24 in this example)

allows joining the VPN tunnel.

CONFIGURATION > Network > Routing > Add

& Add Policy Route

Configuration
FlEncble

Description:

Criteria
User:
Incoming:
Source Address:
Destination Address:
DSCF Code:
Scheduls:

Service:

Next-Hop

Type:
VPN Tunnel:

Show Advanced Setfings f Creatfe new Object'¥

[Optional)

any ¥
any {Excluding ZyV|v
[LANT_SUBNET ~ |
[Ha_LAN2 Subnet |~ |

any ¥
nons R
any v
[VPN Tunnel ~ |

[wiz_vPN_Branch |~|
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Test the IPSec VPN Tunnel

Go to ZYWALL/USG CONFIGURATION > VPN > IPSec VPN > VPN Connection, click
Connect on the upper bar. The Status connect icon is lit when the interface is

connected.

CONFIGURATION > VPN > IPSec VPN > VPN Connection

IPv4 Configuration

Adld

1| 9@ WIZ_VPN_H@ WIZ_VPN_HQ - fa

Go to ZyWALL/USG MONITOR > VPN Monitor > IPSec and verify the tunnel Up Time
and Inbound(Bytes)/Outbound(Bytes) Traffic.
MONITOR > VPN Monitor > IPSec

1 S162L44290  WPNI0OO WIZ_WPN_... 92.168.1.0/24=... 10.214.30.... P:10.214.3... 1240 72180 31[1674b... 31{1880b...

To test whether or not a tunnel is working, ping from a computer at one site fo a
computer at the other. Ensure that both computers have Internet access (via the

IPSec devices).

PC at HQ Office > Window 7 > cmd > ping 192.168.10.33
C:sDocuments and Settings“ZydaEL>ping 192 _.168.180.33
Pinging 192.168.18.33 with 32 hytesz of data:

Reply from 192.168.18.33: bytes=32 time=18ms

Reply from 192.168.18.33: bytes=32 time=17ms
Reply from 192.168.18.33: bytes=32 time=17ms

Reply From 192_168.18.33: hytes=32 time=16ms

Ping statistics for 172.168.10.33:

Packets: Sent = 4. Received = 4, Lost = 8 {(8x loss>,
Approximate round trip times in milli-zeconds:

Minimum = 16ms.Maximum = 18ms,. Average = 17n=

PC at Branch Office > Window 7 > cmd > ping 192.168.1.33
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C:xDocuments and Settings “ZylEL>ping 192_.168_1._.33

Pinging 1972.168.1.33 with 32 bytes of data:c

Reply from 1972.168.1.33: bytes=32 time=27msz
Reply from 192.168.1.33: bytes=32 time=3Zmsz

Reply from 192.168.1.33: bytes=32 time=26ms
Reply from 192.168.1.33: butes=32 time=27m=s

Ping statistics for 192.168.1.33:
Packet=z: Sent = 4. Received = 4, Lozt = 8 (B
Approximate round trip times in milli-—seconds:
Minimum = 26mz, Maximum = 32ms,. Average = 28ms

PC at Branch Office > Window 7 > cmd > ping 192.168.2.33

C:“Documents and Settings“ZyaEL>ping 192_.168.2.33
Pinging 122.168.2.33 with 32 bytes of data:

from 192_.168.2 .33 bytes=32 time=27ms
from 192_168.2.33: bytes=32 time=27ms
from 192_168.2.33: bytes=32 time=26ms
from 192_168.2.33: bytes=32 time=32ms

Ping statistics for 192.168_.2_33:
Packets: Sent = 4, Received = 4, Lost = 8 {Bx loss),.

Approximate round trip times in milli-seconds:
Hinimum = 26ms,. Haximum = 3Z2ms. Average = 28ms

What Could Go Wrong?

If you see below [info] or [error] log message, please check ZyWALL/USG Phase
1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use the same Pre-
Shared Key, Encryption, Authentication method, DH key group and ID Type to
establish the IKE SA.

MONITOR > Log
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info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
info IKE Recwv:[NOTIFY:NC_PROPOSAL_CHOSEN] [KE_LOG
info IKE [SA] : Tunnel [HQ1] Phase 1 proposal mismatch IKE_LOG

If you see that Phase 1 IKE SA process done but still get below [info] log message,
please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG at the HQ and
Branch sites must use the same Protocol, Encapsulation, Encrypftion,

Authentication method and PFS to establish the IKE SA.

MONITOR > Log

info IKE Recwi[HASH][NOTIFY:NO_PROPOSAL_CHQOSEN] IKE_LOG
info IKE Send:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Send: [HASH][NOTIFY:NO_FPROFPOSAL_CHOSEN] IKE_LOG
info IKE [SA] : No proposal chosen IKE_LOG
info IKE [5A] : Tunnel [BO1] Phase 2 proposal mismatch IKE_LOG
info IKE Recw:[HASH][SA][NONCE][ID][ID] IKE_LOG
info IKE Phase 1 IKE 5A process done IKE_LOG

Make sure the both ZyWALL/USG at the HQ and Branch sites security policies
allow IPSec VPN ftraffic. IKE uses UDP port 500, AH uses IP protocol 51, and ESP

uses IP protocol 50.

Default NAT traversal is enable on ZyWALL/USG, please make sure the remote

IPSec device must also have NAT traversal enabled.
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How to Create VTl and Configure VPN Failover with VTI

This example illustrates how to create a VTl object and configure a policy route with
the VTI. Furthermore, it applies the VTl to the WAN trunk to achieve VPN load

balancing.
1040400026 TIUNK___10.10.10.2024
o [ﬂ VPN #1 ,‘-"”J
want| 1 £ C wan
e =E Internet | —
? wanz| , b A
| 1VPN #2 ' S |
HQ_LAN1 \Lz] iM BO_LAN1
192.168.1.1/24 10.10.11.102¢ ¢ 10.10.11.20/24 192.168.11.1/24

VPN Load Balance with VTI

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG110 (Firmware Version: ZLD 4.25).

VTl Deployment Flow

1 Configure the VPN gateways.
2 Configure a VPN tunnel for each VPN gateway with the application

scenario VPN Tunnel Interface.

3 Create a VTl for each VPN tunnel.
4 Create a trunk with the VTIs.

5 Configure a policy route.

6 Connect the VPN funnels.
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1 In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > VPN

Gateway > Add to create the VPN gateway HQ1 with wan1.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add

General Settings
[FEnable
VPN Gateway Name: HQl

IKE Version
@ |kev)
© Kevz2

Gateway Settings

My Address
@ |nterface wanl e DHCP client -- 10.214,30.106/255.255.2!

© Domain Name / IPv4

Peer Gateway Address

@ static o Primary | 10.214.30.77
Address Secondary|0.0.0.0

[CIFall back to Primary Peer Gateway when possible

Fall Back Check 300 [40-85400 seconds)
Interval:

O Dynamic Address @

Authentication

@ Pre-Shared Key | """" |

2 In the same screen, create the VPN gateway HQ2 with wan2.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add

General Settings
Enable
VPN Gateway Name: HG2
IKE Version
@ |KEV]
O IKEv2

Gateway Settings

My Address
® |nterface wan2 Vl DHCP dient -- 10.214,30.107/255.255.2!

© Domain Name / IPv4

Peer Gateway Address
@ Static o Primary | 10.214.30.84
Address Secondary 0.0.0.0

[C] Fall back to Primary Peer Gateway when possible

Fall Back Check 300 [60-86400 seconds)
Interval:

O Dynamic Address @

Authentication

@ Pre-Shared Key | """"

397/751



ZYXEL

www.zyxel.com

3 Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add and

configure a VPN tunnel for the VPN gateway HQ1. Select VPN Tunnel Interface as the

application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings

E Enable

Connection Name: HQ1
[] Advence

VPN Gateway

Application Scenario
O Site-to-site
© Site-to-site with Dynamic Peer
© Remote Access (Servar Role)

O Remote Access (Client Role)

@ vpn Tunnel Interface |

VPN Gateway: |HQ] >|  wanl 10.214.30.77, 0.0.0.0

Phaze 2 Setting
SA Life Time: 86400 [180 - 3000000 Seconds]

4 In the same screen, create a VPN tunnel for the VPN gateway HQ2.

Select VPN tunnel Interface as the application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings

& Encole

Connection Name: HGQ2
[] Advence

VPN Gateway

Application Scenaric
O site-to-site
© Site-to-site with Dynamic Peer
© remote Access (Server Role)

© remote Access (Client Role)

©@ vpn Tunnel Interface |

VPN Gateway: |HQQ >| wan2 10.214.30.84, 0.0.0.0

Phase 2 Setting

SA Life Time: 86400 (180 - 3000000 Seconds)
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5 Go to CONFIGURATION > Network > Interface > VTI > Add to create a VTI

for the VPN tunnel HQ1. Enable the connectivity check. Enter the IP address of vitil,

which is configured on USG2.

CONFIGURATION > Network > Interface > VTl > Add

General Seftings

& Encble

Interface Properties
Interface Name:
lone:

vpn-rule:

IP Address Aszzignment
IF Address:
Subnet Mask:

Metric:

vh1
IPSec_VPN v @
[Ha ] o

[10.10.00.10 |

[255.255.255.0 |
0 [0-13]

CONFIGURATION > Network > Interface > VTI > vti1 > Connectivity Check

Connectivity Check

[ Enable Connectivity Check

Check Method: icmp v

Check Perod: 30 [5-600 seconds)

Check Timeout: 5 {1-10 seconds)

Check Fail Tolerance: 5 [1-10}

Check this address: 10.10.10.20 |
6 In the same screen, create a VTl for the VPN tunnel HQ2.

CONFIGURATION > Network > Interface > VTl > Add

General Settings

& Enable
Interface Properties

Interface Name: wii2

Ione: IPSec_WPMN v 9
vpn-rule: |HQZ V| 0
IP Address Assignment

IP Address:
Subnet Mask:

Metric: 0 [0-15]

399/751



ZYXEL

www.zyxel.com

CONFIGURATION > Network > Interface > VTI > vii2 > Connectivity Check

Connectivity Check
Enable Connectivity Check
Check Method: icmg |
Check Period: 30 [5-600 seconds]
Check Timeout: 5 [1-10 seconds)
Check Fail Tolerance: 5] [1-10)
Check this addrass: 10.10.11.20
7 Go to CONFIGURATION > Network > Interface > Trunk > User

Configuration > Add to create a new trunk. Add vti1 and vti2 to the new frunk.

CONFIGURATION > Network > Interface > Trunk > User Configuration > Add

Name: [HG_wi_trunk |
Load Balancing Algorithm: Least Load First e
Load Balancing Index(es): Outbound w7

@ Add H Edit W Remove &M Move

1 wiil 'Acﬁve 1048576 kbps
2 [wio " Active " 1048576 kiops
Fage of 0 Show (80 || items Mo data to display
8 Go to CONFIGURATION > Network > Routing > Policy Route > Add to

configure a policy route.

Source Address: LANT_SUBNET (192.168.1.0/24)
Destfination Address: BO_subnet (192.168.11.0/24)
Next-Hop: HQ_vti_trunk

SNAT: none

CONFIGURATION > Network > Routing > Policy Route > Add
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Configuration
Encble
Description: [Optional)
Criteria
User: any >
Incoming: any (Excluding ZyV | v
Source Address: |LAN1_SUBNEF Vl
Destination Address: IBO_subnef V|
DSCP Code: any >
Schedule: none v
Service: any hd
Next-Hop
Type: |Trun|-c "l
Trunk: |HQ_v+i_irunk Vl
DSCP Marking
DSCP Marking: preserve ¥
Address Translation
Source Network Address Translation: nons N
9 Connect the VPN tunnels when the VTls are ready. Go to

CONFIGURATION > VPN > IPSec VPN > VPN Connection to connect the VPN tunnels.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Connect

VPN Cecnnection VPN Gateway Concentrator Configuration Provisioning

= Configuration Download
Global Sehing =l Walkihrough $ Troubleshoating ﬁ VPN Client a VPN
[ Use Policy Route to control dynamic IPSec rules

[Tignore "Don't Fragment” setting in IPv4 header i}

IPv4 Configuration

1 9@ H@1 HQ1 any/any
2 9@ HG2 HGQ2 any/any
Page |1 of 1 Show (80 || items Displaying 1 -2 of 2
10 Go to CONFIGURATION > Network > Interface > VTI. You will see that the

status of the VTl is up when the corresponding VPN tunnel is established.

CONFIGURATION > Network > Interface > VTI
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Port Role Ethernet PPP Cellular Tunnel VLAN Bridge
Configuration
QAdd & | |
1 9@ whil 10.10.10.10/24 HQ1
2 @% wii2 10.10.11.10/24 H@2
Page |1 of 1 Show |80 |»|items Displaying 1-2of 2

Set Up the ZyWALL/USG VTI of Corporate Network (Branch)

1 In the ZyWALL/USG, go to CONFIGURATION > VPN > IPSec VPN > VPN
Gateway > Add to create the VPN gateway BO1 with wan1.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add

General Settings
Encxb\e

VPN Gateway Nome:

IKE Version
@ JKEV]

@ IKEv2

Gateway Settings

My Address
@ |nterface wan | ~ DHCP client -- 10.214,30.77/255.255.25!

© Domain Name / IPv4

Peer Gateway Address

@ static o Primary  [10.214.30.106
Adldress Secondary0.0.0.0
[ Fall back to Primary Peer Gateway when possible

Fall Back Check 300
Interval:

© Dynamic Address @

[40-86400 seconds)

Avuthentication

@ pre-shared Key | -------- I

2 In the same screen, create the VPN gateway BO2 with wan2.

CONFIGURATION > VPN > IPSec VPN > VPN Gateway > Add
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General Seftings
Aencole
VPN Gateway Name:
IKE Version
@ |KEv]
O KEv2
Gateway Settings
My Address
@ |mterface [wan2 ~|  DHCP dlient - 10.214.30.84/255.255,25!
© Domain Name / IPv4
Peer Gateway Address
@ static Primary 10.214.30.107
Address Secondary|0.0.0.0
[CIFall back to Primary Peer Gateway when possible
Fall Back Check 300 [60-84400 s=conds]
Interval:
O Dynamic Address @
Avuthentication
@ Pre-shared Key |"'"'" I
3 Go to CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add and

configure a VPN tunnel for the VPN gateway BO1. Select VPN Tunnel Interface as the

application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings

EFEnable

Connection Name: BO1
¥ Advance

VPN Gateway

Application Scenaric
© site-to-site
© site-to-site with Dynamic Peer
© Remote Access (Server Role)

© Remote Access (Client Role)

@ vpn Tunnel Interface |

VPN Gateway: BO1 hd wanl 10.214.30.106, 0.0.0.0

Phaze 2 Setfting

SA Life Time: 56400 {180 - 30000030 Seconds)
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4 In the same screen, create a VPN tunnel for the VPN gateway BO2.

Select VPN tunnel Interface as the application scenario.

CONFIGURATION > VPN > IPSec VPN > VPN Connection > Add

General Settings

F Enable

Connection Name: BO2
Advance

VPN Gateway

Application Scenario
O Site-to-site
D Site-to-site with Dynamic Peer
O Remote Access (Server Role)

© Remote Access [Client Role)

© vpn Tunnel Interface |

VPN Gateway: [Bo2 ~|  wan2 10.214.30.107, 0.0.0.0
Phaze 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
5 Go to CONFIGURATION > Network > Interface > VTl > Add to create a VTI

for the VPN tunnel BO1. Be aware that the IP address of this VIl must be in the same

subnet as vtil on USG1.

In this example, the IP address and subnet mask of vtil on USG1 is 10.10.10.10 and

255.255.255.0 respectively. The IP address of viil on USG2 must be in the subnet of

10.10.10.0/24. Enable the connectivity check. Enter the IP address of vii1l, which is

configured on USG1.

CONFIGURATION > Network > Interface > VTl > Add
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General Settings

Enc:ble

Interface Properties

Interface Name:
lone:

vpn-rule:

IP Addresz Azzignment

IP Address:

Subnet Mask:

Metric:

[ i1 |

IPSec_VPN v
(8O ~ |
l10.10.10.20 |
|255.255.255.0 |
0

[0-15)

www.zyxel.com

CONFIGURATION > Network > Interface > VTI > vii1 > Connectivity Check

Connectivity Check

[FlErable Connectivity Check
Check Method: icmg ¥
Check Pericd: 30 [5-400 seconds)
Check Timeout: 5 {1-10 seconds)
Check Fail Tolerance: 3 (1-10)
Check this addrass: 10.10.10.10

6 In the same screen, create a VTl for the VPN tunnel BO2. Be aware that

the IP address of this VTI must be in the same subnet as vti2 on USG1. In this example,

the IP address and subnet mask of vti2 on USG1 is 10.10.11.10 and 255.255.255.0

respectively. The IP address of vii2 on USG2 must be in the subnet of 10.10.11.0/24.

Enable the connectivity check. Enter the IP address of vti2, which is configured on

USG1.

CONFIGURATION > Network > Interface > VTl > Add
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General Settings

Encble

Interface Properties

Interiace Name: |Vﬁ2 |
lone: |PSEC_\#’PN R o
vpn-rule: [e02 x| ©

IP Address Azzignment

IP Address: [10.70.11.20 |
Subnet Mask: [255.255.255.0 |
Metric: 0 [0-15)

CONFIGURATION > Network > Interface > VTI > vii1 > Connectivity Check

Connectivity Check
[ Enable Connectivity Check
Check Method: icmp |
Check Perod: 30 [5-600 seconds)
Check Timecut: 5 [1-10 seconds)
Check Fil Tolerance: 5 (1-10}
Check this address: [10.10.11.10 |
7 Go to CONFIGURATION > Network > Interface > Trunk > User

Configuration > Add to create a new trunk. Add vti1l and vti2 to the new frunk.

CONFIGURATION > Network > Interface > Trunk > User Configuration > Add

Mame: |BO_Vii_1runk |
Load Belancing Algorithm: Least Load First A
Load Balancing Index|es): Qutbound g

Add B Edit W Remove oM Move
+]

1 [ [ Aciive 1048576 kiops
2 |wvti2 Active " 1048575 kbps
Fage of 0 Show (30 |»|items MNo data to display
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8 Go to CONFIGURATION > Network > Routing > Policy Route > Add to

configure a policy route.

Source Address: LANT_SUBNET (192.168.11.0/24)
Destination Address: HQ_subnet (192.168.1.0/24)
Next-Hop: BO_vti_trunk

SNAT: none

CONFIGURATION > Network > Routing > Policy Route > Add

Configuration
[ Enable
Description: [Optional)
Criteria
Uszer: any v
Incoming: any (Excluding IyV| v
Source Address: |LAN 1_SUBMET V|
Destination Address: |HQ_3UbneT V|
DSCP Code: any v
Schedule: none b
Service: any v
Next-Hop
Type: |Trun|-< Vl
Trunk: | BO_wii_trunk ¥ |
DSCP Marking
DSCP Marking: preserve v
Addreszz Tranzlation
Source Nehwork Address Translation: |none Vl
9 Connect the VPN tunnels when the VTls are ready. Go o

CONFIGURATION > VPN > IPSec VPN > VPN Connection to connect the VPN funnels.
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CONFIGURATION > VPN > IPSec VPN > VPN Connection > Connect

Configuration
M Enable
Description: [Optional)
Criteria
User: any b
Incoming: any [Excluding ZyV| ¥
Source Address: |LAN 1_SUBMNET V|
Destination Address: |HQ_subnef V|
DSCF Code: any v
schedule: nons v
Service: any ¥
Next-Hop
Type: |Trun|-< v|
Trunk: | BO_wii_trunk e |
DSCP Marking
DSCP Marking: preserve ¥
Address Translation
Source Nehwork Address Translation: |none Vl
10 Go to CONFIGURATION > Network > Interface > VTI. You will see that the

status of the VTl is up when the corresponding VPN tunnel is established.

CONFIGURATION > Network > Interface > VTI

Port Role Ethernet PPP Cellular Tunnel VLAN Bridge VI Trunk
Configuration
©Add o
1 e wiil 10.10.10.20/24 BO1
2 9@ wii2 10.10.11.20/24 BO2
Page (1 of 1 Show |80 |»| items Displaying 1-2 of 2

Test the IPSec VPN Tunnel

1 To test whether or not a tunnel is working, ping from a PC in LAN1 of USG1

to a PCin LAN1 of USG2 and vice versa.

PC of USG1 (192.168.1.34) > Window 7 > cmd > ping 192.168.11.33

408/751



ZYXEL

C:slUzers>ping 122.168.11.33 -t

S

Ping 192.168.11.33 (fiEH 32 i
2 11.33:
11.33:
.168.11.33:
.168.11.33:
.168.11.33:
.168.11.33:
.168.11.33:
.168.11.33:

192,

122,

122
122
122
122
192
192

168.
168.

C:sllzers>ping 172.168.1._.34

Ping 192.168.1.34 <1$EEJ 32 {i

192.
192
192
192
192
192
192
192

Eifi =]
Eifi =]
Eifi =]
Bl =]
Bl =]
Bl =]
EEE
EEE

168.1.34:

-168.1.34:
-168.1.34:
-168.1.34:
-168.1_34:
-168.1_34:
-168.1_34:
-168.1_34:

H# Féﬁ=1 ms
H# Féﬁ=1 ms
HFR=1ms
HFR=1ms
HFE=1ms
HFE=1ms
HFE=1ms
HFR=1ms

H%Fﬁ ims
HFR=1ms
HFRI=1ms
HFRI=1ms
HFRI=1ms
HER=1ms
H¥ER=1ms

TTL=125%
ITL=124
TTL=125
TTL=124
TTL=125
TTL=124
TTL=12%
TTL=124

ITL=
ITL=
ITL=
ITL=
ITL=
TTL=125%
TTL=124
TTL=125%

124
125
124
125
124

2 To test whether or not VPN failover is working, unplug wan1 of USG1. Then

ping from a PC in LAN1 of USG1 to a PC in LANT of USG2 and vice versa.

Check the VPN status of the USG1 in the MONITOR > VPN Monitor > IPSec screen.

1 §162L44290

PC of USG1 (192.168.1.34) > Window 7 > cmd > ping 192.168.11.33

VPN10D HQ2

0.0.0.0/1<>0.0....

C:sUsers>ping 192.168.11.33 —t

Ping 192.168.11.33 ([ﬁﬁﬂ 3
FRE

0.214.30.107

TTL=125%
ITL=124
TTL=125%

TTL=124
TTL=125%
TTL=124
TTL=125
TTL=124

P:10.214.30.84 562

72878

205(11070...

285(17100...
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Check the VPN status of the USG2 in the MONITOR > VPN Monitor > IPSec screen.

T 5162044220 WPNI0O HQZ 0.0.0.0/1<=0.0....  10.214,30.107 P:10.214.30.84 562 72878 205(11070... 285(17100...

PC of USG2 (192.168.11.33) > Window 7 > cmd > ping 192.168.1.34

C:sUsersping 192 _168_1_34

Ping 192.168.1.34 ¢{FHH CEHRSE
TRE 192.168.1.34: {3 i =1ns TTL=124
.168.1.34: iFf]=1ms TTL=125
.168.1.34: FE=1ms TTL=124
.168.1.34: iFf]=1ms TTL=125
.168.1.34: {3 FR=1ms TTL=124
L168.1.34: {if7 iFR=1ms TTL=125
.168.1.34: IFf=1ms TTL=124
.168.1.34: {3 HF@=1ms TTL=125

ek ek e ek e e

What Can Go Wrong?

1 If you see below [info] or [error] log message, please check ZyWALL/USG
Phase 1 Settings. Both ZyWALL/USG at the HQ and Branch sites must use
the same Pre-Shared Key, Encryption, Authentication method, DH key

group and ID Type fo establish the IKE SA.

MONITOR > Log

info IKE [COOKIE] Invalid cookie, no sa found IKE_LOG
info IKE Recv:[NOTIFY:NO_PROPOSAL_CHOSEM] IKE_LOG
info IKE [SA] : Tunnel [HQ1] Phase 1 proposal mismatch IKE_LOG

2 If you see that Phase 1 IKE SA process done but still get below [info] log
message, please check ZyWALL/USG Phase 2 Settings. Both ZyWALL/USG
at the HQ and Branch sites must use the same Protocol, Encapsulation,

Encryption, Authentication method and PFS to establish the IKE SA.
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MONITOR > Log

info IKE Recv:[HASH][NOTIFY:NO_PROPQOSAL_CHOSEN] IKE_LOG
info IKE Send:[HASH][SA] [NONCE][ID][ID] KE_LOG
info IKE Send:[HASH] [NOTIFY:NO_PROPOSAL_CHOSEN] IKE_LOG
info IKE [5A] : Mo proposal chosen IKE_LOG
info IKE [8A] : Tunnel [BO1] Phase 2 proposal mismatch IKE_LOG
info IKE Recv:[HASH][SA][NONCE][ID][ID] KE_LOG
info IKE Phase 1 IKE 5A process done IKE_LOG
3 Make sure the both ZyWALL/USG at the HQ and Branch sites security
policies allow IPSec VPN fraffic. IKE uses UDP port 500, AH uses IP
protocol 51, and ESP uses IP protocol 50.
4 Default NAT traversal is enable on ZyWALL/USG, please make sure the
remote IPSec device must also have NAT fraversal enabled.
5 Make sure the both ZyWALL/USG at the HQ and Branch sites use static IP
address because VPN Tunnel Interface does not support dynamic peer.
6 Make sure policy routes are configured to control traffic between the
subnet of HQ and Branch through VTI.
7 Mcake sure that the IP address of VTl at the Branch must be in the same

subnet as viil on HQ. For example, the IP address and subnet mask of
viil on HQis 10.10.10.10 and 255.255.255.0 respectively. The IP address of
vtil on the Branch must be in the subnet of 10.10.10.0/24; the IP address
and subnet mask of vti2 on HQ is 10.10.11.10 and 255.255.255.0
respectively. The IP address of vti2 on the Branch must be in the subnet

of 10.10.10.0/24, and so on.
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How to configure the USG when using a Cloud Based SIP
system

This example shows how to configure USG when there is a Cloud Based SIP system. The
IP phones are more and more popular nowadays. USG supports the scenario as IP

phones located in LAN and connect to internet to register the SIP server.

USG SIp

I — |, —

- D
IP STy AL

IP

SIP Phone connects to SIP server via USG.

\Q’No’re: All network IP addresses and subnet masks are used as examples in this arficle. Please
replace them with your actual network IP addresses and subnet masks. This example was

tested using USG210 (Firmware Version: ZLD 4.25).
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Set Up the SIP ALG

Go to CONFIGURATION > Network > ALG, and check “Enable SIP ALG". Also, check the

“Enable SIP Transformations” if the SIP content which is needed to be transform. Then

click “Apply".

CONFIGURATION > Network > ALG
ALG

SIP Settings

Enable SIP ALG
Enable SIF Transformations

SIF Media Inactivity Timeout : 120 [seconds)
SIP Signaling Inactivity Timeout : 1800 [seconds)
Restrict Peer to Peer Signaling Connection
Restrict Peer to Peer Media Connection @

SIP Signaling Port :

& Add & ]

1 5080

Direct-media and Direct-signalling are activated after ZLD 4.25. We can use the CLI to
show the status. When the two options are yes, it will change the original sip alg
behavior.

direct-siginalling will expect incoming calls from register only.

direct-media will expect media streams between signalling endpoints only.

Test result

Connect SIP phone to the USG, and check the register status. Register successfully.
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SIP Accounts

# Dizplay Name Ragistration Server Status Registration
1 2436 10,214.30.86 registered Enable

Check the SIP register status on PBX.

# . | Time Priority | Category Message
2 2017-07-07 04:20.... notice  PBXSIP Extension "24 36" registered successfully at 10.214.30.50:5061 with expire time 3276.
3 2017-07-07 04:20.... notice  PBXSIP Extension 2436 registered successfully with expire time 3276

What could go wrong?

SIP phone does not support tfransform itself, but the “SIP Transformations” does not be

checked.
=
48 5.700826 10.251.30.94 10.251.30.58 SIP 523 Request: REGISTER sip:10.251.30.58
49 5.704336 10.251.30.58 10.251.30.94 SIP 559 status: 401 unauthorized (0 bindings)
50 5.737000 10.251.30.94 10.251.30.58 SIP 681 Request: REGISTER sip:10.251.30.58
51 5.742023 10.251.30. 58 10.251.30.94 SIP 586 Request: NOTIFY sip:2436@192.168.1.33:5060

| I

H Frame 51: 586 bytes on wire (4688 bits), 386 bytes captured (4688 bits)
¥ Ethernet II, src: ZyxelCom 33:cf:8e (cc:5d:4e:33:cf:8e), Dst: 5c:f4:ab:f8:fd:54 (5c:f4:ab:f8:fd:54)
¥ Internet Protocol Version 4, Src: 10.251.30.58 (10.251.30.58), Dst: 10.251.30.94 (10.251.30.94)
F User Datagram Protocol, Src Port: sip (5060), Dst Port: sip (5060)
Source port: sip (5060}
Destination port: sip (5060)
Length: 552
Checksum: 0x0571 [validation disabled]
F Session Initiation Protocol
© Request-Line: NOTIFY 5ip:2436@192.168.1.33:5060 SIP/2.0

El Message Header
via: S5IP/2.0/uUDP 10.251.30.58:5060; branch=z9hc4bk10f6cfa3;rport
Max-Forwards: 70
M Erom: "TSR" esintTSEAIN 251 30 S8+ tan—asTehafNha

SIP phone will contact with outside as not direct-signalling and direct media, but the

default setting on USG is on

How to block HTTPS websites by Domain Filter without
applying SSL Inspection

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service without SSL-Inspection. The filtering feature is based on more than 50
Managed Categories built in ZyWALL/USG such as pornography, gambling, hacking,
etc.

When user makes HTTPS request, the information contains a Server Name Indication
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(SNI) extension fields in server FQDN. Using the SNI to query category from Commtouch

engine, then take action when it matches the block category in Content Filter profile.

ZyWALL/USG Domain Filter Example

cr— K]
Local Network l
Network 192.168.1.0 8 i
Netmask 255.255.255.0
ntent
=) D oA Filtering
] <0 *
:er:o: Network Inventory  File e — 4‘@
Desktop  Extend Server Sharing
@ Iy o
' ; : Office365 ORACLE'
Syglcm x’p‘; cn%‘ssmm S‘c"r‘\;’c"’ Unified Security Gateway \ l]

office ¢S
WAN 1P 172.124.163.150 WJLLO S J
LAN 1P 192.168.1.1

\‘I

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25)

Set Up the Content Filter on the ZyWALL/USG

Go to CONFIGURATION > UTM Profile> Content Filter > Profile > General Settings. Select
Enable HTTPS Domain Filter for HTTPS traffic.

. :gl Configuration @ Troubleshooting ? Content Fitter
General Setfings Walkthrough

[C] Enable Content Filter Report Report Server ()

Service

[E Enable HTTPS Domain Filier for HTTPS traffic @

Lrop connection when HTTPS connection with 35L V3 or previous
wersion

Content Filter Category Service 10 [1~60 Seconds]
Timeout:

Go to CONFIGURATION > UTM Profile> Content Filter > Profile Management > Add Filter
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Profile > Test Web Site Category. Type URL to test the category and click Test Against

Content Filter Category Server.

Test Web Site Category

URL to test: | hﬂps:f{www.focebo:l
Test Against Content Filter Category Server
f vou think the category is incorrect, click this link to submit arequest to review it

You will see the category recorded in the external content filter server’'s database for
both HTTP and HTTPS Domain you specified.

Message

Caontent Filter Category: Social Metworking
HTTPS Domain Filter Cotegorny: Social Metworking

Go to CONFIGURATION > UTM Profile> Content Filter > Profile Management > Add Filter
File > Custom Service. Configure a Name for you to identify the Content Filter Profile
and select Enable Content Filter Category Service. Select Block to prevent users from
accessing web pages that match the managed categories that you select below.
Select Log to record attempts to access web pages that match the unsafe categories

that you select below.
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General Settings

License Status: Licensed

License Typs: Standard

MName: social_Net_Block

Description: [Optional]

[[] Enable SafeSearch
[ Encble Content Filter Category Service
[ Log all web pages

Action for Unsafe Web Pages: Block |~ [ Log
Action for Managed Web Pages: MlLog
Action for Unrated Web Pages: Wamn > [ Log

Action When Category Server s [ Log

Unavailable:

Warn v

Scroll down to the Managed Categories section, select categories in this section to
control access to specific types of Infternet content. You must have the Content Filtering

license to filter these categories.

Managed Categories
[[] advertisemants & Pop-Ups [ Alcohol/Tobacco [ Arts
[ Business Ol Transportation [ Chat
[ Forums & Newsgroups [ Computers & Technelogy [C] Criminal Activity
[ Dating & Personals [ Download Sites [ Education
[[] Entertainment [l Finance [ Gambling
[ Games [ Government [ Hate & Intolerance
[ Health & Medicine [Clegal Drugs [[] Job Search
[ streaming Media & Downloads [ News [C] Non-profits & NGOs
[ Nudity [Cl Personal Sites [0 Politics
[T Pornography/Sexually Explicit [l Real Estate [ Religion
[[] Restaurants & Dining [[J secrch Engines/Portals [ shopping
@ social Networking [ sports [ Translators
[ Travel [ viclence [ Weapons
[ Web-based Email [ General [ Leisure & Recreation
[ Cults [C] Fashion & Beauty [[] Greeting Cards
[ Hacking [l egal Software [ image Sharing
[ Information Security [ClInstant Messaging [ Peer to Peer
[ Privats IP Addresses [l school Cheating [[] sex Education
[ Tasteless O] Child Abuse Images
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Set Up the Security Policy on the ZyWALL/USG

Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you fo
identify the Security Policy profile. Scroll down to UTM Profile, select Content Filter and

select a profile from the list box (Social_Net_Block in this example).

[ Enable
Mame: |Socic:I_Neiwork_PoIir:|
Description: [Optional)
From: | LANI] V|
To: [ wan -]
Source: any v
Destination: any v
service: any v
User: any v
Schedule: none v
Action: allow v
Log matched traffic: | |no -
UTM Prefile
Content Filter: |Social_Net_Block | ¥|  Log: by profile >
] 35l Inspection: |[none W

Set Up the System Policy on the ZyWALL/USG

Go to CONFIGURATION > System > WWW > Show Advanced Settings > Other, click
Enable Content Filter HTTPS Domain Filter Block/Warn Page.

Other

[ Encble Content Filter HTTPS Domain Filter Block/Warn Fage
Block/Warm Page Fort: 54088

=N

Test the Result

Type http://www.facebook.com/ or hitps://www.facebook.com/ into the browser, the

error message oCcCcurs.
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e
14 ok 3

3

x

&« !_;\ (@ hitp://facebook.. O ~ € X || @ Access Denied
i)

-

Web access is restricted. Please contact the
administrator. (Social Networking)

(If you feel this site has been improperly categorized,
please visit here to submit a review.)

.@ https://facebook.. 0~ & X .@ Internet Explorer cannot dis... %

9 Internet Explorer cannot display the webpage

What you can try:

[ Diagnose Connection Problems ]

(= More information

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as below.
HTTP fraffic log matches (Content Filter) and HTTPS traffic log matches (HTTPS Domain

Filter) in message field.
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Monitor > Log

#~  Time Priority Category Message Source Destination Note
1 2016-03-17 02:22:39 notice Security Policy Control Match default rule, DROP [count=2] 10.251.31,91:17500 255.255.255.255:17500 ACCESS BLOCK
2 alert Blocked web sites facebook.com : Social Networking, Rule_id=1 {Content Filter) 192,168.1,33:18424  66,220,158,58:80 NEB BLOCK
3 -17 02:22:35 alert Blocked web sites facebook.com : Social Networking, Rule_id=1 {HTTPS Domain Filter) 192 \1,33:51728  31,13.79.220:443
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How to Configure Content Filter 2.0 with Geo IP Blocking

The Content Filter 2.0 - Geo IP blocking offers identify the country based on IP address,
it allows you to block the client accessing to certain country based on organizational
policy.

When user makes HTTP or HTTPS request, ZyWALL/USG query IP address from MaxMind
database, then take action when it matches the block country in Content Filter profile.
If you have a local web site and your primary market is local people, then there is no
need to let any other countries index or waste bandwidth on your server.

Also this feature offer an easy and effective way to prevent bogus, bots, brute force

hacks, vulnerability scanners, and web crawlers from other countries.

— B
Unified Security Gateway
http://csosuppport.ddns.net

[ Je——
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Go to CONFIGURATION > Object > Address/Geo IP > Address > Add Address Rule.

| +7 Edit Address Rule Taiwan

OK

Mame: Taiwan
Address Type: GEOGRAPHY b
Country: Taiwan A

?

Cancel

*

Go to CONFIGURATION > Object > Address/Geo IP > Address, you can see the

customized GEOGRAPHY address.

Address Address Group Geo IP
IPv4 Address Configuration
© Add [ Edit W Remove Object References
#  Name Type IPv4 Address »
1 wan2 INTERFACE TP wan2-10.251.30.90
2 LANZ_SUBMNET INTERFACE SUBNET |an2-192.166.2.0/24
3 LAN1_SUBNET INTERFACE SUBNET lan1-192.168.1.0/24
4 DMZ_SUBMNET INTERFACE SUBNET dmz-192.168.3.0/24
5  Taiwan GEOGRAPHY Bsivan-all
fe=rp TPEOT-Relay HOST TOreE.o0.T

7 12tp_poaol RAMNGE 192.168.10.10-192.168.10.20
] RFC1918_3 SLBNET 192.168.0.0/16
Q RFC1918 2 SLBNET 172.16.0.0/12

Set Up the Security Policy on the ZyWALL/USG
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Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you

to identify the Security Policy profile. Set Geo IP traffic from WAN to LAN allow source

from local country (geo_allow_policy in this example).

| Edit Policyl

5] Creats new Object -
Enable
Mame: geo_allow_policy
Description: (Optional)
Fram: WAN b
To: LAML -
Source: Taiwan i
Destination: [any [
Service: any b
Usar: any »
Schedule: none i
Action: allow b
Log matched traffic: 'ﬁ [~

Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you

to identify the Security Policy profile. Set traffic from WAN to LAN deny

(geo_block_policy in this example).

& Add corresponding

LS] Create new Object =
Enzble
MName: geo_block_palicy
Description: (Optionaly
From: [wan ~ |
Tao: LAM1 23
Source: any =z
Destination: any mo
Service: any mo
Usar: any ™
Schedule: nong B

r Action: rﬁ [~ ]
Log denised traffic: 'no 2

Test the Result
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Type hitp://csosuppport.ddns.net/ into the browser, and the http can be reached.

<« ' [1 csosuppport.ddns.net

folder

/

0 folders, 1 files - Total: 114.97 MB
Filename Filesize Filetime Hits
B UsSc1100_4.10(AAPK.0)C0.zip | 114.97 MB || 2016/3/16 F4 11:54:12 o

Go to the ZyWALL/USG Monitor > Log, you will see [notice] log message such as

below. Traffic matches Geo IP policy will be blocked and shows in message field.

viewton | e 0 oo |

Show Filter

Logs

Category: All Logs v

& Email Log Now | & Refresh | & Clear Log

#= Time Priority ~ Category Message Source Destination Note
1 2016-08-04 1. notice  Security Palic... priority:1, from WAN to LAN1, TCP, service others, DNAT Packet, ACC... B 114 34.747.205:641. 192.168.1.34:80  ACCESS FORW...
2 2016-08-04 1. iti S Palic... 21, fi . ; — . 192.168.1.34:80  ACCESS FORW._
notice - Security Polic... - pronty:L, from o ity:1, from WAN to LANL, TCP, service others, DNAT Packet, ACCEPT [05:641.
3 2016-08-04 1. notice  Security Palic... priority:1, from WAN to LANI, TCP, service others, DNAT Packet, ACC.. Bl 114 34.747.205:641. 192.168.1.34:80  ACCESS FORW...
4  2016-08-04 1. notice  Security Polic_.  priority:1, from WAN to LAN1, TCP, service others, DNAT Packet, ACC.. M 114 34.247.205:641_ 192.168.1.34:80  ACCESS FORW..

¥

Page |1 of 1 Show |50 || items Displaying 1 - 4 of 4

What Could Go Wrong?

1. The Security Policy configured wrong. The fraffic cannot access the LAN server.

# Time Priarity Category Message Source Destination Note
5 2016-08-19 1. alert Security Polic..  Match default rule, DNAT Packet, DROP [count=3] B 114.34.247.205... 192.168.1.34:80 ACCESS BLOCK

6 2016-08-19 1... alert Security Polic...  Match default rule, DNAT Packet, DROP [count=3] Bl 114.34.247.205: 192.168.1.34:80 ACCESS BLOCK

- 1 £1 b =0 i Dical 1 £

2. The Content-Filter service ix expired. Since Geo-IP server is bind with Content-Filter

license, there must be available date for Content-Filter service.

424/751


http://csosuppport.ddns.net/

ZYXEL ——

How to Configure Content Filter 2.0 with HTTPs Domain Filter
Application Scenario

The Content Filter with HTTPs Domain Filter allows you to block HTTPs websites by
category service without SSL-Inspection. The filtering feature is based on 64 categories
built in ZyWALL/USG such as pornography, gambling, hacking, etfc.

When user makes HTTPS request, the information contains a Server Name Indication
(SNI) extension fields in server FQDN. Using the SNI to query category from local cache
then cloud database, then take action when it matches the block category in Content
Filter profile.
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Local Network
Network 192.168.1.0
Netmask 255.255.255.0

e [ N
see \.B
Remote  Network Inventory File
Desktop  Extend Server Sharing

A~ @ I =

8l Web OA ERP,  Email .
System Apps CRM System Server Unified Security Gateway

WAN 1P 172.124.163.150
LAN 1IP 192.168.1.1

Google Apps for B

\ ] Office365 ORACLE
wehex

office ¢ fj';

Set Up the Content Filter on the ZyWALL/USG

Go to CONFIGURATION > UTM Profile> Content Filter > Profile > General Settings. Select

Enable HTTPS Domain Filter for HTTPS traffic.

[ Enable HTTPS Domain Filter for HTTPS fraffic @

[¥| Drop connection when HTTPS connection with SSL V3 or previous
version

Content Filter Category Service 10 {1~60 Seconds)

Timeout:

= Configuration $ . §
} ] Troubleshooting ? Content Filter
General Settings Walkthrough
O Enable Content Filter Report Report Server (@)
Service

Go to CONFIGURATION > UTM Profile> Content Filter > Profile Management > Add Filter
Profile > Test Web Site Category. Type URL fo test the category and click Test Against

Content Filter Category Server.

Test Web Site Category

[hTTps:Hchebook.cor]

URL to test:
Test Against Content Filter Category Server

incorrect, click this link to submit a request to review it.

If vou think the category is inc
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You will see the category recorded in the external content filter server’s database for

both HTTP and HTTPS Domain you specified.
Message

Content Filter Category: Social Netwarking
HTTPS Domain Filter Category: Social Networking

Go to CONFIGURATION > UTM Profile> Content Filter > Profile Management > Add Filter

File > Custom Service. Configure a Name for you to identify the Content Filter Profile
and select Enable Content Filter Category Service. Select Block to prevent users from
accessing web pages that match the managed categories that you select below.
Select Log to record attempts to access web pages that match the unsafe categories

that you select below.

General Settings

License Status: Licensed

License Type: Standard

Name: | social_Nef_Block |
Description: [Optional)

[l Enable safesearch
Enable Content Filter Category Service
[[1Log all web pages

Action for Unsafe Web Pages: Block |~ [liog

Action for Managed Web Pages: Eiog

Action for Unrated Web Pages: Warn na CLog

Action When Category Server Is warmn = CLog
Unavailable:

Scroll down to the Managed Categories section, select categories in this section to
control access to specific types of Internet content. You must have the Content Filtering

license to filter these categories.
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Category Service Custom Service
Advertisements & Pop-Ups [T Alcohol/Tobacco

[ Business

[l Forums & Newsgroups
[ Dating & Personals

[ Entertainment

[ Games

[ Hedlth & Medicine

] streaming Media & Downloads

[ Nudity

[ Pomography/Sexually Explicit
[l Restaurants & Dining
[Fsocial Networking

O travel

[l web-based Email

[ cults

[ Hacking

[ Information Security

[T Arfs
[[] Transportation [l Chat
[[] computers & Technology [T] Criminal Activity
[l Download Sites [Tl Education
[[I Finance [ Gambling
[ Government [/ Hate & Intolerance
[ legal Drugs [T} Job Search
[ News [ Non-profits & NGOs

[[] Personal Sites

[ Real Estate

[T] search Engines/Partals
[ sports

[ violence

[[] General

["] Fashion & Beauty

[ legal Software

[T Instant Messaging

[ Politics

[T Religion

[ shopping

[T Translators

[C Weapons

[ Leisure & Recreation
[ Greeting Cards

[ Image Sharing

[ Peer to Peer

Set Up the Security Policy on the ZyWALL/USG

Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you to
identify the Security Policy profile. Scroll down to UTM Profile, select Content Filter and

select a profile from the list box (Social_Net_Block in this example).
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u= Create new Object¥

& Enable
Name: | social_Net_Policy |
Descripfion: [Optional)
From: |LAN2 ~]
To: |WAN ]
Source: any v
Desfination: any v
Service: any v
User: any v
Schedule: none v
Action: allow h
Log maftched fraffic:  no v

UTM Profile
B  ContentFiltler: [Social_Net_Block |v| Log: by profie v

Set Up the System Policy on the ZyWALL/USG

Go to CONFIGURATION > System > WWW > Show Advanced Seftings > Other, click
Enable Content Filter HTTPS Domain Filter Block/Warn Page.

Other

Enc:ble Confent Filter HTTPS Domain Filfer Block/Warn Page
Block/Warn Page Port: 54088

oty | rese
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Test the Result

Type http://www.facebook.com/ or hitps://www.facebook.com/ into the browser, the

error message occurs.

&« C (0 | A Notsecure | b#pS//facebook.com W Oll ©

A

Your connection is not private

Attackers might be trying to steal your information from facebook.com (for example,
passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY_INVALID

OJ Automatically send some system information and page content to Google to help detect
dangerous apps and sites. Privacy policy

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as below.
HTTP traffic log matches (Content Filter) and HTTPS traffic log matches (HTTPS Domain

Filter) in message field.

Monitor > Log

28 20... aleri Blockedw... facebook.com :Social Networking, Rule_id=1, S§I=N (HTTPS Domain... 192.168.2.3. Il37 . WEBBLOCK
29 20... alert Blockedw... facebook.com : Social Networking, Rule_id=1, SSI=N (HTTPS Domain... 192.168.2.3... K137 WEBBLOCK
30 20... alert Blockedw... facebook.com :Social Networking, Rule_id=1, SSI=N (HTTPS Domain... 192.168.2.3... El31... WEBBLOCK

What Could Wrong?

1. “Enable HTTPS Domain Filter for HTTPS traffic” is not checked.
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Profile Trusted Web Sites Forbidden Web Sites
=, Configuration . )
General Settings = walhrough @ — Y Content Fiter
[Tl Enable Content Filter Report

- Report Server
Service o

[ Enable HTTPS Domain Filter for HTTPS traffic @
|¥. Drop connection when HTTPS connection with SSL V3 or previous
version

Contfent Filter Category Service 10 {1~60 Seconds)
Timeout:

HTTPs traffic will pass.

| & hitpsy//www.facebook.com

How to block the client accessing to certain country using
Geo IP and Content Filter

The Content Filter with Geo IP offers identify the country based on IP address, it allows

you to block the client accessing to certain country based on organizational policy.

When user makes HTTP or HTTPS request, ZyWALL/USG query IP address from MaxMind

database, then take action when it matches the block country in Content Filter profile.

ZyWALL/USG Geo IP Example
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| e
Germany
= 1B eeee ] Unite State

Unified Security Gateway

\Q’Note: All network IP addresses and subnet masks are used as examples in this
arficle. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG310 (Firmware Version: 4.25)

Check Geo IP License Status on the ZyWALL/USG
Go to CONFIGURATION > Licensing > Registration > Service, the Geo IP Service should

be Licensed fo configure this feature.
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[ 1 Content Filier 2.0 Licensed Standard 2018-7-6 N/A ] Rene

2 SSL VPN Service Licensed Standard &0 Buy
3 Managed AP Service Default Standard 4 Buy
4 Iymesh Service Not Licens... N/A

5 Concurrent Device Upgr... Default Standard 200 Buy
6  Device HA Pro Not Licens... N/A Buy
7 Firmware Upgrade Service  Not Licens... N/A

8 SecuReporter Not Licens... N/A Buy

Set Up the Address Objet with Geo IP on the ZyWALL/USG

Go to CONFIGURATION > Object > Address/Geo IP > Address > Add Address Rule.

& Add Address Rule
Name: [geol ]
Address Type: | GEOGRAPHY |
Country: [ China |

ok | concer

Go to CONFIGURATION > Object > Address/Geo IP > Address, you can see the
customized GEOGRAPHY address.

@ Add
1 DMZ_SUBNET INTERFACE SUBNET geé6-192.168.3.0/24 0 -
2 |Péto4-Relay HOST 192.88.99.1 0
3 LAN_SUBNET_GE4 INTERFACE SUBNET ge4-192.168.1.0/24 0
4 LAN_SUBNET_GES INTERFACE SUBNET geb-192.168.2.0/24 0
5 RFC1918_1 SUBNET 10.0.0.0/8 1
6 RFC1918_2 SUBNET 172.16.0.0/12 1
7 RFC1918_3 SUBNET 192.168.0.0/16 1
8 Taiwan GEOGRAPHY B Givvan-Al 1
9 geol GEOGRAPHY B hina-All 0
10 geo? GEOGRAPHY ™o rrany Al 0

Go to CONFIGURATION > Object > Address/Geo IP > Address Group> Add Address
Group Rule, add all customized GEOGRAPHY address into the same Member object.
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€} Add Address Group Rule
CIoup mempers

Name: geo_block

Description:
Address Type: GEOGRAPHY N

Member List

=== Object ===
Taiwan
geol
geo?

-

1 »

o] cancel

Set Up the Security Policy on the ZyWALL/USG

Go to CONFIGURATION > Security Policy > Policy Control, configure a Name for you to
identify the Security Policy profile. Set deny Geo IP traffic from LAN to WAN

(geo_block_policy in this example).
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€» Add corresponding
. Create new Objectw

Enable

Name: [geo_block_palicy |

Description: [Optional)

From: [LANT ~]

To: [WAN v]

Source: any e

Destination: | geo_block ¥

Service: any v

User: any v

Schedule: none v

Action: [deny v

Log denied fraffic: [log alert |~|

ok |

Test the Result

Type http://www.pku.edu.cn/ or https://www.rwith-aachen.de/ into the browser, sites

can't be reached.
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Tkt phu edu e,

€« — X [0 www.pkueducn < ®

This site can’t be reached
www._pku.edu.cn took too long to respond.

Show saved copy Details

Connecting...

/€ httpsy/fwerwrwth-aachs X

€ = X [ httpsy//www.rwth-aachen.de w @

(=

| This site can’t be reached

www.rwth-aachen.de took too long to respond.

Connecting..

Go to the ZyWALL/USG Monitor > Log, you will see [notice] log message such as

below. Traffic matches Geo IP policy will be blocked and shows in message field.
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Logs
Category Mg
B Email Log Now | @ Refresh | ¢ Clear Log
Ti... Pr... Category Message Source Destin....

1T 2. «a Security P...  priotity:1, from LAN2 to WAN, TCP, service ofhers, DROP [count=2] 192.168.2.3... i) = ACCESSBLOCK*
2 2. al. SecurityP... prority:1, from LAN2 to WAN, TCP, service others, DROP [count=2] 192.168.2.3... @715 ACCESSBLOCK
3 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=2] 192.168.2.3... 4| = ACCESS BLOCK
4 2. dal... SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=2] 192.168.2.3... 15 = ACCESS BLOCK
5 2. al. SecurityP... prorty:], from LAN2 to WAN, TCP, service others, DROP [count=3] 192.148.2.3... ™37  ACCESSBLOCK
6 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... M 37  ACCESSBLOCK
7 2. al.. SecurtyP.. Match defaultrule, DROP [count=4] 10.214.30.3... 10.214.... ACCESS BLOCK]
8 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... 4| = ACCESS BLOCK
9 2. dl.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... gy . ACCESS BLOCK
10 2... al.. SecutityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... gy = ACCESSBLOCK
11 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... W4y =~ ACCESS BLOCK
12 2... al.. SecurtyP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... ¢~ ACCESSBLOCK
13 2. al.. SecutityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... Mgy =~ ACCESS BLOCK
14 2. al.. SecurityP... priority:1, from LAN2 to WAN, TCP, service others, DROP [count=3] 192.168.2.3... 142 = ACCESSBLOCK
15 2... al.. SecurtyP... priority:1, from LAN2 to WAN, TCP, service athers, DROP [count=3] 192.168.2.3... 7142 = ACCESS BLOCK

1 ' e o LANIn ta AN T o e aNaYaY W3 421 1oni1s/0na om cee oy v
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How to Restrict Web Portal access from the Internet
This example shows how to use the VPN Setup Wizard to create a site-to-site VPN with

multiple LAN access to the VPN tunnel. The example instructs how to configure the VPN
tunnel between each site and redirect multiple LAN interface traffic to the VPN tunnel.

When the VPN tunnel is configured, multiple LAN subnets can be accessed securely.

ZyWALL/USG Restrict Web Portal Access from the Internet

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG60 (Firmware Version: ZLD 4.25).

Set Up the ZyWALL/USG System Setting

Go to CONFIGURATION > System > WWW > Admin Service Control > Add Admin ACL

Rule 1. Set the address access action as Deny for ALL address in WAN.

CONFIGURATION > System > WWW > Admin Service Control > Add Admin ACL Rule 1

IIP D00 1L 0 ST U TR T TN O ILTINIEND L AN

@ [HTTPS] Add Admin ACL Rulel [

8 Create new Objectw

Address Object: [ALL >
Zone: I WAN "]
Action: [Deny| ~

ok | Cancel
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HTTPS
Eenabie
Server Port: 443
[[] authenticate Client Certificates  (See Irusted CAs)
Server Certificate: default v

[¥| Redirect HTTP to HTTPS

Admin Service Control

@ Acd
[ 1 awan ALL deny |
- AL ALL accept

Test the Web Access

Login to the device via the WAN interface with the administrator's user name and

password. The screen will show Login denied.

Login to the device via the WAN interface

< C (0 | A Notsecure | b#5//10.214.30.93

7
ZYXEL
VPN300
Enter User Name/Password and click fo login.
@ admin
Login denisd
‘ Login ‘ ‘ SSL VPN ‘

O ©
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Login to the device via the LAN interface with the administrator's user name and

password. The management portal will be displayed.

Login to the device via the LAN interface

A Notsecure | b#pe//192.168.2.1 “ a0 ®

ZYXEL
VPN300

Enter User Name/Password and click to login.
9 admin

‘ Login H SSL VPN ‘

E) Note:

1. Tum on Javascript and Cookie setting in your web browser.
2. Tum off Popup Window Blocking in your web browser.

3. Tumn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chroms.

General VPN

Virtual Device

| 7%
ZYXEL 5 n Tim W
- Rear >
y - -
° == =1l : mEE ol |l |l panel
21% J
=] o% Device Information
"
VPN300 oK
0/0MB
§172115290017 V4,30(ABFC.0)b1s1 / 2017-06-09 21:43:11
253/2000000 >
BB:EC:A3:A9:C0:03 ~ BE:EC:AZA9:CO:0A Not Licensed
Ti
2 Host(s)
= 1 days, 15:43:11
000 switch Tx/Rx Statics Port Selection: Pl N/
Tx
Rx

Go to MONITOR > Log. You can see that the admin login has been denied access from

the WAN interface but it is allowed from the LAN interface.

MONITOR > Log
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Logs
Category: [Oer e
B Email Log Now | @ Refresh | & Clear Log
#a Time Priority Message Source Destination Note:
1 2017-... nofice User User admin has been denied access from HTTPS  10.214.30.66:463823 10.214.30.93:443  Account..
3 2017-... notice User Adminisirator admin(MAC=3C:97:0E:30:0E:B8) f... 192.168.2.33 192.168.2.1 Account:.

Page E of 1 Show |50 || items

Displaying 1-2 of 2
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How to Setup and Configure Daily Report

This example shows how to set up the data collection and view various statistics about
traffic passing through your ZyWALL/USG. When the Daily Report is configured, you will

receive statistics report every day.

USG110
V. 15(4& H. 2] l 2016-03-31 18:58:00

d 7:18
u; . 4 1 e I

CPU Usage

: @

4 /f‘
%;;:E I T T T T I E I LT T I%:/:

ZyWALL/USG Setup and Configure Daily Report

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG Email Daily Report Setting

Go to CONFIGURATION > Log & Report > Email Daily Report > General Settings. Select

Enable Email Daily Report to send reports by e-mail every day.

CONFIGURATION > Log & Report > Email Daily Report > General Settings

General Settings

& Enable Email Daily Report

Type the SMTP server name or IP address. In Mail From, type the e-mail address from
which the outgoing e-mail is delivered. In Mail To, type the e-mail address to which the
outgoing e-mail is delivered. Select SMTP Authentication if it is necessary to provide a

user name and password to the SMTP server.

CONFIGURATION > Log & Report > Email Daily Report > Email Settings

Mail Server

General Settings

Mail Server: [{Outgoing SMITF Server Naome or IP Address)
Mail Subject: [ Append system name [ Append date time
Mail Server Port: 25 [CITLS Security
Mail From: (Email Address)
SMTP Authentication
User Name :
Password:
Retype to Confirm:
Schedule
Time For Sending Report: 0 lhours) |0 [minutes)

In the CONFIGURATION > Log & Report > Email Daily Report > Schedule. Select the time

of day (hours and minutes) when the log is e-mailed. Use 24-hour notation.

CONFIGURATION > Log & Report > Email Daily Report > Schedule

Schedule

Time For Sending Report: (hours) |0 [minutes)
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Select the information to include in the report. Types of information include System

Resource Usage, Wireless Report, Threat Report, and Interface Traffic Statistics.

Select Reset counters after sending report successfully if you only want to see statistics

for a 24 hour period.

CONFIGURATION > Log & Report > Email Daily Report > Report ltems

Report Items
System Resource Usage
¥l CPU Usage
¥l memeory Usage
VI Session Usage

¥l Port Usage

Wireless Report
[ station Count
11X Statistics
CIRX Statistics

¥l Content Filter

[¥| Interface Traffic Statistics
[¥] DHCP Table

[[] Reset counters after sending report successfully

Reset All Counters

Test the Daily Log Report

Click Send Report Now fo have the ZyWALL/USG send the daily e-mail report

immediately.

CONFIGURATION > Log & Report > Email Daily Report > Email Settings
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General Settings

[¥] Enable Email Daily Report

Email Settings

Mail Subject: Handbook mail

Send Report Now

Mall To: -@zyxel.oom.

[Emcil Address)
(Emcil Address)
[Emcil Address)
[Emcil Address)

[Emcil Address)

You will receive a daily report mail.

ZyXEL Daily Report Mail
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ZYXEL

General

Model Name: VPN300
Firmware Version: V4.30(ABFC.0)

MAC Address Range: B&:EC:A3:AF:CO:03-BS:EC:A3:AT:CO:0A

System Uptime: 1 days, 16:53:04
System Name: VPIN300
System Resource Usage
CPU Usage
CPU Usage
Memory Usage 9
Session Usage 100 % Last Update: Z017-07-07 03:30:19
Port Usage

X Hciv]

t Back to top

What Could Go Wrong?

Make sure your Email settings are all correct.

CONFIGURATION > Log & Report > Email Daily Report > Email Settings
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Mail Server

General Settings
Mail Server: [Cutgoing SMTP Server Name or [P Address)
Mail Subject: [ Append system name [ Append date time
Mail Server Port: 25 I TLS Security
Mail From: [Email Address]
[ se Authentication
User Name :
Password:
Retype to Confirm:
Schedule
Time For Sending Report: 0 (hours) |0 (minutes)

Make sure your ZyWALL to WAN security policy allow.

How to Setup and Configure Email Logs

This example shows how to set up the e-mail profiles to mail ZyWALL/USG log messages
to the specific destinations. You can also specify which log messages to e-mail, and
where and how often to e-mail them. When the Email Logs is configured, you will

receive logs email report base on customized schedule.

No. Date/Time Source Destination
Priority Category Note
Massage N
1 2016-06-23 18:58:37 N\ i
error myzyxel-dot-com |
Refresh fail, with error=1,msg=Cannot find device \
2 2016-06-23 18:58:3910.251.30.82:137  10.251.30.255:137 M—\ |
notice secure-policy  ACCESS BLOCK

Match default rule, DROP [count=17] )
3 2016-06-23 18:58:47 H SIEN TTTT] I

notice system
sending event/alert log to mail server has failed.
4 2016-06-2318:58:5210.251.30.82:137  10.251.30.255:137
notice secure-policy ACCESS BLOCK
Match default rule, DROP [count=6]
5 2016-06-2318:58:5210.251.30.82:68  255.255.255.255:67
- 1 B
, =

LyWALL/USG Setup and Configure E-mail Logs

aAs

“U"Note: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the ZyWALL/USG Email Logs Setting

1. Go to CONFIGURATION > Log & Report > Log Settings > System Log > Edit > E-mail
Server 1. Select Active. Type the SMTP server name or IP address. In Mail From, type
the e-mail address from which the outgoing e-mail is delivered. In Mail To, type

the e-mail address to which the outgoing e-mail is delivered.

2. Day for Sending Log is available if the log is e-mailed weekly. Select the day of the
week the log is e-mailed.
3. Time for Sending Log is available if the log is e-mailed weekly or daily. Select the time

of day (hours and minutes) when the log is e-mailed. Use 24-hour notation.

4. Select SMTP Authentication if it is necessary to provide a user name and password

to the SMTP server.

CONFIGURATION > Log & Report > Log Settings > System Log > Edit > E-mail Server 1

E-mail Server 1
Active
Mail Server: mail.zyxelcom.tw [Outgoing SMTP Server Name or IP Address)
Mail Server Port: 25 #ITLS ISTARTILS  [[] Authentica
Security
Mail Subject:
Send From: I <y cl.com [E-Mail Address)
Send Log to: [E-Mail Address)
Send Alerts to: [E-Mail Address)
Sending Log:
Time for Sending Log:
Esrate Authentication
User Name :
Password:
Retype to Confirm:

5. Go to CONFIGURATION > Log & Report > Log Settings > System Log > Edit > Active
Log and Alert. Use the System Log drop-down list to change the log settings for all

of the log categories.
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CONFIGURATION > Log & Report > Log Settings > System Log > Edit > Active Log and

Alert.

Active Log and Alert

System Log
Log Category +

Bl Avth O o]
- PKI @ ®

- Authentication Server Q @

- Auth. Policy @ ®

- 880 @ ®

- Web Authentication @ ®

- Account @ ®

- User @ ®
BWM © ®
Device HA Q ®
File manager Q ®
License Q ®
Log & Report @ ®
Network @ ®

Cl

® e

oo 0O QCOQO®QOOOC®

diasble normmal debug
L] (] L]

E-mail Server 1

normal
v

LU VIV S Y

(U R ST R R ]

alert
]

Ll

0D D D D D DD DoDDODODGO

E-mail Server 2

normal
v

NN EE S

RERE®

alert
| |

Cl

[ N o o o o R o A o A o v o R s I 3 I

Active Log and Alert (AP)

stem Log
Log Category + diasble normal
Auth o) ®
File manager @ ®
Log & Report (o) ®
Network @ ®
Routing @ ®
System @ 5]
Wireless O 0

debug

k] @ e @ @ @

B 8 8 & 8 @B

il 0 O 00O

mail Server 2
alert

normal
v

Y S S U

o [ T o o o

Test the Email Log

You will receive a log mail depends on the time you set in the E-mail Server.

ZyXEL Log Mail

From  zyxalsupporttest comtw
To: zyxewupporttest comtw

ce.
Subject ZyXEL Log Report

Priority  Category
Message
1 2016-06-2315:52:53
notice system
Sending event/alert log to mail server has succeeded.
2 2016-06-23155215510.251.30.61:137  10,251.30.255:137
natice secure-policy  ACCESS BLOCK
Match default rule, DROP [count=3]
3 2016-06-2315(52:59 10.251.30.61:138  10.251.30.255:138
natice secure-policy  ACCESS BLOCK
Match default rule, DROP
4 2016.06-2315:53:03 10.251.30.93:17500 255,255,255, 255:17500
notice secure-policy  ACCESS BLOCK
Match default rule, DROP [count=2]
2016-06-23 15:53:03 10.261.30.93:1 7500 10.251.30.255:17500
notice secure-policy  ACCESS BLOCK
Match default rule, DROP
2016-06-23 15:53:06 10.251.30.38:137  10.251.30.255:137

w

notice secure-policy  ACCESS BLOCK
Match default rule, DROP [count=3]
2016-06-23 15:53:10 10.251.30.40:137  10.251.30.255:137

<

natice secure-palicy  ACCESS BLOCK
Match default rule, DROP [count=3]

8 2016-06-2315:53:10 10.251,30.40:68  255,255.255,255:67
natice secure-palicy  ACCESS BLOCK

Call i 03]

No. Date/Time  Source Destination @
te

Match default rule, DROP Rd
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What Could Go Wrong?

Make sure your Email settings are all correct.

CONFIGURATION > Log & Report > Email Daily Report > Email Settings

www.zyxel.com

E-mail Server 1
Active
Mail Server:

iail Server Port:

iail Subject:
Send From:
Send Log to:
Send Alerts to:
Sending Log:

Time for Sending Log:

Edsite Authentication
User Name :
Password:

Retype to Confirm:

mail.zyxelcom.tw

Handbook fest

@zyxel.com

Daily and When Fr |+

LA

[Qutgoing SMTP Server Name or IP Address)

#TLS FISTARTTLS [ Authentica
Security

[E-Mail Address)
(E-Mail Address)

[E-Mail Address)

Make sure your ZyWALL to WAN security policy allow.
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How to Setup and send logs to a Syslog Server

This example shows how to set up the syslog server profiles to mail ZyWALL/USG log
messages to the specific destinations. You can also specify which log messages to
syslog server. When the syslog server is configured, you will receive the real time system

logs.

ﬁ

papertrail s o ® ‘ ‘

- EETRETYTTN |

Z1 - BT | - T |%,/,
r
4

y .

LyWALL/USG Setup and Configure sending logs to a syslog and Vantage Reports

Server

‘QlNo’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).

Set Up the Syslog Server (Use Papertrail syslog in this example)

Register an account on Papertrail: https://papertrailapp.com
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Go to Dashboard > Add Systems.

Dashboard > Add Systems

papertrail Dashboard

Dashboard © Create Group

Q Let's aggregate some logs. Add vour first system in about 45 seconds, or take a four

Searches

All Systems

All events

Select Not shown here? and My syslog daemon only sends to port 514.

Dashboard > Add Systems > I'm using

papertrail

Your systems & apps will log to logs3.papertrailapp.com:33978.

I'm using...

- - Text files, Apache, :
Unix & Linux MySQL. Docker & more BSD & 0S X Windows Q. Not shown here?
A

Papertrail works with nearly all common Web frameworks, logging libraries, languages, and daemons.

Search help.papertrailapp.com:
Q Search

« My syslog daemon only sends to port 514
« I'm sending from a mobile laptop

Please email support@papertrailapp.com with questions

Select My syslogd only uses the default port, set ZyWALL/USG public IP address
(111.250.188.9 in this example) and name the log system. Click Save.

Dashboard > Add Systems > > I'm using > Choose your situation
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papertrail

Choose your situation:

Let's create a log destination on port 514 that works

. n My syslogd only uses the default port with GNU syslogd.
GNU syslogd and some embedded devices will only log to Multiple systems share 1 IP (NAT)? Enter the same P
port 514. A few old Linux distro versions use GNU syslogd for each. We'll do the rest.

(mostly CentOS and Gentoo).

111.250.188.9 |
=} | use Cloud Foundry |

Example: 208 57 123 234
Here's how
What should we call it?

| ZyXEL_Log

o My system's hostname changes

Examples: www42, SYS_1,db1.example.com. Does not need
to match hostname

Write down the Papertrail-provided domain name (logs.papertrialpp.com in this

example).

Dashboard > Add Systems > > I'm using > Choose your situation > System Created

papertrail

Setup ZyXEL_Log... Eai Settngs

System created.

ZyXEL_Log will log to |10gs.paper'tr'ailapp.com.

I'm using...

. - Text files, Apache, -
MySQL, Docker & more BSD & 0S X Windows Q Not shown here?

n See which logger your system uses. Run:
1s -d /etc/*syslog*

Which filename is listed?

@ rsyslog.conf
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Set Up the ZyWALL/USG Remote Server Setting

1. Go to CONFIGURATION > Log & Report > Log Settings > Remote Server > Edit. Set
Log Format to be CEF/Syslog. Type the Server Address to be the Papertrail-
provided domain name (logs.papertrialpp.com in this example).

2. Use the System Log drop-down list to change the log settings for all of the log

categories.

CONFIGURATION > Log & Report > Log Settings > Remote Server > Edit

Log Settings for Remote Server
& Active
Log Format:
Server Address: Uog&papenmmap] [Server Name or IP Address)
Log Facility:
Active Log
0
Auth .
BWM .
| Device HA .
g File manager .
[ license .
Log & Report *
Network .
[ None .
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Test the Remote Server

www.zyxel.com

You will receive a log mail depends on the time you set in the E-mail Server.

ZyXEL Log Mail

papertrail

msg=Match default rule, DROP prot
13:34:51 8| ZyXEL |usG118|4.15(AAPH
0848 msg=Match default rule, DROP prot
13:34:52 8| ZyXEL |usG118|4a. lJ[HAPH
default rule, DROP proto=17
13:34:55 8| ZyXEL |UusG118|4. l‘[AAPH
default rule, DROP proto=17 ap
8] ZyXEL |UsG11e]4. l‘EMPH

default rule, DROP proto=17

1
al
1
al
1

] I
status=Down, TxPkt

o

rt3,
5

=

5
‘-'nl‘-'nl‘-'nl‘-‘m‘-'m

w

Events

Control|5|src=61.228.241

Control|5|src=18.251
Control|5]|src=192.168.1.2 dst=192.]

Control|5|src=18.251.30.44 dst=18.25

|@| INTERFACE

6833809, Colli.

|@| INTERFACE

|e| INTERFACE
8,Colli.=8,Tx
|@| INTERFACE

STATISTICS|S]
=8, TxB/s=1168
STATISTICS|S
,TxB
"THTI"TILSI 5|
=8 ,UpTim
STATISTICS| 5|

s=0, RxB

s
STATISTICS|S]
L,UpTime=08:88:88
STATISTICS | 5 |

f5=8,UpTime=08:08:

| ] |IrITERFAt_E

;TuTI;TILSl s|

8.

.a.

8.

8.

-a.

44 dst=18.:

8.8 dst=8.

UpTim

9.8 dst=@.

2.9 dst=8

9.8 dst=8.

-8.8 dst=8.

.9.8 dst=2

.9.8 dst=2

.9.8 dst=2
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What Could Go Wrong?

Make sure your Log seftings for Remote Server are all correct.

CONFIGURATION > Log & Report > Log Settings > Remote Server

Log Settings for Remote Server
[ Active
Log Format;
Server Address: Uog&papeﬂmmop] [Server Name or IP Address)
Log Facility:
Active Log
B
Auth .
BWM .
@ Device HA .
File manager .
License .
Log & Report .
Network .
| None .

Make sure your ZyWALL to WAN security policy allow traffic to log server.
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How to Setup and send logs to a Vantage Reports Server

This example shows how fto set up the Vantage Report Server profiles fo mail
ZyWALL/USG log messages to the specific destinations. You can also specify which log
messages to Vantage Report Server. When the Vantage Report Server is configured,

you will receive the real time system logs.

i
if

LyWALL/USG Setup and Configure sending logs to a syslog and Vantage Reports

Server

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this
article. Please replace them with your actual network IP addresses and subnet

masks. This example was tested using USG110 (Firmware Version: ZLD 4.25).
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Set Up the VRPT Server

1. The Vantage Report server must have register an account in

http://www.myZyXEL.com.

2. Install VRPT software:

3. http://www.zyxel.com/support/DownloadLandingSR.shtml2c=gb&l=en&kbid=M-

01339&md=VRPT

4. Unzipped the file and click Vantage Reeport.exe to start installing Vantage Report.

Then, the Vantage Report installation wizard appears. Click Next.

Vantage Report Setup

Welcome to the wizard for Yantage Report

The wizard will install the Y antage Report on your
computer. To continue, click Next

Next > I Cancel

458/751


http://www.myzyxel.com/
http://www.zyxel.com/support/DownloadLandingSR.shtml?c=gb&l=en&kbid=M-01339&md=VRPT
http://www.zyxel.com/support/DownloadLandingSR.shtml?c=gb&l=en&kbid=M-01339&md=VRPT

ZYXEL S——

5. Entfer the port number you want Vantage Report to use for web services. Make sure

this port number does not conflict with the other services in your network. Click

Next.

antage Report Setup

Configuration

Please configure the web server port.

Port: IM

| rstallShield

< Back I MNext > I Cancel I

6. Check if any applications also use port 3316 (TCP), 514 (UDP) or 8080 (UDP) by

entering “netstat -a” into the command line. Uninstall them if any. Click OK.

%

g i Before starting Vantage Report, you should make sure the MySQL port 3316(TCP), the Syslog server port
514(UDP), and your configured web server port 8080(TCP) are not occupied in your system,

When you finish installing Vantage Report, restart the Vantage Report server.

7. Open the browser window and go fo hitp://a.b.c.d:xxxxxx/vrpt, where a.b.c.d is
the IP address of the Vantage Report server. If you open the configurator on the

same computer on which you installed Vantage Report server, enter localhost.
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Xxxx is the port number you entered during installation (10.251.30.61:8080/vrpt/ in

this example).

In the login screen, enter default login User Name and Password: root.

€ - C |[10.251.30.61:8080/vrpt/ T ® 0

8. Go fo Dashboard > License Information > Manage Device, click Add Device, the
Add Device screen appears on the left side. Enter the Name of the device you
want to add to Vantage Report. Enter the LAN MAC address of the device you
want to add. Select the model Type of the device you want to add. Click the

Add button.

Dashboard > License Information > Manage Device
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0y root Dashboard
e usalil Server Information -
Software Version 4,0.05.61.00
Add Device ¢l Release Date 2014-09-15
- Free Disk Space 55GE
Name [ Max JvM Memory Size 455 MB
mac .k Total JVM Memory Size 277 MB
Uzed VM Memory Size 110 MB
Typa [ZyWALL 110 |~ Free JvM Memory Size 166 MB
Mote
License Information A T
Add | Status Full versian
Account on myzyxel.com MichelleTest
Authentication Code(AC) 05508D53571C321CD 16CF4D210DF4ES3380C
Max Supported Devices 100
License Allowed Devices 1
Managed Devices
Copyright CUWZYXEL Communications Corporation.

Set Up the ZyWALL/USG Remote Server Setting

Go to CONFIGURATION > Log & Report > Log Seftings > Remote Server > Edit. Set Log

Format to be VRPT/Syslog. Type the Server Address to be the Vantage Report server
IP address (10.251.30.61 in this example).

Use the System Log drop-down list to change the log settings for all of the log

categories.

CONFIGURATION > Log & Report > Log Settings > Remote Server > Edit
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Log Settings for Remote Server

Active
Leg Format:

Server Address:

Log Facility:

Active Log (AC)
[™ Selection~

E Log Category

Account

ADP

Anti-Spam

Anti-virus

AP Firmware
Application Patrol
Auth. Palicy
Authentication Server

L= = = R = L ]

Blocked web sites

VRPT/Syslog |

[10.251.30.61

(Server Name or |P Address)

Selection

L]

L)

L)

Test the Remote Server

In the VRPT Sever, go to Logs > Log Viewer, click Search. The screen displays the device

log information. (It may take 5 - 10 minutes to display the log after just added the device)

VRPT Server > Logs > Log Viewer

Log Viewer

@ Day: 2016-06-27

Category:
Logs per Page:
[T advanced Search

Time

2016-06-27 16:42:31

2016-06-27 16:42:31

2016-06-27 16:42:31

2016-06-27 16:42:31

2016-06-27 16:42:31

Start Time:
End Time:

All Categories

10 «

Source:Port

0.0.0.0:68

10.251.30.231:57450

192.168.0.121: 57448

169.254.1. 1: 57446

192.168.1.2:137

00 - @
24 - @

00 -
[i]

@ Days:

Severity:

Start Date:
End Date:
All -

[CIreverse DNs

Destination:Port

255,255,255, 255:67

255.255.255.255:10505

255.255.255,255:10505

255,255.255,255:10505

192.168.1.255:137

User

unknown

unknown

unknown

unknown

unknown

Severity Category

Security Polic
Motice ¥ ¥
Control
Security Polic
Motice ty ¥
Control
Security Polic
Motice v Y
Control
Security Polic
Motice v ¥
Control
Security Polic
Motice ty v
Control

Total Count: 7,365 Total Page: 737 First 123456 789 10 Last

Message

Match default rule, DROP

Match default rule, DROFP

Match default rule, DROP

Match default rule, DROP

Match default rule, DROP

Go

2016-06-27
2016-06-27

Note

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

ACCESS BLOCK

What Could Go Wrong?
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Make sure your Log seftings for Remote Server are all correct.

CONFIGURATION > Log & Report > Log Settings > Remote Server

www.zyxel.com

Log Settings for Remote Server

Active
1o ot
Server Address: |10,251,30,51 I (Server Name or |P Address)
Loxg Facility: Local 1 -

Active Log (AC)

[™ Selection~
Selecti

=
=

& Log Category

Account

ADP

Anti-Spam

Anti-virus

AP Firmware
Application Patrol
Auth. Paolicy
Authentication Server

= == I = L

Blocked web sites

&
ONONONONONONCRCONOY 3]
&

Make sure your ZyWALL to WAN security policy allow traffic to log server.

How to Setup and send logs to the USB storage

This example shows how fo use the USB device to store the system log information.

-/ Edit Log on USE Storage Setting 7%

us8 storage l |
E !

¥l Duplicats logs to USB storage (i ready) [ \ V

Active Log

™ selections

e 35
Log Category P )
1 Aceount ® 1l maaan I

2 ADP .
3 Ant-Spam .
4 AniVirus -
5 AP Firmware . -
o7
Ly :. I TTTT] -
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LyWALL/USG enable and send logs to the USB storage

U Note: Only connect one USB device. It must allow writing (it cannot be read-
only) and use the FAT16, FAT32, EXT2, or EXT3 file system. This example was tested

using USG110 (Firmware Version: ZLD 4.25).

Set Up the USB System Setlings

Go to CONFIGURATION > System > USB Storage > Settings > General. Select Activate

USB storage service if you want to use the connected USB device(s).

Set a number and select a unit (MB or %) to have the ZyWALL/USG send a warning

message when the remaining USB storage space is less than the value you set here.

CONFIGURATION > System > USB Storage > Settings > General

General
Activate USB storage service

Disk full warning when remaining space is less than: 100 |V
MB
%
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Set Up the USB Log Storage

Go to CONFIGURATION > Log & Report > Log Settings, select USB Storage and click

Activate. Click Apply to save your changes.

CONFIGURATION > Log & Report > Log Settings

Log Settings

1 ? System Log Internal E-mail Server 1
Mail Server: mail.zyxelcom.tw

Mail Subject: Handbook test
Send From: Chrisliao@zyxel.com.tw
Send Log to: Chris.lico@zyxel.com.tw
Send Alert to:
Schedule: Send log daily at 10:00
2 Q System Log Internal E-mail Server 2
Mail Server:
MMail Subject:
Send From:
Send Log to:
Send Alert to
Schedule: Send log when full

[ 3 ? USB Sterage Internal USB Status: Ready

4 9 Remote Server 1 VRPT/Syslog Server Address:
Log Facility: Local 1

5 @ Remote Server 2 VRPT/Syslog Server Address:
Log Facility: Local 1

6 @ Remote Server 3 VRPT/Syslog Server Address:
Log Facility: Local 1

7 Q@ Remote Server 4 VRPT/Syslog Server Address:
Log Facility: Local 1

Page |1 of 1 Show |50 |» | ifems Displaying 1-7 of 7

Go to CONFIGURATION > Log & Report > Log Settings > USB Storage > Edit. Select
Duplicate logs to USB storage (if ready) to have the ZyWALL/USG save a copy of ifs
system logs to a connected USB storage device. Use the Selection drop-down list to

change the log settings for all of the log categories.

CONFIGURATION > Log & Report > Log Settings
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USB Storage

¥l Duplicate logs to USB storage (if ready) i ]

Log Keep duration

1 Enable log keep duration

Active Log

Auth
BWM
Device HA

[+]

[+]

File manager

[+]

License

Log & Report

[+]

Network

[+]

None

]

Routing

[+]

Security

[+]

System
UTh
VPN

- I+ ]

Wireless

4]

Check the USG Log Files

Connect the USB to PC and you can find the files in the following path:\Model
Name_dir\centralized_log\YYYY-MM-DD.log

E

| |
{1

usgll0_dir centralized_log | |2016-06-28.log

How to Activate a Free Access Hotspot

Some hotels need to provide free Internet services to hundreds of guests on a daily
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basis, and managing the Internet access for so many people can be very
complicated without the right equipment. With web authentication methods such as
user agreement and web portal, hotel guests are redirected to a web-based
authentication portal upon the first attempt to access the network. In some countries,
the law requires the identification and fracking of users who use public Internet
access. The USG1100 can authenticate people by forcing them to receive an
authentication code via SMS on their phone. In this way, the USG1100 can authorize
the user’s Internet access via their mobile phone number and keep track of the
device in case of illegal activities via the hotspot. Guests can get free access to the
Internet in a matter of seconds simply by entering all required personal contact
information and agreeing to the policy of user agreement. If a user that does not
have a guest account wants to access the free Internet for a specified period of
time, his or her mobile phone number must be entered to receive the guest account
information by SMS.

User Agreement

INTERNET

—

1. Redirect client to
Useragreement page.
Fill all required Information.

S - TR |

\ /

A

2. Press OK, and get access
permission.

Configuration Guide
Network Conditions
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e WAN:10.251.31.112
e LAN 1:192.168.1.1/255.255.255.0
e User's laptop: 192.168.1.33

Set up the Free Access Hotspot

Configurations on the USG1100

The user agreement of this feature allows clients to access the Internet without a
guest account. An advertisement webpage is used as the first page when an
authenticated user attempts to access the Internet.

1. On the USG1100, go to Configuration > Web Authentication > General. Select
Enable Web Authentication and click Add in the Web Authentication Policy Summary
section.

(1)Select Enable Policy.

(2)Select Lan_Subnet_GE3

(3) Select default-user-agreement as the Authentication Type.

(4) Click OK to add the policy.
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General Settings
Enab\e Policy

Description: [Optional)

User Authentication Policy

Incoming Interface: any .
Source Address: |LAN_SUBNET_GE4 | ~| INTERFACE SUBNET, 192.168.1.0/24
Destination Address: any ~
Schedule: none hd
Authentication: [required M)

Single Sign-on
Force User Authentication @
Authentication Type: [defauli-user-agree ~|

Web Authentication Policy Summary
Qadd | |
Authenticati.. »
|7 9 any alAN_SUBNET... any none 5SQ/force  defauli-user... |
2 Default any any any none unneces... n/a n/a
Page |1 of 1 Show |50 |+ items Displaying 1 - 2 of 2
Go to

Configuration > Hotspot > Advertisement.
(1) Select Enable Advertisement.
(2) Add the URL of the website that you want to advertise.

Welcome admin | Logout PHelp Z About ¥ Site Map

ZyXEL vscii00 T —

CONFIGURATION Advertisement
T Quick Setup

E Licensing

‘General Settings
Enable Advertisement

Advertisement Summary

+ Routing @ add i

- DONS # | Name URL

® Loy | 1 zyxel http://www.zyxel.com
- Redirect Service - . .

- AG Page |1 of 1 Show |50 || items

+ UPnP

Test the User Agreement and Advertisement Webpage

1. When a client aftempts to access the Internet via a browser, he/she will be
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redirected to the user agreement page.

ZyXEL

Wiew Mobile Version

Internet Access Policy

(e will provide example for customer within html
commenttag)

Name: Charlie
Phone: 032235456
Address: 13, mark St. Sang. TW

E-Mail: zyxel-a@gamil.com

Cther: Nothing (Cptional)

ZyXEL

Welcome

Your Internet is safer, faster, and smarter because you
are using portal. Thank you

%
I

2. The advertisement webpage will be displayed in a new window and it is the first

page that appears whenever the user connects to the Internet.
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€ - C | [) www.zyxel.com/homepage shtml
# gEes b (Jipve (Dtools (18 (ISP (Jother (I $BGKB

Solutions | Products & Services | Support | Multimedia

News |

We're putting you within reach
of specialist wireless technology

Introducing the WAC6500 802.11ac AP with Smart Antenna

¢ S, \
a

\/»lv
T I / /i

Partners

0
T

&

a Advanced

Product Finder v

What could Go Wrong?

If users can access the internet without any Authentication, please make sure the

Source Address is configured on the correct the subnet. For example, if you want

users to be confrolled via authentication in Subnet 192.168.1.0/24, you need to make

sure the Source Address should be 192.168.1.0/24

&% Auth. Policy Edit 7
LS Create new Object -
General Settings
Description: lanl (Optional)
User Authentication Policy
Incoming Interface: any e
Source Address: LAM_SUBMNET_GE3 et INTERFACE SUBNET, 192 168 1.0/24
Destination Address: any »
Schedule: none he
Authentication: requirad ™
Single Sign-on
Force User authentication  [E
Authentication Type: default-usar-agreament | ¥
oK Cancel

Set up Enable the Free Time Feature
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Configurations on the USG1100
On the USG1100, you need to enable the SMS service and select SMS as the delivery

method in the Free Time feature.

1. Register for a ViaNett account at http://www.vianett.com.

LOGIN or REGISTER
10 in

PRODUCTS  PRICES  DEVELOPERS  SUPPORT  COMPANY

“\ViaNett High

2. Enter all the required information.

2 ViaNett vizh Quality SMS Gateways

PRODUCTS PRICES DEVELOPERS

Free demonstration account

Get started today! Fill in to get a free account
Free Registration
Send 5 SMS free of charge Your name

What can we offer?

CREATE DEMO ACCOUNT

3. After the form has been submitted, the account information will be sent to your

E-mail address.
472/751
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2 ViaNett

Welcome! We're happy you joined us!

Here is your account information.

Username $5553897@gmail. com
Password ST
Try prefix demo Send [

Go to login page

You can send up to 5 SMS messages in the test period, pricegroup and sender address
will not be available in this period.

PURCHASE SMS CREDITS Purchase SMS credits (Prepaid)

SUB ACCOUNTS This applies to pre-paid senvices. Please contact us if you would like postpaid services

ADMIN USERS

COMPANY DATA Purchase SMS credits

INVOICES (PDF)

CHANGE PASSIWORD Company Bu Y now
Amount: EUR | 50 and get started!

>> SMS API
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W@ s BQ iOn 95 Lyl O 4:35em

< +886911515500 ~ e

Your payment activation code

is|E6AC2

4:35PM

Add text

po) (@] O

4. Enter the acftivation code and proceed to make the payment.

Purchase SMS credits (Prepaid)

This applies to pre-paid services. Please contact us if you would like postpaid services

Purchase SMS credits

Zyxel

Copoa (5553897 @gmail.com) B uy now
Amount: Eur | 20 and get started!
Your mobile number (intemational format). |

FAutofil my account when reaching Eur | 20

B 1 do accept the agreement and the anti-spam statement, and that in the
event of abuse, my account shall be closed without any refund given for unused
credits. The account will be active one year after latest purchase. Unused
credits after one year will not be retumed.

A code is now sent to your mobile.

Enter the code EBACZ| ®

5. Fill-in the credit card information to complete the payment.
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ViaNett o
Paywiz"

Products

1 itern SMS credits 20,00 €

Information

Veandor Customer

ViaMett AS Fyocel [s5553857 @gmail.com)
Rabekkgats

1522 Ma=ss

+47 69 20 6% 20
sSmssupport@wisnett.no

Credit card

Card type rcn] )
R
cvE [ ] what is this?

Complaete payment

The payment is complete.

ViaNett .
Paywiz’

Products

1item  SMS cradits 50,00 €
Information

Vendar Customer

Wialett AS Zyzel (35353E97 @gmzil.com)

Rabekkgata 9

1522 Moss

+47 &% 20 6% 20
smissudporti@vizret.ne

Fayment

Tour payment is naw complete. Prass the link below to retum to the stors.

armournt: 50,00 €

Crder [D: 1124297

Date: 2016 -03-16

Transaction 10: 1124297-238dd8 722 dbed a8 7 38f/a5ah

Gao hack to stare

www.zyxel.com

6. After the ViaNett account is ready, go to the USG1100’s Configuration > Hotspot >

SMS screen.

(1)Enable SMS.

(2)Fill-in your local phone country code as the default country code.

(3) Add authentication policy for every source.
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ZyXEL vsciio00

CONFIGURATION
¥ Quick Setup

General Settings

£l Licensing
Wireless Enable 5MS
= Network Default country code for phone number: 886| (1-4) digit
Interface
Routing ViaNett Configuration
DDNS ;
Liser Name: 55553897 @gmail.com
Password: fr—
Retype to Confirm: fr—

UPnp

7. Go to Configuration > Hotspot > Free Time.

(1)Select Enable Free Time and set up the free time period. By default, the Reset Time
is at AM 00:00. You can also set up how many times a MAC address can access the
Internet.

(2)Select SMS as the method to deliver the login information to the mobile phone.

Welcome admin | Logout
ZyXEL vsci100
CONFIGURATION
T¥ Quick Setup
0 General Settings
[ Licensing
® Wireless Enable Free Time
£ Network Free Time Period: 30 minute v
- Interface
Reset Time: Daily v

Routing

DDNS Time: 00:00 c]

NAT Maximum Registration Number Before Reset Time: 1 (1-5)

Redirect Service )

Delivery Method: SMS hd

ALG

UPNP [¥] Auto Login

IP/MAC Bmdlr.\g Q Note:

Layer 2 Isolation If you want to configure ssid profile settings of the account, kesp user logged in, please go to Billing

DNS Inbound LB

8. Go fo Configuration > Web Authentication. Select Enable Web Authentication and

click Add in the Web Authentication Policy Summary section.
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ZyXEL vsci100

CONFIGURATION

¥ Quick Setup
Licensing
Wireless
é:& Network
- Interface
* Routing
- DDNS
“ NAT
~ Redirect Service
“ ALG
- UPnP
* IP/MAC Binding
- Layer 2 Isolation
* DNS Inbound LB
.
Hotspot
- gilling
* Printer Manager
~ Free Time
“ SMS
« IPnP
* Walled Garden
~ Advertisement

Web Authentication | sso
General Authentication Tvpe
Global Setting

nable Web Authentication|

Web Portal General Setting
Logout IP: 1111

Exceptional Services

@ Add
# | Exceptional Services~
1 DNs

page [1 [of 1

Web Authentication Policy Summary

# | Status  Priority~

1@ 1
2 Default
Page |1 |of1 Show [50

show [50

www.zyxel.com

?Help ZAbout ¥SiteMap [RObject Reference & Consolel

Displaying 1 -1 of 1

Description
SMS_Auth
n/a

Displaying 1 -2 of 2

9. Select Enable Policy, Force User Authentication, and then select default-web-

portal as the Authentication Type.

¢f Auth. Policy Edit
11=] Create new Oblect ~

General Settings

Enzhle Policy

Description:

Incoming Interface:
Source Address:
Destination Address:
Schedule:

Authentication:

Single Sign-on

Authentication Type:

SMS_Auth

User Authentication Policy

nona

raquired

Force User Authentication | B

Test Free Time Feature

1. The user will be redirected to the Login screen before he/she is permitted to

access the Internet. Click on the link to get a free account.
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2. Select Free Time as the service plan. Then submit your country code and mobile

phone number.

Welcome
Pt chosse the denade pan Som the Tolewng oofle tabie,

3. The account and password will be sent to your mobile phone.
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Welcome

Flease chack vour mobile phane for the account information.

ok |

4. Check your account information.

< +886911515500~ &

sername:p8nzsS
Igassword:Orwa pf
(1)SSID:Guest/Mode:none/
Kew:

D O a

5. Fill-in the account information received on your mobile phone and click Login.
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6. Now the client can start accessing the Internet.

00 day, 00:29:52

%

What Can Go rong?

If client cannot get the SMS message from ViaNett, please make sure the Country

code, Username and Password are all correct.
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ZyXEL vscii00

CONFIGURATION

T¥ Quick Setup
General Settings
V| Enable SMS
| Default country code for phone number: 886 (1-4} digit |
ViaNett Configuration
User Name: $5553897@gmail.com
« Radirect Service Password: P
* ALG Retype to Confirm: sesee
- UPnp
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How to Setup IPvé Interfaces for Pure IPvé Routing

This example shows how to configure your USG Z's WAN and LAN interfaces which
connects two IPvé networks. USG Z periodically advertises a network prefix of

2006:1111:1111:1111::/64 to the LAN through router advertisements.

‘ 2002:1111:34ba:1111::/64

ZyWALL/USG access the internet via IPvé

“O'Note:
Instead of using router advertisement, you can use DHCPvé to pass the

network settings to the computers on the LAN.
This example was tested using USG110 (Firmware Version: ZLD 4.25) and ZyWALL

310 (Firmware Version: ZLD 4.25).
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Setting Up the IPvé Interface
Wan

1. In the CONFIGURATION > Network > Interface > Ethernet screen’s IPvé
Configuration section, double-click the wanT.
2. The Edit Ethernet screen appears. Select Enable Interface and Enable IPvé. Select

Enable Auto-Configuration. Click OK.

Note: Your ISP or uplink router should enable router advertisement.

General Seftings

[ Enable Interface

General IPvé Setting
Eencblie iPve @

Interface Properties

Interface Type: extemncil v O
Inferface Name: ge2

Port: P2

Zons: WAN ¥ O

MAC Address: B&:EC:AZAS:C0:04

Descriptfion: (Optional)

IPvé Address Assignment

[ Enable Stateless Address Auto-configuration (SLAAC)

Link-Local Address: n/a

IPvé Address/Prefix Lengih: (Optional)
[¥] Advance

DHCPv4 Setting
DHCPvé: N/A N

IPvé Router Advertisement Setting

EEnable Router Advertisement
[¥] Advance

Router Preference: fMedium o

Lan

1. In the CONFIGURATION > Network > Interface > Ethernet screen, double-click the
lan1 in the IPvé6 Configuration section.

2. The Edit Ethernet screen appears. Select Enable Interface and Enable IPvé. Select
Enable Router Advertisement and click Add and configure a network prefix for the

LANT (2006:1111:34ba:1111::/64 in this example). Click OK.
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General Settings

4l Enable Interface

General IPvé Setfing
EenablePvs @

Interface Properties

Interface Type: infernal N (i ]
Interface Name: ged

Port:

Zone: LANI v 0

MAC Address:

Description:

IPvé Address Assignment

Enable St ss Address Aute-configuration (SLAAC)

Link-Local Add

IPvé Address/Prefix
v Advance

IPvé Router Advertisement Setting

Enable Router Adverfisement

¥l Advance
Router Preference: Medium v
Advertised Prefix Table Add B Edit ® Remove
1 2002:1111:34ba:1111::/64

No data

of 0 Show |50 |~ | itemns

¥l Advance

3. Using command line ipconfig to check.

[o] & [

N CA\Windows\system32iemd.exe

Windows IP Configuration

Wireless LAN adapter UWireless MHetwork Connection:
Connection—specific DMS Suffix
Link—local IPv6 Address . . .
IPuv4 Address. . . . . .
Subnet Mask . . . . .
Default Gateway . . .

5138:-dc32:FF2f:6a34x12
91

255.255.254.@

.z 18.25
L : 1P.251.61.253

Ethernet adapter Local Area Connection:

Connection—sopecific DHS Suffix H
IPve Address. . . . . S
Temporary IPuvbe Address -
Link—local IPv6 Addres -

IPv4 Address. . . . . -

2002:-1111:-34ba=1111:-d1L2-8580-15086 - 4472
111 :=34bazi11 cdd:=277?9:4chc:%fe
B::d1b3:8580:1586 447211
192.168.2.34
25 55 _255 .8
tabff:fef?:d4d4=x11

Subnet Mask . . . . .
Default Gateway

Tunnel adapter isatap.{1C5CCBAG—45A8—4C5E-ABGA-3IZ2DSDE?DAVESD -

Media State . Media disconnected

Connection—..pec-:ific-: ]-)Né éul-‘f:-i.x- :

isatap.{7824C2F6—F6C2—4A7C-BBF5—18CF6F23CEE3> =

Tunnel adapter

Media State . . . - ¢ Media disconnected

Connection—spec c DNS Suffix .

C:wUsers~ZTBZ23403>
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Set up the Prefix Delegation and Router Advertisement

This example shows how to configure prefix delegation on the ZyWALL's WAN and
router advertisement on the LAN.

Apply a network Prefix From Your ISP

First of all, you have to apply a network prefix from your ISP or the uplink router’s
administrator. The WAN port’s DUID is required when you apply the prefix. You can
check the DUID information in the WAN IPvé Interface Edit screen.

This example assumes that you were given a network prefix of 2001:0050:2d::/48 and
you decide to

divide it and give 2001:0050:2d:1111::/64 to the LAN network. LAN1’s IP address is
2001:0050:2d:1111::1/128.

WAN

IPv6

‘ 2002:b050:2d:1111::1/128

|2002:b050:2d:1111::/64 |

Setting Up the WAN IPvé Interface

1. In the Configuration > Network > Interface > Ethernet screen’s IPvé Configuration
section,

double-click the WAN interface.

2. The Edit Ethernet screen appears. Select Enable Interface and Enable IPvé.

Click Create new Object to add a DHCPvé Request object with the Prefix Delegation

type.
Select Enable Auto-Configuration.
Select Client in the DHCPVé field. (WAN1's DUID appears.)
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Click Add in the DHCPv6 Request Options table and select the DHCPvé request object

you just

created. You cannot see the prefix your ISP gave you in the Value field until you click

OK and the

come back to this screen again. It is 2001:0050:2d::/48 in this example.

n

Note: Your ISP or a DHCPVé6 server in the same network as the WAN should assign an
IPvé6 IP address for the WAN interface.

[ Enable IPvé

Inferface Type:

Port:
lone:
MAC Address:

Description:

General Settings

¥l Enable Interface

General IPvé Sefting

i

Interface Properties

Inferface Name:

extemal ¥ O
gez2

P2

WAN v @

B8:EC:A3:A?:C0:04

[Opiional)

&» Add Request Object

Name:

« Create new Object

DHCPvE Lease

Request Type:

DHCPv6 Request

Prefix_WAN

Prefix Delegation VI
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DHCPvé Sefting

DHCPv;
DUID: 00:03:00:01:B8:EC:A3:A%:CO
[] Advance

¥/ DUID as MAC

] Enable Rapid Commit

Request Address
DHCPv6 Requast Options © Add
¥ ¥ v
[ 1 Prefix_WAN prefix-delega... 2002:b050:2d:1111::/44 ]
Page of 0 Show 50 |~ |items No data to dis

Setting Up the WAN IPvé Interface

1. In the Configuration > Network > Interface > Ethernet screen, double-click the lan
interface in the IPvé Configuration section.

2. The Edit Ethernet screen appears. Click Show Advanced Settings to display more
settings on this screen.

Select Enable Interface and Enable IPvé.

In the Address from DHCPvé Prefix Delegation table, click Add and select the DHCPvé
request object from the drop-down list, type ::1111:0:0:0:1/128 in the Suffix Address field.
(The combined address 2001:0050:2d:1111::1/128 will display as LANT's IPvé address

after you click OK and come back to this screen again).
DHCPvé6 Setting is N/A

Note: You can configure the IPvé Address/Prefix Length field instead if the delegated

prefix is never changed.

3. In the Advertised Prefix from DHCPvé Prefix Delegation table, click Add and select
the DHCPvé request object from the drop-down list, type ::1111/64 in the Suffix Address
field. (The combined prefix 2001:0050:2d:1111::/64 will display for the LAN1's network
prefix after you click OK and come back to this screen again)., pleae note that this is

the USG LAN interface IP.
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General Settings

¥l Enable Interface

General IPvé Setting
M enable IPvs @

Interface Properties

Interface Type: internal ~ @
Interface Name: ge4

Port: P4

lone: LANT ~ @

MAC Address: B8:EC:A3:AS:C0:06

Description: (Opticnal)

IPvé Address Assignment
[T] Enable Stateless Address Auto-configuration (SLAAC)

Link-Local Address: n/a
IPvé Address/Prefix Length: (Optional)
[=] Advance
Gateway: (Optional)
Metric: [0-13]
Address from DHCPvé Prefix @ Add & Edii @ Remove [ Object References
Delegation
[ 1 "Prefix WAN "S1111:00:0:1/64  2002:6050:2d:1111 |
Page of 0 Show |50 |~ |items No data to dis

DUIAD s € o
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1. Navigate to IPv6 Router Advertisement Setting, enable Router Advertisement, it would advertise
the prefix to the Lan host, also enable Adviertised Hosts Get Other Configuration From DHCPv6,
Lan hosts will get the DNS address from USG.

2. Configure Advertised Prefix from DHCPv6 Prefix Delegation, the Lan hosts will get the Prefix from
USG, Suffix address can set 0~F

IPvé Router Adveriisement Setting

Enable Router Advertisement
r[+] Advance

[T Advertised Hosts Get Network Configuration From DHCPvé

[F] Advertised Hosts Get Other Configuration From DHCPvé

Router Preference: Medium v
- [+] Advance
MTU: 1480 (1280-1500. 0 Is disabled)
Hop Limit: 64 (0-255, 0Is disabled)
Advertised Prefix Table © Add
Page of 0 Show |50 |» items No data fo dis
[+] Advance
Advertised Prefix from @ Add B Edit @ Remove [g Object References
DHCPvé Prefix Delegation
[ 1 Terefix wan "0/64
Page of 0 Show |50 |»|items No data fo dis

Test
1. Connect a computer to the ZyWALL's LAN interface.
2. Enable IPvé support on you computer.
In Windows XP, you need to use the IPvé install command in a Command
Prompt.
In Windows 7, IPvé is supported by default. You can enable IPvé in the Confrol
Panel > Network and Sharing Center > Local Area Connection screen.

3. Your computer should get an IPvé IP address (starting with 2001:0050:2d:1111: for
this example) from the ZyWALL.
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BEY C\Windows\system3Z\cmd.exe

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix . =

IPvb Address. . . . . . . . . . - = |2002:hH5A:2d=1111:d1b3:858A:1506:4d72

Temporary IPub Addr : 26082:bhA5A:2dz:1111:94¢c1:18c5:a323:cc??

Link—-local IPu6 Add : feB8@::d1b3:8B580:1506:4d72x11

IPv4 Address. . . . . : 192.168.180.35

Subnet Mask : 255.255.255.8

Default Gateway : feBB@::Sefd-abff:fef?-d4d3xi1
192.168.1688.1

Tunnel adapter isatap.{7824C2F6-F6C2-4A7C-BBF5-1BCF6F23CEE3}:

Hedia State : Media disconnected
Connection—specific DNS Suffix

4. Open a web browser and type http://www.kame.net. If your IPvé settings are

correct, you can see a dancing turtle in the website.

What Can Go Wrong?

1. If you forgot to enable Auto-Configuration on the WANT IPvé interface, you will

not have any default route to forward the LAN’s IPvé packets.

2. To use prefix delegation, you must set the WAN interface to a DHCPvé client,
enable router advertisements on the LAN interface as well as configure the

Advertised Prefix from DHCPvé Prefix Delegation table.

3. If the Value field in the WANT's DHCPvé Request Options table displays n/a,

contact your ISP for further support.

4. In Windows, some IPvé6 related tunnels may be enabled by default such as Teredo
and éto4 funnels. It may cause your computer to handle IPvé packets in an

unexpected way. It is recommended to disable those tunnels on your computer.

Assign the DNS address to the client

1. If you want to assign the DNS server address instead of ISP’s , then

please create the DNS server object.
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Select DHCPvé Lease and DNS server as lease type. For example set the

Google DNS IPvé address 2001:4860:4860::8888

& Add Lease Object

Name: Google_DNS

Lease Type: DNS Server v
[«] Advance

DNS Server: User Defined v

User Defined Address; |2001:4860:4860::8888

1 3

ok ] cancel |

2. Select the drop-down list DHCPvé as server type, add the DNS server object in

DHCPvVé lease options and enable Router Advertisement.

IPvé Router Advertisement Setting

[4 Enable Router Advertisement

-[=] Advance
[ Advertised Hosts Get Network Configuration From DHCPvé

[Z] Adivertised Hosts Get Other Configuration From DHCPvé

Router Preference: Medium ~
[+] Advance
MTU: 1480 (1280-1500, 0 s disabled)
Hop Limit: &4 (0-255, Qs disabled)
Advertised Prefix Table 0 Add & ]
Page of 0 Show (50 |» items No datfa fo dis
Advance
Advertised Prefix from @ Add & Edit W Remove [g Object References
DHCPvé Prefix Delegation
| 1 “PreficwaN "1:0/64 |2
Page of 0 Show |50 |v|items No data to dis
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Test
You can use command “netsh interface ipvé show dnsservers” to check the DNS

server |P.

BN ChWindows\system32vomd.exe
Windows IP Configuration

Ethernet adaptey Local Area Connection:

Connection—specific DHE Suffix

IPve Address. . . . . . 2002 :bASA:=2d:1111:-d1b3:858A=-1586 : 4472

Temporary IPub Address. 2002 - h5A-2d-1111:-24c1:18c5:-a323:cc?2?

Link—local IPv6t Address feBBA::dib3:8588:15686 447211

IPv4 Address. . . . . . 122.168.186.35

Subnet Mask . . . . . . 255 .255.255.8

Default Gateway . R feBA::S5efd4-abff-fef?:d4d3x11
192.168.1868.1

Tunnel adapter isatap.{7824C2F6-F6CZ—4APC-BBF5—1BCF6F23CEE3> =

Media State . . Media disconnected

Connection—gpecifié DNS Suffix .

IC:~Users~ZTH2348>netsh interface ipvh show dnsservers

Conf iguration for interface "Local Area Connection’
DME servers configured through DHCE: 2001 -486A-486A- - 8B88
Register with which suffix: Primary only

Conf iguration for interface "Loophack Pzeudo—Interface
Statically Configured DHS Servers:

Register with which suffix: Primary only

Conf iguration for interface "isatap.-<{7824C2F6-F&6C2Z—4n7C—BBF5—1BACF&F23CEE3>""
Statically Configured DHS Servers: NHone
Register with which suffix: Mone

How to Perform and Use the Packet Capture Feature on the
LyWALL/USG

This example shows how to use the Packet Capture feature to capture network traffic
going through the ZyWALL/USG's interfaces. Studying these packet captures may help

you identify network problems.
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Dageastis | PacketCapture | Coreoump | Sstemiog | heteehTool | wireess

Capture | Fles

o TS - T @
e

LyWALL/USG Packet Capture Feature Settings

‘Q’No’re: New capture files overwrite existing files of the same name. Change the File

Suffix field’s setting to avoid this. This example was tested using USG110 (Firmware
Version: ZLD 4.25).

Set Up the Packet Capture Feature

8

Go to MAINTENANCE > Diagnostics > Packet Capture > Capture > Interfaces.

Select interfaces for which to capture packets and click the right arrow button to

move them to the Capture Interfaces list.
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Interfaces
Available Interfaces Capture Interfaces
wan2 wanl
opt

lan2

lani

B[]

ressrved
dmz

9 Go to MAINTENANCE > Diagnostics > Packet Capture > Capture > Filter.

Select IP Version (IPv4 or IPvé) for which to capture packets or select any to capture

packets for all IP versions.

Select the Protocol Type of traffic for which to capture packets. Select any to capture

packets for all types of traffic.

Select a Host IP address object for which to capture packets. Select any to capture

packets for all hosts. Select User Defined to be able to enter an IP address.

Filter
IF Version: | TPt ~ |
Protocol Type: [icmp |
Host TP: | any ~ |
Host Part: 0 (0 any)

10 Go tfo MAINTENANCE > Diagnostics > Packet Capture > Capture > Misc setiing.
Select Continuously capture and overwrite old ones to have the ZyWALL/USG keep
capturing traffic and overwriting old packet capture entries when the available
storage space runs out. Select Save data to onboard storage only or Save data to USB
storage (If status shows service deactivated, go o CONFIGURATION > Object > USB

Storage, select Activate USB storage service)

494/751



ZYXEL

www.zyxel.com

Misc setting

Captursd Packst Files:
split threshold:
Duration:

File Suffix:

MNumbser Of Bytes To Capturs (Per Packst):

Continuously capture and overwrite old ones
@ Save datato onboard storage only (available: 85 MB)
() Save data to USBE storage (available: 895 MB)

10 MEB

2 MEB

1] (0 unlimited)
-packst-capture

1500 Bytes

11 Click Capture.

Interfaces

Available Interfaces
wan

opt

lan2
resenved
dmz

PPETSE B

Filter
IP Version:
Protocol Type:
Host IP:

Host Port:

Misc setting

Capture Interfaces

lan1
wanl
IPvt e
icmp R
any R
o (D: any)

[ Continuously capture and overwrite old ones

@ Sawe datato onboard storage only (available: 55 MB}

I Capture

| [L_Reset

12 Click Stop when collection is done.

495/751



ZYXEL

www.zyxel.com

Interfaces
Available Interfaces Capture Interfaces
wan2 - lani
-I::pt wanl
an2
‘.
reserved
dmz
-
sarmemd e
Filter
IP Wersion: IPv3
Protocol Type: icmp
Host IP: any
Heost Port: 0 (D: any)
Misc setting
[[] Continuously capture and overwrite old ones
@ Save datato onboard storage only (available: 65 MB)
l Jl_siee ]|

Check the Capture Files

1 Go to MAINTENANCE > Diagnostics > Packet Capture > Files, select

the .cap file and click Download.

Capture Files

Captured Packet Files

e

# File Name Size

2 lani1—packet-capture tit 7a
3 wani--packet-capture.00000.cap 24
4 wan1—packet-capture it i}

Show| 50 | |items

Page of1| P+ M

Last Modified

2016-06-27 18:28:17
2016-06-27 18:28:17
2016-06-27 18:28:17

Displaying 1 -4 of 4

2 Open .cap files with Wireshark
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50

M |an1--packet-capture.00000.cap [Wireshark 1125 (v1.12.5-0-g5819e5b from master-1.12)] -

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help
' X2 A¢e»»TFLIEE QD @#0M % »

F|'|ter'.| |2|Express|'on_ Clear Apply Save

Source Destination Protocol

2016-06-27 :37:

2016-06-27 :37:53.825728

2016-06-27 :37:54. 8003099

2016-06-27 :37:54. 826308 c c

2016-06-27 :37:55.803515 - ale .8.8.8
2016-06-27 137:55.820522 .B. 8. .168.1.33

® ®

xZdes»0TF2IEBE aaan #BB% »

Filter'_| IZ|Expreﬁ|'on_ Clear Apply Save

MNo. Destination Protocol

2016-06-27 18:37:53.799825 .250.188.9
2016-06-27 137:53. .8.8.8
2016-06-27 137:54. .250.188.9
2016-06-27 137:54. .8.8.8
2016-06-27 137:55. .250.188.9
2016-06-27 137:55. .8.8.8

|
(@] @ File: "C:\Users\ZT01896\Downloads\wanl... | Packets: 6 - Displayed: 6 (100.0%) - Lo... | Profile: Default

How to Automatically Reboot the ZyWALL/USG by Schedule
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This example shows how to use shell script and schedule run to reboot device

automatically for maintenance purpose.

e ] | e

Shel Scripts \

T L) =) \“‘ L \
& FieName Sze Last Madited N

Pl |of1 Show 50| tems 1o data o cisgay

Upload Shell Script n SEiE 1171 1] I

To upload a shel script browse b the location of te file (Zysh) and en click Upload.
Fle Path:

LyWALL/USG Auto Schedule Reboot Settings

\Q’No’re: This example was ftested using USG110 (Firmware Version: ZLD 4.25).

Set Up the Shell Script

1 Run Windows Notepad application and input below command:
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j Untitled - Notepad @E&J
File Edit Format WView Help

configure terminal
reboot

2 Save this file as "reboot_device.zysh"

reboot_devicez
ysh

3 Inthe ZyWALL/USG, go to MAINTENANCE > File Manager > Shell Script. Click

Browse... fo find the reboot_device.zysh file. Click Upload fo begin the upload
process.

Shell Scripts
Page of 0 Show |50 |»|items No data to display
Upload Shell Script
To upload a shell script. browse to the location of the file |.zysh) and then click Upload.
File Path: Select a Fils Path

Browse...

Set Up the Schedule Run

1 Login the device via console/telnet/SSH (using PUTTY in this example)
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#2 PuTTY Configuration l—ghj
Category:
Basic options for your PuTTY session
Specify the destination you wart to connect to
.- Keyboard Host Name (or IP address) Part
 Bell 10.251.30.65 22
- Fegtures Connection type:
= Window Raw Telnet Rlogin @) S5H Serial
ﬁppea!ance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
Cololurs Default Settings | Load |
—J- Connection ZyXEL
- Data test [ save |
- Praowy —
. Telnet | Delete |
- Rlogin
- 55H
""" Serizl Close window on exit:
Always Newer @ Only on clean exit
About [ Cpen ] | Cancel
. "y

2 Issuing below commands based on three different (daily, weekly and monthly)
user scenarios:
a. Router(config)# schedule-run 1 reboot_device.zysh daily 10:00

(The device will reboot at 10:00 everyday)

¢ 10.251.30.69 - PuTTY == X

b. Router(config)# schedule-run 1 reboot_device.zysh weekly 10:00 sun

(The device will reboot at 10:00 every Sunday)
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c. Router(config)# schedule-run 1 reboot_device.zysh monthly 10:00 23

(The device will reboot at 10:00 every month on 23th)

B2 10.251.30.69 - PuTTY o

Check the Reboot Status

3 Login the device via console/telnet/SSH, the reboot runs as scheduled

4 Go to Configuration > System> Date/Time, check Current Date/Time.

Figure Configuration > System >Date/Time
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oere/ime -

Current Time and Date

Current Time: 13:47:47 UTC+08:00

Current Date: 20
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How To Schedule YouTube Access

This is an example of using the ZyWALL/USG UTM Profile and Security Policy to control
access to the network. If an application should not have network access during
certain hours, you can use Application Patrol, SSL Inspection and Schedule settings to

make sure that these applications cannot access the Internet.

<l You
Tube)

Local Network ‘

Network 192.168.1.0

Netmask 255.255.255.0 -k“i""‘-
Appllcatlon Inlelligence

=[] B @ ~

X T ] ‘wD -’

Remote Network Inventory _ File

Desktop Extend Server Sharing

».-.

/"’v Qf
Web  OA,ERP, anl
Sys ‘ Apps  CRM System  Serw Unlﬁed Secunty Gateway

] Office365 ORACLE

roe
WAN 1P 172.124.163.150 /t "
LAN IP 192.168.1.1

ZyWALL/USG with Scheduled YouTube Access Settings Example

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the Schedule on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Object > Schedule > Recurring > Add
Schedule Recurring Rule. Configure a Name for you to identify the Schedule
Recurring Rule. Specify the Day Time hour and minute when the schedule begins
and ends each day. In the Weekly schedule, select each day of the week that the
recurring schedule is effective.

CONFIGURATION > Object > Schedule > Recurring
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€? Add Schedule Recurring Rule
Configuration
Mame: ch_fube_&chedulel
Day Time
Start Time: [08:00 2 |
Stop Time: [17:00 3 |
Weekly
Week Days: Evonday Eruescay [ wednesday
mfhursdcy El:ridc-,» | Saturday
] Sunday

Create the Application Objects on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Object > Application > Add
Application Rule. Configure a Name for you to identify the Application Profile. Then,
click Add to create an Application Object.

CONFIGURATION > Object > Application > Add Application Rule

In the Application Object, select By Service, type a keyword and click Search o
display all signatures containing that keyword. Check all Query Result and Click OK.
CONFIGURATION > Object > Application > Add Application Rule > Add Application
Object

Set Up SSL Inspection on the ZyWALL/USG

In the ZyWALL/USG, go o CONFIGURATION > UTM Profile > SSL Inspection > Add

rule, configure a Name for you to identify the SSL Inspection profile.
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Then, select the CA Certificate to be the certificate used in this profile. Select
Block tO Action for Connection with SSL v3 and select Log type to be log alert. Leave
other actions as default settings.

CONFIGURATION > UTM Profile > SSL Inspection > Add rule

General Settings
Mame: | routube_Frofie |
Description:
CA Certificate: defauli bl
SELATLS verion wpported minimunm: 55l b Log: |log olert o
-'-c.":’ for connection with unsuppored — == og: Mo o
suit
Action for connection with unfrusted cerd pas = og: log >
cheain:

Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy Control,
configure a Name for you to identify the Security Policy profile. For From and To
policies, select the direction of fravel of packets to which the policy applies.
Select the Schedule that defines when the policy applies (Youtube_Schedule in

this example).

Scroll down to UTM Profile, check Application Patrol and select a profile from the
list box (Youtube_profile in this example). Then, check SSL Inspection and select a
profile from the list box (Youtube in this example).

CONFIGURATION > Security Policy > Policy Control
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&l 55L Inspection:

Youtube_Profile ]

¥l Encble
Name: [foutube Schedule |
Description: [ ] [Cptional)
From: lLan] ~|
To: gy [EXCTUTING LyV =T
Source: any -
Destination: any o
Senvice: any hd
ser: any b
Schedule: lroutebe Scheduls v
Action: cllow >
Log matched traffic: |No -
UTM Profile
Content Filter: |none w

Log: by profile

Export Certificate from ZyWALL/USG and Import it to Windows 7

Operation System

When SSL inspection is enabled and an access website does not trust the

LyWALL/USG certificate, the browser will display a warning page of security

certificate problems.

Go to ZyWALL/USG CONFIGURATION > Object > Certificate > default > Edit to

export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example).
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My Certificates Setting

Q@ Add & w

1 default SELF
Page |1 of 1

CN=vpn300_BBECA3APC... CN=vpn300_BBECA3APC... 2017-04-2512:41:25 GMT

Show (50 v items

2027-04-23 12:41:25 GMT
Displaying 1-1 of 1

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with

Private Key

“ Edit My Certificates

Issuer:

Signcture Algerithm:
Vaiid From:

Volid To:

Key Algorithm:

Subject Altemnative Name:

Key Usage:
Extended Key Uscge:
Besic Constraint:
MDS Fingerprint:

SHA] Fingerprint:

Certificate in PEM (Base-44) Encoded Format

---BEGIN X509 CERTIFICATE

(k3

MIIDSzCCAJOgAWIBAGIJAPOXXinyWSC/MAOGCSQGSIb3DQEBCWUAMBAXHDAGBGNY
BAMME3ZwbiMwMFSC OEVDQTNBOUMWMOMwHheNMTewNDI I MTIOMTI T WheNMiew

NDIz

ceeed

Passworg:

Export Cerlificate with Private Key I

Save default certificate as *.p12 file to Windows 7 Operation System.

—B

default.p12

In Windows 7 Operating System Start Menu > Search Box, type mmc and press

Enter.

Start Menu > Search Box > mmc
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Programs (1)
|% mmc

=
# See more results

| mme x| | @ Shutdown | » |

S o O @

In the mmc console window, click File > Add/Remove Snap-in...

File > Add/Remove Snap-in...
ﬁ Consolel - [Console Root]

ﬁ Filel Action View Favorntes Window

@ Mew Ctrl+N
|E Open... Ctrl+O
Save Ctrl+5
Save As...
Add/Remove Snap-in... Ctrl+M
Options...

1 services.msc
2 virtmgmt.msc
3 devmgmt.msc

4 wif.msc

Exit

In the Available snap-ins, select the Certificates and click Add button. Select
Computer account > Local Computer. Then, click Finished and OK to close the

Snap-ins window.
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5 Certificates

#: Component Services
& Computer Managem...
=4 Device Manager

[E3 Authorization Manager Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

=7 Disk Management Microsoft and...
2] Bvent Viewer Microsoft Cor...
I Folder Microsoft Cor...

Microsoft Cor...
Microsoft Cor...

Available snap-ins:
Snap-in Vendor il
= |ActiveX Control Microsoft Cor...

1

Selected snap-ins:

[l Console Root
I?ﬂ Certificates (Local Computer) |

Edit Extensions...

Remove

Move Up

Move Down

.g IF Security Monitor

.g IP Security Policy Ma...
2] Link to Web Address
&\ ocal Users and Gro...
2:| NAP Client Configura...

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor... —

Advanced...

In the mmc console window, open the Certificates (Local Computer) > Trusted

Root Certification Authorities, right click Certificate > All Tasks > Import...

@File Action View Favorites Window Help
ez 7@ olcz BE

K

4 Gl Certificates (Local Computer =

| Personal

Object Type

E

=

| | Trusted Root

Certificatinnl

|—| "I Certificates

~| Enterprise Tru

Find Certificates...

“| Intermediate

] All Tasks 3
> ] Trusted Publis
- [ Untrusted Cer View 4 Import...
- [ Third-Party R New Window from Here
: _I Trusted Peop MNew Taskpad View...
» | Other People
> [l Homegroup Refresh
. [ McAfee Trust Export List...
- 1 PC-Dactor Tn
| il Help

Find Certificates...

Click Next, Then, Browse..., and locate the .p12 file you downloaded earlier. Then,

click Next.
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File to Import
Specify the file you want to import.

File name:

C:\Users\Desktop\default.p12

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.F12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.S5T)

Click Next, type zyx123 in the Password field and click Next again

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[#] Include all extended properties.

Select Place dll certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.
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Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

() Automatically select the certificate store based on the type of certificate

0 Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse...

\Q’Nofe: Each ZyWALL/USG device has its own self-signed certificate by factory default.
When you reset to the default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boofts the next time.
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Test the Result

Type http://www.youtube.com/ or https://www.youtube.com/ into the browser.

An error message occurs.

www.youtube.com

504 Error
It appears the website you are trying to visit is having technical difficulties or is no longer available.

Please go back and try your request again or try searching Google to find another website with what you're
looking forl

Search Google m

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.
Priority Category Message Mote
alert Application Patrol Rule_id=1 S3I=Y App=[Streaming Media]Youtube:access Action=reject SID=67137542 ACCESS BLOCK
alert Application Patrol Rule_id=1 §SI=Y App=[Streaming Media]Youtube:access Action=reject SID=67137542 ACCESS BLOCK

What Could Go Wrong?

If you are not be able to configure any Application Patrol policies or it's not

working, there are two possible reasons:
You have not subscribed for the Application Patrol service.
You have subscribed for the Application Patrol service but the license is

expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen

of your ZyXEL device’s Web Configurator or click the myZyXEL.com 2.0 icon from
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the portal page (https://portal.myzyxel.com/) to register or extend your

Application Patrol license.

After you apply the Application Patrol service, the running session will continue fill

it's finished.
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How to continuously run a ZySH script

This example shows how to use shell script and confinuously run a ZySH script
automatically for maintenance purpose.

Configurabion e l Furmate Package ] Shell Seript _ ﬂ:
]
Shell Scripts 1
]
# File Nama Size Last Moaited

tel |oi1 Show S0 | tems o data o disply

Upload Shel Seript n I TTTT1] I
To upload a shell script, browse bo the location ofthe file (Zysh) and ten click Upioad.

File Path:

ZyWALL/USG continuously run a ZySH script Settings

‘Q’Note: This example was tested using USG110 (Firmware Version: ZLD 4.25).

Set Up the Shell Script

1 Run Windows Notepad application and input below command:

j Untitled - Notepad E@Iﬂ

File Edit Format WView Help

configure terminal
no firewall activate

schedule-run 1 enable_firewall.zysh daily 02:00
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2 Save this file as "disable_firewall.zysh"

dizable firewall.

zysh
3  Run Windows Notepad application and input below command:
| Untitled - Notepad s

File Edit Format View Help

configure terminal
firewall activate

schedule-run 1 disable_firewall.zysh daily 01:00

4 Save this file as "enable_firewall.zysh"

enable_firewall.z
ysh

5 Inthe ZyWALL/USG, go to MAINTENANCE > File Manager > Shell Script. Click

Browse... to find the disable_firewall.zysh and enable_firewall.zysh file. Click Upload to
begin the upload process.
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Shell Seripts
enable_firewall.zysh 3 2017-056-29 14:48:25
disable_firewall.zysh 3 2017-06-29 14:48:13
Page |1 of 1 Show |50 || items Displaying 1- 2 of 2

Upload Shell Script

To upload a shell script, browse fo the location of the file (.zysh) and then click Upload.

File Path: Select a File Path m

Set Up the Schedule Run

6  Issuing below commands:
Router> configure terminal

Router(config)# schedule-run 1 disable_firewall.zysh daily 15:15

E 10.21430.87:22 - Tera Term VT

File Edit Setup Control Window Help

Router(config)# schedule-run 2 disable firewall.zysh daily 15:15

Router(config)# write
Router(config)# Pebootl

Check the Result

1 Inthe ZyWALL/USG, go to DASHBOARD.

DASHBOARD

00:02:48 2017-06-29 / 15:15:26 UTC+08:00
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How To Register Your Device and Services at myZyXEL.com

myZyXEL.com is ZyXEL's online services center where you can register your ZyXEL
device and manage subscription services available for the device. To update
signature files or use a subscription service, you have fo register the device and

activate the corresponding service at myZyXEL.com.

MyZyXEL.com 2.0 Management Architecture

Channel
Partner

% Channel
A Partner

® Device Registration
® License Registration

Partner s
Channel - End-User
Partner

End-User
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Account Creation

After you click the link from the Registration screen of your ZyXEL device's Web
Configurator or click the myZyXEL.com 2.0 icon from the portal page

(https://portal.myzyxel.com/), the Sign In screen displays.

CONFIGURATION > Licensing > Registration

Registration

@ Configuration

Lizenzing

= Configuration
Regisiration Status  — + Walkvough

Device Registration Siat Nol registered m

7 Nole:
If you want to register myzyxel.com, please go 1{ portglryryeel com I
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Click Not a Member Yet to open the Sign Up screen where you can create an

account.,

myZyXEL.com > Not a Member Yet

Language:| English [EI

db 4 VXEL

Sign In

Email
Password

["] Remember Me

Submit

Nota Member Yet || ForgotMyPassword | Resend Confirmation

| Help

Privacy Statement
2.16.2 Copyright ® 2015 ZyXEL Communications Corp. All rights reserved.

Select Registration Type to create an Individual account or a Business account.
Individual account is for non-commercial, end user of ZyXEL products. Business
account is for commercial users; VAT # is required (the requirement varies in

selection of different countries)

myZyXEL.com > Not a Member Yet > Sign-up

* Registration Type | Individual "
Business

“ Email

An account activation notice will be sent to this email address. Please enter a valid email address
. If you dont receive the account activation notice, pleaze check your spam folder.

* Password

Please use & or more characters. Acceptable characters include letters, numbers and symbols.
Letters are case sensitive.

‘Q'Note: The business account can be changed info a channel partner account by an

administrator. With a channel partner account, you can register multiple devices and/or
services at a time and check service status reports. Contact your sales representative to

have a channel partner account.
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After you click Submit, myZyXEL.com 2.0 will send you an account activation
nofification e-mail. Click the URL link from the e-mail to activate your account and

log infto myZyXEL.com 2.0.

Dear Customer,

You have registered a new account at myZyXEL.com.

Here is your login information:

To activate your account, please click the following URL.

URL: hitp://portal-ebeta.myzyxel.com/users/confirmation?confirmation & s i co b dibamste © au s

If you are a ZyXEL reseller and wish to gain reseller account privileges 1. Activate the account first (as indicated above) 2. Contact your
local ZyXEL sales representative http://www.zyxel.com/promotions/promotion 20130916 293398.shtml

**This is an automatically generated email, please do not reply**

Best Regards,
myZyXEL.com Administrator
ZyXEL Communications Caorp.

info@myzyxel.com

After E-mail activate, sign in myZyXEL.com 2.0 to register or mange your devices
and services. If you are a business account, please go to account page and

press the Reseller Request button.

Reseller Request Language: |2 R | Help | Support | Account | Sign Out

Device Registration

Click Device Registration in the navigation panel to open the screen. Use this

screen to register your device with myZyXEL.com.

Enter the device'’s (first) MAC Address and Serial Number, which can be found on

the sticker on the back of the device. Click Submit.

If you access myZyXEL.com from the Registration screen of your ZyXEL device's
Web Configurator, the device MAC Address and Serial Number displays
automatically.
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Device Registration

ce Management
anagement Product Select

1 Maintenance Management

= License Check MAC Address |

ie 20:13:10:00:00:.40

gistration .
Serial Number |

egistration

Name |

Enter a name for this device (optional).

Reseller | H Z Check |

Enter the email address, VAT number or company name of the reseller selling you the device.

Service Registration (In the Case of Standard License)

Click Service Registration in the navigation panel to open the screen. Fill in the

License Key as shown on E-iCard License.

ZyXEL

- Dashboard Service Registration

= Device Management

- Service Management * License Key |

=l Maintenance Management

= License Check

vice Registration

e Registration

Go to the Service Management page and click the Link button. Select the device
then click the Activate button fo initiate the services license. You will get a Service

Activation Notice Email when you activate a new service.
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Service Management

Product Select | Device E Search Flease enter license key to search

License Key < Name < Type AmountTime Linked Device Status

S-CCFD01-7B2655063E2A. Content Filter_Commtouch Standard 731/ 731 days Avalizble
Kaspersky Anti-Virus_Trial Trial 30/ 30 days 00:00:AA:B0:38:15 Activate
Anti-Spam_Trial Trial 30/ 30 days 00:00:A4:80:38:15 Activate
IDP_Trial Trial 253/ 253 days 00:00:AAB0:38:15 Activate

Device Management (In the Case of Registering Bundled

Licenses)

Go to Device Management and click on the MAC Address hyper link of your
device. In the Linked Services page, click the Activate button to initiate the
services license. You will get a Service Activation Notice Email when you activate

a new service.

Device Management

Product Select | Device IZI Search | MAC Address IZI Flease choose atype to search

Model % MAC Address % Linked Services Registration Time %  Status Link to CF Report
= IDP
= Anti-Spam

ZyWALL 110 o 2014-08-07 12:44 Active Link
= Kaspersky Anti-Virus
= Content Fitter

Linked Services
Name Remaining Amount / Period Total Licensed Amount / Period Trial Status
IDP_Standard 397 days 397 days Standard Activate

Anti-Spam_Standard 397 days 397 days Standard Activate

Kaspersky Anti-Virus_Standard 397 days 397 days Standard Activate

Content Filter_Standard 397 days 397 days Standard Activate

522/751



ZYXEL S———

Refresh Service

After service activated, please go to the ZyWALL/USG CONFIGURATION >
Licensing > Registration > Service and click the Service License Refresh button to

update the Status.

License Status

# Senvice Status Reqgistration Type Ezxpiration Date Count
1 IDPiAppPatrol Signature Service Licensed Standard 2016-7-2 MIA

2 Anti-Virus Signature Sernvice Licensed Standard 2016-7-2 MIA

3 Anti-Spam Service Licensed Standard 2016-7-2 MIA

4 Content Filter Service Licensed Standard 2016-7-2 NIA

5 SSL VPN Service Licensed 255

3] Managed AP Service Default Standard 2

Page 1 of 1 Show |50 | litems Displaying 1-6 of &

License Refresh

Service License Refresh

What Could Go Wrong?

If you can't activate your device's service license, please check if you entered a
correct license key. Or your login session connecting to the device's Web GUI or

to myZyXEL.com might have been fimed out. Please try to login again.

If the device fails to register and connect to myzyxel.com, please ensure that the

WAN interface IP address can public access to Internet is working properly.
If you forget your password of myzyxel.com account, please click the “Forgot My

Password" link on the login screen and enter your email address. MyZyXEL.com 2.0

will send an email to you with a link o change your password.
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Dear Customer,

You have requested to reset your myZyXEL.com password. Please click the following link to change your password.
https://portal.myzyxel.com/users/password/edit?reset password token=iwaiuiige s B

**This is an automatically generated email, please do not reply™*

Best Regards,
myZyXEL.com Administrator
ZyXEL Communications Corp.

info@myzyxel.com

If you forget your registered email address on myZyXEL.com, please go to the link
below and submit a request to ZyXEL support feam for further support:

http://www.zyxel.com/form/Support_Feedback.shtml
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How To Exempt Specific Users From Security Control

This is an example of using a ZyWALL/USG Security Policy to exempt three

corporate executives from security confrol, while controlling Internet access for

other employees’ accounts.

Exempt Specific Users from Security Control Example

| ZyWALL USG
11 _emess ] WANIP 172.124.163.150
LAN IP 192.168.0.0

Executive_1 Executive 2 Executive_3 Employees
: IP 192.168.20.1
A L g— O — CN i |
] ] ] 192.168.30.255
Fereaeeusseeaseeasecmssemasee s sens e senssenssseessens s seessens e s aanaseas S -

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Security Policy on the ZyWALL/USG for Employees

In the ZyWALL/USG, go to CONFIGURATION > Object > Address > Add Address
Rule to create address range for employees.
CONFIGURATION > Object > Address > Add Address Rule

@ Add Address Rule
MName: Employees
Address Type: RANGE v

Starting IP Address: 192.168.20.1
End IP Address: 192.168.30.255|

-

Set up Security Policy for employees, go fo CONFIGURATION > Security Policy >

Policy Control > Add corresponding, configure a Name for you to identify the

employees’ Security Policy profile.

For From and To policies, select the direction of travel of packets to which the
policy applies. Select Source to be the Employees to apply the policy to all traffic

coming from them. In order to view the test result later on, set Log matched traffic
to be log.
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Scroll down to UTM Profile, select the general policy that allows employees to
access the Internet. (Using built-in Office profile in this example blocks the non-
productive services, such as Advertisement & Pop-Ups, Gambling and Peer to
Peer services...etc.).

CONFIGURATION > Security Policy > Policy Control > Add corresponding >

Employees_Security

¥l Encble
Mame: Employees_Security
Description: [Optiongl|
From: [Lan ~|
To: [eny [Excluding ZyV >]
Source: [Employees ~|
Destination: any ~
Service: any e
Usar: Qny »
Schedule: none w
Action: allow »
Log matched traffic: [log ~ |
UTM Profile
LZ__ ConteniFiller: _ Office_profile ¥]  Log: by profile v
550 Inspeaction: none b
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Set Up the Security Policy on the ZyWALL/USG for Executives

In the ZyWALL/USG, go to CONFIGURATION > Object > User/Group > Add A User

to create User Name/Password for each executive.
CONFIGURATION > Object > User/Group > Add A User

Uzer Configuration

User Mome : [Executive_)
User Type: 1 B
Passwond: it
Ratype: e
Description: Local User
Uzer Canfiguration
User Maorme : IE:‘:.'E'G\H-".-'E'_E I
User Type: usar -
Password: weew
Retype: |
Description: Local User

User Configuration
Usar Marme ;
User Type:
Fassword:
Retype:

Description:

Iiiiil I

Local User
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Then, go to CONFIGURATION > Object > User/Group > Group > Add Group fo
create a Group Members’ Name and move the just created executives user
object to Member.

CONFIGURATION > Object > Address Group > Add Address Group Rule

Configuration
Mame: Exec u’r'p.re[

Description: [Optienal)

Member List

=== Object ===
Executive_1
Executive_2
Executive 3
ad-users
Idap-users
raciius-users

Set up Security Policy for executives, go fo CONFIGURATION > Security Policy >
Policy Control > Add corresponding, configure a Name for you fo identify the

executives' Security Policy profile.

For From and To policies, select the direction of fravel of packets to which the
policy applies. Select User to be the Executives to apply the policy to all traffic

coming from them.

In order to view the test result later on, set Log matched traffic to be log.

529/751



ZYXEL S——

Leave all UTM Profiles disabled.
CONFIGURATION > Security Policy > Policy Control > Add corresponding >

Employees_Security

¥l Encble

Mame: |Execuﬁve=SE:uﬁ1v |
Descripfion: [Qptional
From: LLan y
To: | eny [Excluding IyV|4
Source: any e
Destination: any pe
Service: any pe
User: || Executive 1
schedule: none v
Action: allow et

Log matched traffic:  |log

UTM Profile

Test the Result

Connect to the Internet from two computers: one from executive_1 and one from

an employee address (192.168.30.9).

Go to the ZyWALL/USG Monitor > Log, you will see [notice] log message such as
below. In this example result, a connection from executive_1 has user login
message and always with ACCESS FORWARD information. A connection from
employee address (192.168.30.9) and some of the services are with ACCESS
BLOCK information
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Monitor > Log

Priority | Category Message Source Destination Note

notice Security Palicy Contral priority:1, from LAN to ANY, TCP, service others, ACCEPT 192.168.1.33:60045 172.23.5.208:8080 ACCESS FORWARD
notice Security Policy Control priority:1, from LAN to ANY, TCF, service others, ACCEPT 182.168.1.33.60044 59,124 183.66:443 ACCESS FORWARD
notice User User Executive_1(MAC=F0:DE:F1:B7:FB:TE) from http/https has logged in Device 192.168.1.33 59.124.183.150 Account: Executive_1
Priority | Category Message Source Destination Note

notice  Security Policy Contral  priority:2, from LAN to ANY, TCP, service others, ACCEPT 192.168.30.9:50028  74.125.23.189:443 ACCESS FORWARD
info Application Patrol Rule_id=2 S5I=N App=[Social Network]Google-plus:authority Action=reject SID=402692097 192.168.30.9:50026 T4.125.23.113:443 ACCESSBLOCK
info Application Patrol Rule_id=2 5§5I=N App=[Social Network]Facebook authority Action=reject SID=402653953 192 168.30.9:51041 66.220.158.19:443 ACCESS BLOCK

What Could Go Wrong?

If you are not be able to configure any UTM policies or it's not working, there are

two possible reasons:

You have not subscribed for the UTM service.

You have subscribed for the UTM service but the license is expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen
of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (hitps://portal.myzyxel.com/) to register or extend your UTM

license.
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How To Detect and Prevent TCP Port Scanning with ADP

This is an example of using a ZyWALL/USG ADP (Anomaly Detection and
Prevention) Profile to protect against anomalies based on violations of protocol

standards (RFCs — Requests for Comments) and abnormal traffic flows such as

port scans.

ZyWALL/USG with ADP Profile Setting Example

ZyWALL USG
WAN IP 172.124.163.150
LAN IP 192.168.1.1

Internal Network Internal Network Internal Network Internal Network
. Network 192.168.2.0 Network 192.168.3.0  Network 192.168.4.0 Network 192.168.5.0
Netmask 255.255.255.0 Netmask 255.255.255.0 Netmask 255.255.255.0 Netmask 255.255.255.0

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the ADP Profile on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > ADP > Profile, click
the Add icon. A pop-up screen will appear allowing you to choose a base profile.
Select a base profile to go to the profile details screen.

CONFIGURATION > Security Policy > ADP > Profile > Base Profile

& Base Profile

Flecase select one ADF Bose
Profile.

none
all

The Traffic Anomaly screen will display. A Name is automatically generated that you can
edit. Enable or disable individual scan or flood types by selecting a row and

clicking Activate or Inactivate.

In the Scan Detection section, selecting levels in the Sensitivity drop-down menu

and sef Block Period for the duration applies blocking to the source IP address.
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In the Flood Detection section, set Block Period for the duration applies blocking
to the destination IP address. Set a Threshold number (the number of packets per
second that match the flood detection criteria) for your network. Click OK.
CONFIGURATION > Security Policy > ADP > Profile > Base Profile > Traffic Anomaly

General

Mame: I;-!-' wos I

Dascription:

Scan Detection

Sensifivity: rnedium -
Block Parod: I 10 I 1-3600 seconid|
I"f sctivate W Inoctivate o= Log¥ XX A '--ll'l
r -~ .
Y [portscan) IP Protocal Scan no none
r -
2 Ui |portscan) TCP Portscan no None
-
3 9 [portscan) UDP Portscan o S
r
& 9 |seveep) ICMP Sweep no none
F 1
5 [.r [seveep) IP Protocol Sweep no None
F o .
& 7 (peep) TOP Port Sweep no none
L -
F ¥ [sweep| UDP Port Sweep no none
v [50 | item: Displaying |
Flood Detection
Block Persd: |5 | 1-3600 smeends
B Edit § Activale § Inoctivate 8 Log™ B8 Actlion™
L a r— N -
19 (fload] ICMP Flaad no none | 1000 |
r
2 ¥ [fizod] IP Flood no none 1000
"o = - i .
3 Y (fload] TEP Flood ne Aone 1000
ro . . .
4 ¥ (fleed) UDP Flood na I 1000
Pag 1 1 Showe |50 || iterr NEPaYInG 4af 4

Click the Protocol Anomaly tab. A Name is automatically generated that you can
edit. Enable or disable individual rules by selecting a row and clicking Activate or
Inactivate. Edit the default log options and actions by selecting a row and
making a selection in the Log or Action drop-down menus. Click OK.
CONFIGURATION > Security Policy > ADP > Profile > Base Profile > Protocol

Anomaly
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General
Mamea; APFI1893
Drescription: .
TCFP Decoder
|1 Activate ¢ Inoctivate & Log¥ #Acﬁunvl
#  Status + MNearre Log Action
1 9 (tcp_decoder] BADLENGTH-OPTL.. no none
29  [tcp_decoder) EXPERIMENTAL-OP... no none
a9 {tcp_decoder] OBSOLETE-OFTION... no nons
4 9 {tep_decoder) OVERSIZE-OFFSET A... no none
59 ' (tcp_dacoder] TRUNCATED-OFTIO... no hona
s '® {tcp_decoder] TICP-DETECTED AT... no none
79  [tcp_decoder) UNDERSIZE-LEN ATT... no none
8 "9 {tcp_decoder] UNDERSIZE-GFFSET ... no nons
s 9 {tep_decoder) tep-fragment ATTA... no none
Page [1 | of Show [50 || ffems Displaying 1 - % of &
UDP Decoder
@ Activate @ Inactivate & Log? £ Actiony
# Stotus Naome + tog Action
il (udp_decoder) OVERSZE-LEN ATT... no none
29 (udp_decoder) TRUNCATED-HEAD... no none
39 {udp_decoder]) UNDERSIZE-LEN AT... no none
Poge 1 of | ¥ Show 50 w_r items Dispiaying | -3 0of 3
ICMP Decoder
e Yy = Sactor |
# Status Namé « Log Action
(HH / (iemp_decoder) TRUNCATED-ADD... no none
29 lcmp_decoder) TRUNCATED-HEA... no none
3 "¢ (icmp_decoder) TRUNCATED-TIME... no none
i S licmp decoded icopuiiogment ... no none
I { 4 Poge !l lofl ) Show (50 v iremsJ Displaying | - 4 of 4
IP Decoder
@ Activate @ Inactivete £ LogY & Action”
# Stalus Name Log Action
R (ip_decoder] BAD-LENGTH-OPTIO... no none
2 "9 (ip_decoder] IP-iand ATTACK no none
3 " (ip_decoder] TRUNCATED-OPTION... no none
s "9 (ip_decoder) UNDERSIZE-LEN ATTA... no none
5 "¢ (ip_decoder) ip-spoot ATTACK no none
69 ip_decoder] ip-teardrop ATTACK  no none
Page (1 | of1 » ¥ Show [50 v items Displaying 1 -6 of 6

Go to CONFIGURATION > Security Policy > ADP > General, select Enable Anomaly
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Detection and Prevention. Then, select the just created Anomaly Profile and click
Apply.
CONFIGURATION > Security Policy > ADP > General

General IaHings

¥| Ensoinde Anomaly Deter Son ond Presysension

Folicles
Lt B Ecit 1 R ¥ ¥ W
L L L

1 P 1 T ELY APF1ES

Test the Result

Download Nmap free security scanner for testing the result:

https://nmap.org/download.html

Open the Nmap GUI, set the Target to be the WAN IP of ZyWALL/USG
(172.124.163.150 in this example) and set Profile to be Intense Scan. Click Scan.

R B

Scan Tools  Profile Help

Target: |l?2.124.lﬁ3.150 u Profile: |Intensescan |v| |Scan| ’Cancell

Command: |nmap -T4 -A -v172.124.163.150

[ Hosts ][ Services Mrmap Output |Ports.,-‘ HostslTopologyl Host Detailsl Scan.s|
08 4 Host + | rmep-Ta-A-v172124163150 [=] & [Detis

Fs

Starting Nmap 6.46 { http://nmap.crg ) at 2015-11-86 11:42 |
NSE: Loaded 118 scripts for scanning.

MSE: Script Pre-scanning.

Initiating Ping Scan at 11:42

Scanning 172.124.163.158 [4 ports]

Completed Ping Scan at 11:42, @.15s elapsed (1 total hosts)
Initiating Parallel DN5 resolution of 1 host. at 11:42
Completed Parallel DNS resolution of 1 host. at 11:42,
@.18s elapsed

Initiating SYN Stealth Scan at 11:42

Scanning 172-124-163-158.lightspeed.brhmal.sbcglobal.net
(172.124.163.150) [1888 ports]

Discovered open port 22/tcp on 172.124.163.158
Discovered open port 21/tcp on 172.124.163.15@
Discovered open port 53/tcp on 172.124.163.150

m

Filter Hosts Discovered open port 88/tcp on 172.124.163.158 -
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Go to the ZyWALL/USG Monitor > Log, you will see [warn] log message such as

below.

Monitor > Log

Priority Category Message Source Destination

warn  ADP from Any to ZyWALL, [type=Scan-Detection(8910011)] tcp-portscan-syn tep-portscan-syn Action: Block Severity: medium 192.168.123.33:40347  172.124.163.150:1271
warn ADP from Any to ZyWALL, [type=Scan-Detection(8910011)] tcp-portscan-syn tcp-portscan-syn Action: Block Severity: medium 182.168.123.33:40374 172.124.163.150:8888
warn  ADP from Any to ZyWALL, [type=Scan-Detection(8910011)] tcp-portscan-syn tep-portscan-syn Action: Block Severity: medium 192.168.123.33:40348  172.124.163.150:13
warn  ADP from Any to ZyWALL, [type=Scan-Detection(8910011)] tcp-portscan-syn tcp-poriscan-syn Action: Block Severity. medium 192.168.123.33:40347  172.124.163.150:15003

MNote

ACCESS BLOCK
ACCESS BLOCK
ACCESS BLOCK
ACCESS BLOCK

What Could Go Wrong?

You may find that certain rules are triggering too many false positives or false
negatives. A false positive is when valid traffic is flagged as an attack. A false
negative is when invalid fraffic is wrongly allowed to pass through the
LyWALL/USG. As each network is different, false positives and false negatives are
common on initial ADP deployment. You could create a new ‘monitor profile’
that creates logs but all actions are disabled. Observe the logs over time and fry
to eliminate the causes of the false alarms. When you're satisfied that they have

been reduced to an acceptable level, you could then create an ‘inline profile’

whereby you configure appropriate actions to be taken when a packet matches

a detection.
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How To Block Facebook

This is an example of using a ZyWALL/USG UTM Profile in a Security Policy to block
access to a specific social network service. You can use Content Filter, SSL
Inspection and Policy Control to make sure that a certain web page cannot be

accessed through both HTTP and HTTPS protocols.

ZyWALL/USG with Block Facebook Settings Example

Local Network

Network 192.168.1.0

Netmask 255.255.255.0 /
Content
Filtering

= O~
see [:] O @.—

Remote  Network Inventory File
Desktop Extend Server Sharing

A_" Google A

7 @ I XK
8l Web  OAERP,  Email ) Office365 ORACLE
System Rt CAMSontem  Sevcer Umﬁed Securny Gateway \

ffic e
WAN 1P 172.124.163.150 orce ¢ ./" J
LAN IP 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Content Filter on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile> Content Filter > Profile
Management > Add Filter File > Custom Service. Configure a Name for you to
identify the Content Filter Profile and select Enable Custom Service.
CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >

Add Filter File > Custom Service > General Settings

Feneral Scﬂings
Mame: I Faocebaok_Block I
Description: Dptiona
E Encoble Custom Service
Ao wab traffic for trusted web sites only
Check Common Trusted /Forbidden List

Scroll down to the Blocked URL Keywords section, click Add and use ™" as a
wildcard to match any string in trusted/forbidden web sites and blocked URL
keywords (*.facebook*.com in this example). Click OK.

CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >
Add Filter File > Custom Service > Blocked URL Keywords

Blocked URL Keywords

= k= m

Set Up the SSL Inspection on the ZyWALL/USG

In the ZyWALL/USG, go o CONFIGURATION > UTM Profile > SSL Inspection > Add

rule, configure a Name for you to identify the SSL Inspection profile.

Then, select the CA Certificate to be the certificate used in this profile. Select
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Block to Action for Connection with SSL v3 and select Log type to be log alert.
Leave other actions as default settings.
CONFIGURATION > UTM Profile > SSL Inspection > Add rule

General Setings

Hame: IFd::-:i:t::-:_EZ-:-:f. I

Dascription:

CA Cerfificate: defoult >

S3L/TLS version supported mindmwm: 313 2 log: NS b
Action for connastion with unsupported pass = Log: no &
suit:

Action for connection with pntrpsted cart pats = I_qg: Ty B
chaing;
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Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy Control,
configure a Name for you to identify the Security Policy profile. For From and To
policies, select the direction of travel of packets to which the policy applies.
Select the Schedule that defines when the policy applies (Facebook_Block in this

example).

Scroll down to UTM Profile, select Content Filter and select a profile from the list
box (Facebook_Block in this example). Then, select SSL Inspection and select a
profile from the list box (Facebook_Block in this example).

CONFIGURATION > Security Policy > Policy Control

Yl Encble

Neme: |Facebook_Block |

Description: Optional

From: |LAN 4|

To: |eny (Excluding ZyViv ]

Source: any v

Destingtion: any v

Service: any v

User: any 7

Schedule: none v

Action: cllow v

Log maiched traffic: |no 2%

UTM Prefile
i Content Filter: | Facebook_Block | Log: |by profile b
7 S5L Inspection: Focebook_Block Log: |by profile >
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Export Certificate from ZyWALL/USG and Import it to Windows 7

Operation System

When SSL inspection is enabled and an access website does not trust the

ZyWALL/USG certificate, the browser will display a warning page of security

certificate problems.

Go to ZyWALL/USG CONFIGURATION > Object > Cerfificate > default > Edit to

export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example).

CONFIGURATION > Object > Certificate > default

My Certificates Setting
@ Add
1 default SELF CN=vpn300_BBECA3AFC... CN=vpn300_BSECA3ASC...
Pags |1 of 1 Show |50 |v | items

2017-04-25 12:41:25 GMT

2027-04-23 12:41:25 GMT

Displaying 1 -1

of

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with

Private Key

¥ Edit My Cerlificates
Issuer:
Signature Algorithm:
Vaid From:
Vaiid To:
Key Algorithm:
Subject Altemative Name:
Key Uscge:
Extended Key Uscge:
Basic Constraint:
MDS Fingerprint:

SHAT Fingerprint:

Certificate in PEM (Base-64) Encoded Format

-——BEGIN X509 CERTIFICATE——

NODIz
Password:
Export Ceriiicate Only Export Certificate with Private Key

MIIDSzCCAJOgAWIBAGIJAPOXXinyW6C/MAOGCSGGSIo3DQEBCWUAMB 4xHDAGBGNV
BAMMESIIwbjMwMF?COEVDQTNEOUMWMDMwHhcNMTCwWNDI I MTIOMTIT WheNMjcw

-
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Save default certificate as *.p12 file to Windows 7 Operation System.
=5

default.pl2

In Windows 7 Operating System Start Menu > Search Box, type mmc and press

Enter.

Start Menu > Search Box > mmc

Programs (1)
|ﬁ mmec

O
4~ See more results

mmc x| |@Shl.|tdown|>|
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In the mmc console window, click File > Add/Remove Snap-in...

File > Add/Remove Snap-in...

Consolel - [Conscle Root]

@ Fi|E] Action View Favorites Window

@ MNew Ctrl+MN
< Open... Ctrl+0O
. Save Cirl+5
Save As...
Add/Remove Snap-in... Ctrl+ M
Options...

1 services.msc
2 vitmgmt.msc
3 devmgmt.msc

4 wif.msc

Exit

In the Available snap-ins, select the Cerlificates and click Add button. Select
Computer account > Local Computer. Then, click Finished and OK to close the

Snap-ins window.

Available snap-ins > Certificates > Add

Available snap-ins: Selected snap-ins:
Snap-in Vendor & [l Console Root l Edit Extensions...
=" ActiveX Control Microsoft Cor... | | Iﬁ Certificates (Local Computer) |
[T3 Authorization Manager Microsoft Cor... Remove
[l Certificates Microsoft Cor...
#. Component Services  Microsoft Cor... = Move Up
A Computer Managem... Microsoft Cor...
=4 Device Manager Microsoft Cor... Move Down
=1 Disk Management Microsoft and...
{2 Event Viewer Microsoft Cor... | |
“|Folder Microsoft Cor...
.g IF Security Monitor Microsoft Cor...
&, 1P Security Policy Ma... Microsoft Cor...
= Link to Web Address  Microsoft Cor...
&) peal Users and Gro...  Microsoft Cor...
2| NAP Client Configura... Microsoft Cor... - Advanced... ]
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In the mmc console window, open the Certificates (Local Computer) > Trusted

Root Certification Authorities, right click Certificate > All Tasks > Import...

@ File Action View Favorites Window Help
e 2B olc= BE
4 I Certificates (Local Computer # || Object Type
- | Personal |_| I Certificates
>| | Trusted Root Cartificatinnl
- [ Enterprise Tru Find Certificates...
+ - Intermediate | )| Tasks »|  Find Certificates...
[ Trusted Publis
- [ Untrusted Cer View b Import...
» [l Third-Party R New Window from Here
} " Trusted Peop MNew Taskpad View...
» || Other People
» [l Homegroup Refresh
- [ McAfee Trust Export List...
: [ PC-Dinrctor In
<« | i1 | Help — \

Click Next. Then, Browse..., and locate the .p12 file you downloaded earlier. Then,

click Next.

File to Import
Specify the file you want to import.

File name:

C:\Users\Desktop\default.p12

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS 212 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)
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Click Next, type zyx123 in the Password field and click Next again

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[#] Include all extended properties.

Select Place dll certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(") Automatically select the certificate store based on the type of certificate

0 Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse...

“U'Note: Each LyWALL/USG device has its own self-signed certificate by factory default.
When you reset to default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boots the next time.
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Test the Result

Type http://www.facebook.com/ or https://www.facebook.com/ into the

browser, the error message occurs.

€« = https://www.facebook.com

Web aceess 1s restricted. Please contact the administrator.

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.

Monitor > Log

Friority = Category Meassage Mote
d2ebuzfonfaxqh.webhst.com: Keyword blocking, Rule_id=1, 35I=N WEE BLOCHK
d2ebu295n9axq5.webhst.com: Keyword blocking, Rule_id=1, §5I1=N 'WEE BLOCK

alert Blocked web sites
alert Blocked web sites
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What Could Go Wrong?

If you are not be able to configure any Content Filter policies or it's not working,

there are two possible reasons:

You have not subscribed for the Content Filter service.
You have subscribed for the Content Filter service but the license is

expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen
of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your Content

Filter license.
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How To Exempt Specific Users From a Blocked Website

This is an example of using a ZyWALL/USG Security Policy to exempt three
corporate executives from a blocked Website, while controlling Internet access

for other employees’ accounts.

With executives connect to a blocked Website using PCs with static IP addresses,

you could set up address group to allow their traffic.

LyWALL/USG with Exempt Specific Users From a Blocked Website Example

BitTorrent ta Kk

ZyWALL USG
WAN IP 172.124.163.150
LAN [P 192.168.0.0

Executive_1 Executive 2 Executive_3 Employees

IP 192.168.10.1 IP 192.168.10.2 IP 192.168.10.3 IP 192.168.20.1
f f f |
] ] o2 192.168.30 255

\Q’No‘re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Security Policy on the ZyWALL/USG for Employees

In the ZyWALL/USG, go to CONFIGURATION > Object > Address > Add Address
Rule to create address range for employees.
CONFIGURATION > Object > Address > Add Address Rule

# Edit Address Rule Employees

MName: | Employees I
Address Type: I RANGE VI

Starting IP Address: 192.1658.20.]

End IP Addrass: 192.1468.30.255

-

Set up Security Policy for employees, go fo CONFIGURATION > Security Policy >

Policy Control > Add corresponding, configure a Name for you to identify the

employees’ Security Policy profile.

For From and To policies, select the direction of travel of packets to which the
policy applies. Select Source to be the Employees to apply the policy to all traffic

coming from them.
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Scroll down to UTM Profile, select the general policy that allows employees to
access the Internet. (Using built-in Office profile in this example blocks the non-
productive services, such as Advertisement & Pop-Ups, Gambling and Peer to
Peer services...etc.).

CONFIGURATION > Security Policy > Policy Control > Add corresponding >

Employees_Security

¥l Encble

Nome: mlovees Security |
Description: (Optionall
From: [LAN ~

To: [cny (Excluding iy

Scource: Emp!oyees -~
Destinction: any v

Service: any v

User: cny v

Schedule: none v

Action: cllow v

Log matched traffic:  [log N |

UTM Profile

m Content Filter: W" i hr Log: by profile w
[ S5l Inspection: none A
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Set Up the Security Policy on the ZyWALL/USG for Executives

In the ZyWALL/USG, go to CONFIGURATION > Object > Address > Add Address
Rule to create address for each executives.
CONFIGURATION > Object > Address > Add Address Rule

&) Add Address Rule 711
Marme: Execufive ]
Addrass Type: HOST pe
IP Address: 192.168.10.1

£y Add Address Rule Z1x]
Marme: Executive 2
Address Tyope: HIOST ae
IP Address: 192.168.10.2

&3 Add Address Rule 711
rame: Sxecutive_3
Address Type: HOST bt
IF Addrass: 192.168.10.2

Then, go to CONFIGURATION > Object > Address Group > Add Address Group

Rule to create a Group Members’ Name and move the just created executives
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address object o Member.
CONFIGURATION > Object > Address Group > Add Address Group Rule

Configuration

Name: [Executive ]

(o]
g
o
-
o

Description:

Member List

=== Object ===
ad-users

ldap-users

radivs-users
Executive_I
Executive_2

Executive 3

(+]]

Set up Security Policy for executives, go fo CONFIGURATION > Security Policy >
Policy Control > Add corresponding, configure a Name for you to identify the

executives’ Security Policy profile.

For From and To policies, select the direction of travel of packets to which the
policy applies. Select Source to be the Executives to apply the policy to all traffic
coming from them. In order to view the results later, to have the ZyWALL/USG

generate Log matched traffic (log).

553/751



ZYXEL S——

Leave all UTM Profiles disabled.
CONFIGURATION > Security Policy > Policy Control > Add corresponding >

Executives_Security

¥l Encble

Name: |Executive_Security ]
Description: (Optional)
From: I_LAN v |
To: [cnv [Excluding ZyV VI
Source: cny v
Destinction: cny v
Service: cny v
User: [Executive v |
Schedule: none v
Action: cliow v
Log maiched traffic: I.'QQ v
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Test the Result

Connect to the Internet from two computers: one from executive_2 address
(192.168.10.2) and one from an employee address (192.168.20.1) and both access
to https://hangouts.google.com/.

Go to the ZyWALL/USG Monitor > Log, you will see [notice] and [info] log message
such as below. In this example result, connections from executive_2 address
(192.168.10.2) use Security Policy priority: 1. Connections from employee address

(192.168.20.1) use Security Policy priority: 2 and UTM Profile Rule_id=2.

Priority | Category Message Source Destination Note
notice Security Policy Control priority:1, from LAN to ANY, TCP, service others, ACCEPT  182.168.10.2:52549  172.23.6.115:5088 ACCESS FORWARD
notice Security Policy Control priority:1, from LAN to ANY, TCP, service others, ACCEPT  192.168.10.2.54056  64.233.180.125:5222 ACCESS FORWARD

Priority Category Message Source Destination Note

info Application Patrol Rule_id=2 SSI=N App=[Instant messaging)Google Talk authority Action=reject SID=2305 19216820 1:53680 64233.188.125:5222 ACCESS BLOCK
notice Security Palicy Control priority:2, from LAN to ANY, TCP, service others, ACCEPT 192.168.20.1:53600 5£4.233.180.125:5222 ACCESS FORWARD
info Application Patrol Rule_id=2 S5I=N App-=: Network]Google-plus:autharity Acti SID=402692097 192.168.20.1:53686  74.125.203.102:443  ACCESSBLOCK
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What Could Go Wrong?

If you are not be able to configure any UTM policies or it's not working, there are

two possible reasons:

You have not subscribed for the UTM service.

You have subscribed for the UTM service but the license is expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen
of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your UTM

license.
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How To Control Access To Google Drive

This is an example of using a ZyWALL/USG UTM Profile in a Security Policy to block
access to a specific file transfer service. You can use Application Patrol and
Policy Control to make sure that a certain file tfransfer service cannot be

accessed through both HTTP and HTTPS protocols.

ZyWALL/USG with Control Access To Google Drive Settings Example

Local Network
Network 192.168.1.0
Netmask 255.255.255.0

Appllcation Inlelll ence

= (1 ¥ & Optimizatiol
gt Lo @,
Remote  Network Inventory File
Desktop Extend Server Sharing

A—" Googlea

~ @ I X
Office365 ORACLE
syﬁ'cm X‘::%bs csgﬁ\ 'siftpém ;ch'l, Umﬁed Secunty Gateway \ EI i

ffic roe
WAN IP 172.124.163.150 orice ¢ -’t )
LAN IP 192.168.1.1

\Q’No’re: All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

557/751



ZYXEL S———

Set Up the SSL Inspection on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile > SSL Inspection > Add

rule, configure a Name for you to identify the SSL Inspection profile.

Then, select the CA Certificate to be the certificate used in this profile. Select
Block tO Action for Connection with SSL v3 and select Log type to be log alert. Leave
other actions as default settings.

CONFIGURATION > UTM Profile > SSL Inspection > Add rule

General Seling:
Mama: Google Dive Confr
Description:
oA Carliflcgte dafoul b
S5L/TLS version supporbed minimum: ssl3 = Log: log alerd o
Action for connection with tnsupported s e Log: Mo "
st
Action lor connection with uninssted cert CiEs w Log: log b
[=3=1,H
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Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy Control,
configure a Name for you to identify the Security Policy profile. For From and To

policies, select the direction of travel of packets to which the policy applies.

Scroll down to UTM Profile, select Content Filter and select a profile from the list
box (Facebook_Block in this example). Then, select SSL Inspection and select a
profile from the list box (Facebook_Block in this example).

CONFIGURATION > Security Policy > Policy Control

vIEncble
Nome: | Google_Drive_Contr]
Description: (Optiono
From: Lan |
To: leny (Excluding ZyV ¥}
Source: cny v
Destinction: any v
Service: cny v
User: cny v
Schedule: none v
Action: cliow v
Log matched traffic: nNo Y
UTM Profile
Content Filter: |none bt
B  sSLinspection: |Google Drive_Cor¥| Log: by profile v

Export Certificate from ZyWALL/USG and Import it to Windows 7
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Operation System

When SSL inspection is enabled and an access website does not trust the
ZyWALL/USG certificate, the browser will display a warning page of security

certificate problems.

Go to ZyWALL/USG CONFIGURATION > Object > Certificate > default > Edit to
export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example).

CONFIGURATION > Object > Certificate > default

My Cerlificates Setting
Q@ Add F
1 default SELF CN=vpn300_BBECA3APC... CN=vpn300_BSBECA3AYC... 2017-04-2512:41:25 GMT 2027-04-23 12:41:25 GMT
Page |1 of 1 Show |50 |»| itemns Displaying 1 - 1 of

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with

Private Key

¥ Edit My Certificates 2%
Issuer:
Signecture Algorithm:
Velid From:
Velid To:
Key Algori"ﬁm:
Subject Altemative Name:
Key Usage:
Extended Key Uscge:
Basic Constraint:
MDS Fingerprint:

SHA] Fingerprint:

Certificate in PEM (Base-44) Encoded Format

——BEGIN X509 CERTFICATE-—

MIIDSzCCAJOgAWIBAGIJAPOXXinyWSC/MAOGCSGGSIb3DQEBCWUAMBAXHDACBGNY
BAMMESZIwbiMwMF?C OEVDQTNBOUMWMDMwHhENMTCWNDI | MTIOMTI T WheNMjcw
NDIz v

Password:
Export Cerfificale Only Export Cerlificate with Private Key

Save default certificate as *.p12 file to Windows 7 Operation System.
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In Windows 7 Operating System Start Menu > Search Box, type mmc and press

Enter.

Start Menu > Search Box > mmc

Programs (1)

e

=
# See more results

mmc * |

&) Shut down | » |

é@

w

In the mmc console window, click File > Add/Remove Snap-in...

File > Add/Remove Snap-in...

ﬁ Consolel - [Console Root]

Window

@ File] Action  View  Favorites
@ Mew
|-_E Open...

Save

Save As...

Ctri+M
Ctrl+0
Ctrl+5

Add/Remove Snap-in...

Ctrl+M

Options...

1 services.msc
2 vitmgmt.msc
3 devmgmt.msc

4 wf.msc

Exit
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In the Available snap-ins, select the Certificates and click Add button. Select
Computer account > Local Computer. Then, click Finished and OK to close the

Snap-ins window.

Available snap-ins > Certificates > Add

Available snap-ins: Selected snap-ins:
Snap-in Vendor - ] Console Root l Edit Extensions...
= ActiveX Control Microsoft Cor... I Iﬁ Certificates (Local Computer) |
[T Authorization Manager Microsoft Cor... Remove
[l Certificates Microsoft Cor...
#: Component Services  Microsoft Cor... = Move Up
A Computer Managem... Microsoft Cor...
=4 Device Manager Microsoft Cor... Move Down
=1 Disk Management Microsoft and...
{2 Event Viewer Microsoft Cor... | |
| Folder Microsoft Cor...
g IF Security Monitor Microsoft Cor...
&, 1P Security Policy Ma... Microsoft Cor...
= Link to Web Address  Microsoft Cor...
&) peal Users and Gro...  Microsoft Cor...
2| NAP Client Configura... Microsoft Cor... - Advanced...

In the mmc console window, open the Certificates (Local Computer) > Trusted

Root Certification Authorities, right click Certificate > All Tasks > Import...

@ File Action View Favorites Window Help
o= x@olc=HE

a Gl Certificates (Local Computer = Object Type
- [ Personal |—| | Certificates
;l ~| Trusted Root Certificatinnl
» (7] Enterprise Tru Find Certificates...
» L Intermediate All Tasks b Find Certificates..
= ] Trusted Publis
+ [ Untrusted Cer View ’ Import..

- ] Third-Party R New Window from Here

’ J Trusted Peop MNew Taskpad View...
+ ] Other People

> [l Homegroup | Refresh
- [ McAfee Trust Export List...

2 [ PC-Nnctar In Hel
< | T | elp P
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Click Next. Then, Browse..., and locate the .p12 file you downloaded earlier. Then,

click Next.

File to Import
Specify the file you want to import.

File name:

C:\Users\Desktop\default.p12

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS 212 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.SST)

Click Next, type zyx123 in the Password field and click Next again

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.
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Select Place all certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(") Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse...

\Q’No’re: Each ZyWALL/USG device has its own self-signed certificate by factory default.
When you reset to default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boofts the next time.
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Test the Result

Type http://drive.google.com/ or https://drive.google.com/ into the browser, the

error message oCcCurs.

google.drive

502 Error
It appears the website you are trying to visit is having technical difficulties or is no longer available.

Please go back and try your request again or try searching Google to find another website with what you're
looking forl

Search Google Try Again

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.

Monitor > Log

Priority Category Message MNote
Action=reject SID=50335494 ACCESS BLCCK
Action=reject SID=50335494 ACCESS BLOCK

alert Application Patrol Rule_id=1 S5I=Y App=[File TransferjGoogle

alert Application Patrol Rule_id=1 SSI=Y App=[File Transfer}Google
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What Could Go Wrong?

If you are not be able to configure any Application Patrol policies or it's not

working, there are two possible reasons:

You have not subscribed for the Application Patrol service.
You have subscribed for the Application Patrol service but the license is

expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen
of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your

Application Patrol license.
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How To Block HTTPS Websites Using Content Filtering and SSL
Inspection

This is an example of using a ZyWALL/USG Content Filtering, SSL Inspection and

Security Policy to block access to malicious or not business-related websites.

ZyWALL/USG with Block HTTPS Websites Using Content Filtering and SSL Inspection

Settings Example

R
BitTorrent

Local Network
Application Intelligence

Network 192.168.1.0
& Optimizati
Netmask 255.255.255.0 i NETELLX
ISI ant
- I oo =
soe O —
Remote Network Inventory _ File — “‘@
Desktop Extend Server Sharing
7 @ i < . el :
v 11 =< ,‘
Office365 ORACLE
OA,ERP,  Emalil
Syglcm X‘:;Pbs CRMASystcm Ser:‘\‘/]cr Unified Security Gateway \ |]
office 9

WAN 1IP 172.124.163.150
LAN IP 192.168.1.1

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Content Filter on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile> Content Filter > Profile
Management > Add Filter File > Category Service. Configure a Name for you to
identify the Content Filter Profile and select Enable Custom Service.
CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >
Add > Category Service > General Settings

General Settings

Licenze Status: Licensed

License Type: Standard

Name: I Office_Profile I
Description: [Optionall

[C Enable sofeSearch

I [¥| Enable Content Filter Category Service I

[C Log all web poges

Action for Unsafe Web Pages: Block |» [CLeg

Action for Managed Web Pages: Block |»~ [ Leg

Action for Unrated Web Poges: Wam | [C Log

Action When Category Server s warn v [CLeg
Unavailable:

Scroll down to the Security Threat (unsafe) section and select all categories of
web pages that are known to pose a threat to your computers.
CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >

Add Filter File > Category Service > Security Threat (unsafe)

Security Threat {unsafe)

Anonymizers Botnets Compromised
Malware Netwaork Errors Parked Domains
Phishing & Fraud Spam Sites

Scroll down to the Managed Categories section and select the categories that

are not business-related. Click OK.
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CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >
Add Filter File > Category Service > Managed Categories

Managed Categories

Advertisements & Pop-Ups
[ Business

[] Forums & Newsgroups

Dating & Personals

[ Entertainment

Games

[F] Health & Madicine

Streaming Media & Downloads
Nudity

Pornography/Sexually Explicit
[] Restaurants & Dining

Social Networking

[ Travel

[] Web-based Email

Cults

Hacking

[ Information Security

[ Private IP Addresses
Tasteless

AlcoholTobacco

[F] Transportation

[F] Computers & Technology
[F] Download Sites

[F] Finance

[F] Government

lllegal Drugs

[[] MNews

[ Personal Sites

[F] Real Estate

[F] Search Engines/Portals
[F] Sports

Violence

[] General

[ Fashion & Beauty
llegal Software

[] Instant Messaging
School Cheating

Child Abuse Images

[ Arts

] Chat

Criminal Activity
[ Education
Gambling

Hate & Intolerance
[ Job Search

[[] MNon-profits & NGOs
[ Palitics

[ Religion

[ Shopping

[ Translators
Weapons

[ Leisure & Recreation
[7] Greeting Cards

[ Image Sharing
Peerto Peer

Sex Education

If you are not sure which category a web page belongs to, you can enter a web

site URL in the fext box of Test Web Site Category.

CONFIGURATION > UTM Profile> Content Filter > Profile > Profile Management >
Add Filter File > Category Service > Test Web Site Category

Teszt Web Site Category

UEL to test:

Test Against Conlent Filter Calegory Server

Set Up SSL Inspection on the ZyWALL/USG

In the ZyWALL/USG, go o CONFIGURATION > UTM Profile > SSL Inspection > Add

rule, and configure a Name for you fo identify the SSL Inspection profile.

Then, select the CA Certificate to be the certificate used in this profile. Select to

pass or block SSLv2/unsupported suit/untrusted cert chain traffic that matches
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traffic bound to this policy here.

Select desired Log type whether to have the ZyWALL/USG generate a log (log),
log and alert (log alert) or neither (no) by default when traffic matches this policy.
CONFIGURATION > UTM Profile > SSL Inspection > Add rule

General Settings

Mamea: Offica_Control

Description:

CA Certificate: default >

SSL/TLS wersion supported minimum: ssl3 " Lag: [ne 2
Action for connaction with unsupported pass = Log: |No a
suit:

Action for connection with untrusted cert pass = Log: log A

chain:
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Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy Control,
configure a Name for you to identify the Security Policy profile. For From and To

policies, select the direction of travel of packets to which the policy applies.

Scroll down to UTM Profile, select Content Filter and select a profile from the list
box (Office_profile in this example). Then, select SSL Inspection and select a
profile from the list box (Office_Control in this example).

CONFIGURATION > Security Policy > Policy Control

¥ Encble

Name: Office_Conirol

Description: [Optional)

From: LAN v

To: cny (Excluding ZyV ¥

Source: cny v

Destinction: any v

Service: any v

User: cny v

Schedule: none v

Action: cllow v

Log meaiched iraffic: |NO =
UTM Profile

B  contentFiter: |Office_profile ¥| Log: |by profile v
B  ssLinspection: |Office_Conirol ot Log: by profile ~
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Export Certificate from ZyWALL/USG and Import it to Windows 7

Operation System

When SSL inspection is enabled and an access website does not trust the
ZyWALL/USG certificate, the browser will display a warning page of security

certificate problems.

Go to ZyWALL/USG CONFIGURATION > Object > Certificate > default > Edit to
export default certificate from ZyWALL/USG with Private Key (zyx123 in this

example).

CONFIGURATION > Object > Certificate > default

My Certificates Setting

@ Add B Ecit @ Remove M@ Object References

1 default SELF CN=vpn300_BBECA3AFC... CN=vpn300_BEBECAZAPC... 2017-04-2512:41:25 GMT 2027-04-23 12:41:25 GMT

Page |1 of 1 Show |50 || items Displaying 1 - 1 of 1

CONFIGURATION > Object > Certificate > default > Edit > Export Certificate with

Private Key

# Edit My Cerlificates
Issuer:
Signoture Algorithm:
Valid From:
Velid To:
Key Algorithm:
Subject Altemnative Name:
Key Usoge:
Extended Key Uscge:
Bosic Constraint:
MDS3 Fingerprint:

SHAI Fingerprint:

Certfificate in PEM (Basze-44) Encoded Format

BEGIN X509 CERTIFICATE-——
WIDSzCC wWIBAGIJAPOXXinyWEC/MAOGCSGGSIb3DQEBCWUAMBAXHDAGBGNV
BAMME3ZwbjMwMFSC OEVDQTNBOUMWMD MwHhcNMTewWNDI I MTIOMTIT WheNMicw
NDIz v

Possword:
Export Cerfificate Only Export Ceriificate with Private Key
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Save default certificate as *.p12 file to Windows 7 Operation System.

-

default.p12

In Windows 7 Operating System Start Menu > Search Box, type mmc and press

Enter.

Start Menu > Search Box > mmc

Programs (1)
|% mmc

2
# See more results

| mme x| | @ Shutdown | » |

S = O @

In the mmc console window, click File > Add/Remove Snap-in...

File > Add/Remove Snap-in...

ﬁ Consolel - [Console Root]

ﬁ File] Action  View Favorites  Window

@ Mew Ctrl+M
E Open... Ctrl+0
Save Ctrl+5
Save As..
Add/Remove Snap-in... Ctrl+M
Options...

1 zervices.msc
2 virtmgmt.mse
3 devmgmt.msc
4 wi.msc

Exit
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In the Available snap-ins, select the Certificates and click Add button. Select

Computer account > Local Computer. Then, click Finished and OK to close the

Snap-ins window.

Available snap-ins > Certificates > Add

Available snap-ins:

Snap-in

= ActiveX Control
Authorization Manager Microsoft Cor...
[l Certificates

= Component Services
A Computer Managem...
=4 Device Manager

Vendor

Microsoft Cor...

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

m

Selected snap-ins:

[l Console Root
Iﬁ Certificates (Local Computer) |

I

Edit Extensions...

Remove

Move Up

Move Down

=1 Disk Management
2] Event Viewver

| Folder
g IF Security Monitor
&, 1P Security Policy Ma...
= Link to Web Address
A peal Users and Gro...

2| NAP Client Configura...

Microsoft and...
Microsoft Cor...
Microsoft Caor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Advanced...

In the mmc console window, open the Certificates (Local Computer) > Trusted

Root Certification Authorities, right click Certificate > All Tasks > Import...

o WA |

@ File Action View Favorites Window Help
ERREREY

- [ Personal

a 51 Certificates (Local Computer =

Object Type

|—| "I Certificates
"'“r:nrriﬁra‘rinnl

>| | Trusted Root

#

K

=

E

=

~| Enterprise Try

Find Certificates...

“| Intermediate

All Tasks

| Trusted Publis
| Untrusted Cer
“| Third-Party R
~| Trusted Peop

View
New Window from Here

, MNew Taskpad View...
- | Other People
- [l Homegroup Refresh
- [ McAfee Trust Export List...
= [ B -Narctar Tn
| i Help

Find Certificates...

Impaort...

574/751



ZYXEL S——

Click Next. Then, Browse..., and locate the .p12 file you downloaded earlier. Then,

click Next.

File to Import
Specify the file you want to import.

File name:

C:\Users\Desktop\default.p12

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.55T)

Click Next, type zyx123 in the Password field and click Next again

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Include all extended properties.
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Select Place all certificates in the following store and then click Browse and find

Trusted Root Certification Authorities. Click Next, then click Finish.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

(") Automatically select the certificate store based on the type of certificate

(@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities Browse...

‘QlNo’re: Each ZyWALL/USG device has its own self-signed certificate by factory default.
When you reset to default configuration file, the original self-signed certificate is erased,

and a new self-signed certificate will be created when the ZyWALL/USG boots the next fime.
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Test the Result

Type http://www .bittorrent.com/ or http://us.battle.net/d3/en/ into the browser.

The error message occurs.

P
n

« C [ www.bittorrent.com

Web access is restricted. Please contact the administrator. (Peer-to-Peer)

(If vou feel this site has been improperly categorized, please visit here to submit a review.)

« C [ us.battle.net/d3/en/ o

Web access is restricted. Please contact the administrator. (Games)

(If vou feel this site has been improperly categorized, please visit here to submit a review.)

Go to the ZyWALL/USG Monitor > Log to see [alert] log message such as below.

Monitor > Log

Friarity Categary Iessage Mote
alert Blocked web sites www bittorrent.com ; Peer-to-Peer, Rule_id=1, S8I=N WEB BLOCK
alert Blocked web sites us.battle.net : Games, Rule_id=1, 35I=N WEEB BLOC
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What Could Go Wrong?

If you are not be able to configure any Content Filter policies or it's not working,

there are two possible reasons:

You have not subscribed for the Content Filter service.
You have subscribed for the Content Filter service but the license is

expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen
of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your Content

Filter license.
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How To Block the Spotify Music Streaming Service

This is an example of using a ZyWALL/USG IDP Profile to block DNS query packet.
When the Spotify software launches, it will send a DNS query for Spofity's public

server. In this example, you can create a custom IDP to block DNS query packet

if this packet includes the Spotify signature.

ZyWALL/USG with Block the Spotify Service Example

Local Network fitd crreigineg s,\;,/,,
Network 192.168.1.0 —-— ‘
Netmask 255.255.255.0
Intrusion -

= [:] O~ Prevention
[ X T ] \,D e
Remote Network Inventory _File — @
Desktop Extend Server Sharing
~ @ i = —

v i1 =<

Office365 ORACLE
OAERP,  Email

PN - S i Umﬁed SecuntyGateway \ aJ

ffic roe
WAN 1IP 172.124.163.150 orice -f‘ J
LAN IP 192.168.1.1

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up IDP Profile on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile > IDP > Custom
Signatures > Add Custom Signatures, configure a Name for you to identify the IDP
Profile. Select medium as the Severity level. Select all Platform. Select Policy Type
to be Access-Control here to limit access network resources such as servers.
CONFIGURATION > Security Policy > IDP > Custom Signatures > Add Custom

Signatures > Setup & Information

Setup
Information
Severity: |n'ediLn' vl
Platform: & windows [ Linux [ FresBSD [ Solaris
E Other-Unix [ Network-Device E mAC [ ics
E Android E Windows-Mobile E Symbian [ Others
Policy Type: |.¢‘\cce =s-Control hd |

Scroll down to the Payload Options section, the type Spotify's software signature:
| 73] |70 | 6F| |74] 169 |66] |79 |into the Content field. Click OK.
CONFIGURATION > Security Policy > IDP > Custom Signatures > Add Custom

Signatures > Payload Options

Payload Options
[[] Payload Size
@ Add ]
# Offset Content Case-insensitive | Decode as URI
0 |IT3IITUII5FIIT4II’39II‘35||79| | no no

In the ZyWALL/USG, go to CONFIGURATION > UTM Profile > IDP > Profile > Base
Profile. A pop-up screen will appear and select a Base Profile to go to the profile

details screen.
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CONFIGURATION > UTM Profile > IDP > Profile > Base Profile

. Base Profile e

Flease selectone IDF Base Frofile.

Base Profile
none

wan
lan

dmz

-

Configure a Name for you to identify the IDP Profile. Activate the newly created
IDP Profile and select Action fo be drop. Select Log type to be log alert in order to

view the result later.
CONFIGURATION > UTM Profile > IDP > Profile > Base Profile > Add Profile

General Settings

MNamse: | Spotify |

Description: Switch to query view

Signature Group

| () Activate (y Inactivate [™) Log~ {E}Actionvl
# Status | Service Message SID Severity | Policy Type Log Action

@ Service: (None) (1 Ttem)

Test the Result

Type http://www.spotify.com/ or https://www.spotify.com / into the browser, the

error message oCcCcurs.
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€« C' | [ d2e24t2jgcnor2.webhostoid.com/Secure/Error?URL=https%3A%2F%2Fwww.spotify.com =

[RocketTab] ReadResponse() failed: The server did not return a response for this request.

Go to the ZyWALL/USG Monitor > Log, you will see [crit] log message such as

below.

Monitor > Log

Priority | Category | Message Mote

crit IDF Rule_id=1 SSI=Y [type=custom-signature(9985234)] Spotify Action: Drop Packet Severity: medium  ACCESS BLOCK

What Could Go Wrong?

If you are not be able to configure any IDP policies or it's not working, there are

two possible reasons:

You have not subscribed for the IDP service.

You have subscribed for the IDP service but the license is expired.

You can click the link from the CONFIGURATION > Licensing > Registration screen

of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (https://portal.myzyxel.com/) to register or extend your

Application Patrol license.
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How does Anti-Malware work
There are many virus exist on the internet. And it may auto-downloaded
on unexpected situation when you surfing between websites. The Anfi-
Malware is a good choose to protecting your computer to downloads

unsafe application or files.

Cloud Thread Database

-------- =1 -

Local Signature T

After you enabled Anti-Malware function, it will enabled “Cloud Threat

Database” and “Anti-Malware Signature” in the same time.

The Cloud Threat Database is means your downloaded files will
decompressed by device first, and then check files with cloud data base

server if it exist unsafe file or not.

The Anti-Malware Signature is means your downloaded files will checked
by local signatures that exist on device itself. It is helpful when your device

unable access to internet at that moment.

‘Q’Note: In the default setting, the Cloud Threat Database is enabled and with higher priority
when scanning the files.
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Enable Anti-Malware function to protecting your traffic

Go to CONFIGURATION > Security Service > Anti-Malware > Tick in

enable checkbox to enable Anti-Malware function.

Configuration > Security Service > Anti-Malware > Tick in enable

checkbox

Anti-Malware

General Settings

Encble

Scan and detect EICAR test virus

Actions When Matched

Destroy infected file

Log: log v
Check White List
QAdd & '}
Page of 0 Show |50 |~ |items No data to display
Check Black List
O Add & 1)
Page of 0 Show |80 |»|items No data to display

File decompression
Enacble file decompression (ZIF and RAR)

[T] Destroy compressed flles that could not be decompressed

Signature Information
Anti-Malware
Current Version:

Signature Number: 40

Relegsed Date: 2018-03-27 0

Cloud Threat Database

Current Yersion: 1.0.0.20180226.0

Signature Number:
Relecsed Date: 2018-02-25 18:15:02 (UTC+00:00)

Update Signatures

ooty | reset |

‘Q’Note: The Anfi-Malware license is required. So you must enabled Anfi-Malware function
on your myzyxel.com account.
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Test the result

After you enabled Anti-Malware function and your PC downloaded
the virus file from internet. You device will detected it and drop the
file directly.

Then your file is unable opened or replaced by “0".

View Log View AP Log

Show Filter

Logs

Category: All Logs H

B Email Log Now | @ Refresh | & Clear

Destina... Note

| 2018-04-09 07:... wamn Anti-Mal... Virus infected Ruls_id=0 551=N Type=Cloud Threat D... B@51301).10.. 192.168...
Page E of 1 Show items Displaying 1-1 of 1
Virus infected Rule_id=0 $5I=N Type=Cloud Threat Database Virus=MN/A
File=eicar.com.tx Protocol=HTIP
Additional configuration
White List: You can use wildcard to allowing specific type files.
Black List: You can use wildcard to drop specific type files.
Actions When Matched
Destroy infected file
Log: _
Check White List
©Add & Edit @ Remove @ Actfivate @ Inactivate
? 1 *pdf
Page El of 1 Show M items Displaying 1-1 of 1
Check Black List
@ Add & Edit @ Remove @ Activate @ Inactivate
Status #a Fle Pattem
? 1 *zip
Page El of 1 Show M items Displaying 1-1 of 1
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Logs
Category: All Logs ¥

B Emoail Log Now | @ Refresh | ¢ Clear

2 2018-04-0... Info Anti-M...  FTP. NWAI123-ACv2_5.20{ABEL.4)CO_2.pdf matched the White-List "odf B g4.25.12,,. 192.163.1...
1 2018-04-0... info Anti-M... HTTP, eicar_com.zip matched the Black-List *zip o301, 192.168.1...
Page |1 of 1 Show 50 |v | items Displaying 1 -2 of 2

What can go wrong

1 The Anti-Malware service license is required

2 The Anti-Malware is able decompress the file. But it is not support multi-

layer zip files.

3 Inthe default setting, could thread batabase is enabled. You can use
the CLI command to activate/deactivate cloud base service. It means
the scanning priority will been changed.

a. Router(config)# debug anti-virus ctdb activate

b. Router(config)# debug anfi-virus ctdb deactivate
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How to Configure an Email Security Policy with Mail Scan
and DNSBL
This is an example of using ATP Series’ UTM Profile to mark or discard
spam (unsolicited commercial or junk e-mail). Use the Email Security
white list to identify legitimate e-mail. Use the Email Security black list
to identify spam e-mail. The ATP Series can also check e-mail against
a DNS Black List (DNSBL) of IP addresses of servers that are suspected
of being used by spammers.
ATP Series with Email Security Profile to mark or discard spam e-mail
Example

¢ Internal Network &b / . Mail Server

: LsPAM

- N S~ (A% : '_;Z
: ¥ L= : L7

Figure 1  Using Email Security to Detect Spam

\Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using ATP200 (Firmware Version: ZLD 4.32).

Set Up the Email Security on ATP Series

In the ATP Series, go to CONFIGURATION > Security Service> Email Security; Enable
this feature on General Settings page. Select Check IP Reputation (SMTP only) to
have the ATP Series scan for spam e-mail by IP Reputation. Select Check Mail
Content to identify Spam Email by content, such as malicious content. Select
Check Virus Outbreak to scan viruses attached in emails. On advance section,

leave Query Timeout Settings to be the default setftings.

Select from the list of available Scan Options and desired Log type whether to have
the ATP Series generate a log (log), log and alert (log alert) or neither (no) by

default when traffic matches this policy. Click Apply to save the configuration
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CONFIGURATION > Security Service > Email Security
¥ Enabls |
[¥] Check White List
Check Black List Black List Spam Tag: [Spam] (Optional)
Check IP Reputation [SMTP onl . .
° 1 v Mail Content Spam Tag: [Opficnal)
¥ Check Mail Content . hreok (0o )
inus Qutrack Tag: irus pfional
¥ Check Virus Outoreak
[¥] Check Mail Phishing Mail Phishing Tag: [Phishing] [Optional)
[¥] Check DMSBL DMSEL Spam Tag: [Spam] {Optional)
DNSBL Domain List ©Add & Edit W Remove @ Activate @ Inactivate
Status # DRSEL Domain
Page 0 | of0 Show ~ | itermns Mo data to display
Action
Actions For Spam Maill ()
SMTP: forword withtag | >
POP3: forward withfag  |»
Log; @
Action taken when mail session thresheld is reached
® Forword Session
1. Register the device to myZyxel.com.
2. Activate Application Security.
Service Status ]
# Senvice Status Service Type Expiration Date Count Action
1 Web Security Activated Standard 2019-5-13 MNfA Renew
| 2  Application Security Activated Standard 2019-5-13 MNfA Renew |
3 Malware Blocker Activated Standard 2019-5-13 MNfA Renew
4 Intrusion Prevention Activated Standard! 2019-5-13 N/A Renew
5 GeoEnforcer Activated Standard 2019-5-13 N/A Renew
$  Sandboxing Activated Standard 2019-3-13 NfA Renew
7 SecuReporter Activated Standard 2019-3-13 MNfA Renew
8 Managed AP Service Activated Standard 2019-5-13 8 Eenew
9 Firmware Upgrade Service Activated N/ A
Page El of 1 Show itermns Displaying 1 - 9 of ¢
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3. Go to CONFIGURATION > Security Service> Email Security>Enable Check Black List

to have the ATP Series tfreat e-mail that matches (an active) black list entry as spam.

u '."" Ml SeCUnTy
General Seffings § EmallSecurt

[¥] Encible

[¥] Check White List
| 7] Check Black List | Block List Spam Tag: [Spam] {Optional)

4. Continue to Rule Summary on Black/White List, click the Add icon. A
pop-up screen will appear allowing you to configure Content
(Subject, IP/IPvé Address, E-Mail Address and Mail Header), Use
wildcards (*) to configure Mail Subject Keyword. (*sell* in this
example). Click OK to return to the General screen.

CONFIGURATION > Security Service> Black/White List

£y Add Rule [Z1]]
Type: | 'subject |
hail Subject Keyword: | *oell* |

5. Inthe ATP Series, go to CONFIGURATION > Security Service> Email Security>Enable
Check DNSBL
Press Add and enter the DNSBL Domain for a DNSBL service (zen.spamhaus.org in

this example). Click Apply.

589/751



ZYXEL

www.zyxel.com

(Y] Check DisaL| DNSBL Spam Tag: |Opfional)
DNSEL Domain List & Edit @ Remove @ Activate @ Inacfivate
Status  # DINSBL Domain
? zen.spamhaus.org
Page 0 | of0 Show iterns Mo data to display

Test the result

1. Send the mail subject with “sell”.

| [ From - | zyxelsupport@s i com.tw

EE' | To.. | awelsupport@ 0 comtw; |
Send .

L | |
[ Bec.. | | |
Subject: | MNow on selllll |
Anti-Spam test E‘E
£
=

2. You will receive the mail subject with [Spam] tag.

From: zyxelsupport <zyeelpport@. 0 comtws

To: zyvxelsupport@ ) ot

Cc

Subject: [Spam][Spam]Mow on sellll]

I R I . R R T N =

_E 1 ] 1 |I 1 . 1 ! 1 I| |I IQJ\‘ @
|

Anti-Spam test
&
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What can go wrong

1. If Email Security is not working, there are two possible reasons:
You have not subscribed for the Email Security service.
You have subscribed for the Email Security service but the license

(Application Security) is expired.

2. You can click the link from the CONFIGURATION > Licensing > Registration
screen of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0

icon from the portal page (https://portal.myzyxel.com/) to register or extend

your Application Security license.
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How to Configure Botnet Filter on ATP series?

Botnets are organized groups of infected computers. Those infected PCs will try
to connect to the command-and-control server and ask for commands.
When the attacker sends command to the command-and-conftrol server, it will
relay those commands to the clients (infected computers) and perform attacks
on particular targets.

The following steps will walk you through an example of how to configure
Botnet Filter (IP blocking and URL blocking) on the ATP.

Anonymizers
DDoS Attack
Phishing & Fraud
Malware

Command & Workstation
Botherder Control Server

- Q
Botnet

Victim
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Prerequisites before setting up Botnet Filter function

1. License status check

2. Update the Botnet Filter signature

License activation

Before setting up the Botnet Filter function, users need to make sure their licenses are
purchased and activated.

To check the license activation status:

Go to configuration > Licensing > Registration > Service and check on the

“Application Security” service which includes the Botnet Filtering function.

Service Statuz

1 Web Security Activated Standard 2019-5-13 N/A
2 | Application Security Activated Standard 2019-5-13 MN/A
3 TTanare Blocker cvared Tanaarg oo Ts &

4 Intrusion Prevention Activated Standard 2019-5-13 N/ A
5  Geo Enforcer Activated Standard 2019-5-13 N/ A
4  Sandboxing Activated Standard 2019-5-13 N/A
7  SecuReporter Activated Standard 2019-5-13 MNfA
8 Managed AF Service Activated Standard 2019-5-13 8

¢ Firmware Upgrade Service Activated NfA

Page |1 of 1 Show |80 |»|items Displaying 1-9 of 9

Update Botnet Filter Signatures

To make sure the device has the most updated signature, we suggest users to update
their Botnet Filter signature before using this function.
To update the Botnet Filter signature:

Go to Configuration > Security Service > Botnet Filter. Then click “Update Signatures”
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Signature Information
Current Version: 1.0.1.20180703.0
Signature Number: 200000
Released Date: 2018-07-03 10:07:39
|de ate Sigf‘.murej

Then the device will redirect users to the “Service Status” page. Click on the cloud

icon @ and the device will start signature downloading process

Service Status

Feature Type Current Version Released Date Last Syne Action
Anti-Malware Signature | 2.0.1.20180627.0 2018-06-27 09:31:58 (UTC+08:00)

Anti-Malware 2018-07-04 23:55:01 anm
Cloud Threat Databa... | 1.0.0.20180704.0 2018-07-04 02:15:03 (UTC+08:00)

App-Patrol App-Patrol 1.0.0.20180517.0 | 2018-05-17 09:45:17 (UTC+08:00) 2018-06-20 04:52:18 [0 =]

IDP IDP 4.0.1.20180624.0 2018-06-26 13:10:00 (UTC+08:00) 2018-07-01 00:27:01 O] =

Botnet Filier Botnet Filier 1.0.1.20180703.0 2018-07-03 10:07:39 (UTC+08:00) 2018-07-05 02:59:01

Once the signature updating process was done. The GUI will pop up the following
message to noftify users.

&» IyWALL ATP online Update Server [7][x]

IyWALL ATP online Update Server

Bofnet Filter signature update has succeseded.
(success) af Thu Jul 5 14:08:21 2018

Now the Botnet Filtering function is ready to go.
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Set Up the IP Blocking on the ATP series

Go to Configuration > Security Service > Botnet Filter.

Select the Enable IP Blocking check box. There're some actions can be selected
“reject-both”, user can decide if they'd like to “forward”, “reject-sender” or “reject-
receiver” the blocked IP . In addition, users can select if they want to log the related

events or noft.

. * Botnet Filte
IP Blocking "8 Botnet Filter

Action: | reject-both v|

Log: Liog |

Test the Result

User access IP: 5.9.32.230
Go to Monitor > Security Statistics > Botnet Filter to check summary.
IP: 5.9.32.230 is blocked due to command & control.

General Seffings
since 2018-04-11 09:58:11 fo 2018-04-11 09:58:34
N =1

Summary
IF Scanned:
IF Hit Count:
URL Scanned:
URL Hit Count:

IP Detected
2018/04/11 09:58:32 192.168.1.33 5.9.32.230:80 command & confrol
2018/04/11 09:58:32 192.168.1.33 5.9.32.230:80 command & confrol
2018/04/11 09:58:32 192.168.1.33 5.9.32.230:80 command & control
2018/04/11 09:58:31 192.168.1.33 5.9.32.230:80 command & control
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Set up the URL Blocking on the ATP series

Go to Configuration > Security Service > Botnet Filter.

Select the Enable URL Blocking check box, check the categories that need to be
blocked. Users can only check those categories as their requirement. Choose the
Action the device will take (In this example we select “block” to block certain URLS)

and if they want to Log those events on the device.

URL Blecking
Ancnymizers Botnet CAC Compromised
Mabware Phishing & Fraud Spam Sites
Action: black b
Log: log >

Message to display when a site is blocked
Denied Access Message: |Web access is resfricted. Please contact the administrator.

Redirect URL:

Test the Result

Browse the Phishing website URL from the host browser. Users will be redirected to an
error page in the browser that nofifies users they are visiting to the “Phishing & Fraud”
categorized URL

& D C ) | © websectestctmail.com/31_Phishing_and_Fraud.htm

Web access is restricted. Please contact the administrator. (Phishing & Fraud)

(If you feel this site has been improperly categorized, please visit here to submit a review.)

Go to Monitor > Security Statistics > Botnet Filter o check summary where users will

see the related threat log was recorded
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General Settings

WWWw.

zyxel.com

Collect Statistics

since 2018-04-11 10:02:3% to 2012-04-11 10:08:04

apoty | neet | reiesn ] rnoto

Summary

IP Scanned: 0

IP Hit Count: 0

URL Scanned: a0

URL Hit Count: 2
IP Detected

Time: Source IP Botnet IP Threat Category
Page of0 Show items No data to display

URL Detected

Apr 11 10:03:52 2018
Apr 11 10:03:43 2018

192.168.1.33
192.168.1.33

websectest.ctmail.com/31__Phishi...

websectest.ctmail.com/42__Malhw...

eat Catego
Phishing & Fraud
Malware

Page |]_| of 1

Show |50 |» | items

Displaying 1 -2 of 2
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How to Use Sandboxing to Detect Unknown Malware

The traditional security service such as Anti-Virus and IDP are signature-
based solution, so they have no chance to detect unknown threats.
ZyWALL ATP enhances UTM service and integrates Sandbox solution as a
second layer of defense to detect and mitigate advanced threats. Zyxel
Sandbox is a cloud-based service that can identify previously unknown
malware. Each new threat discovered by Sandbox will be converted to
known signatures in the cloud threat database of Anti-Malware. The Anti-
Malware examines file for threats before deciding to block or pass to
Sandbox. If the file has never been inspected by Sandbox, ZyWALL ATP
copies this file to the caches and then forwards the file. A copy of the file
is sent to Sandbox for analysis and the analysis result is recorded on
device's local cache. Once ZyWALL ATP detects the file again, it can
identify the file and take the action based on the previous analysis result
on local cache. With the cooperation of Anti-Malware, ATP can
immediately block threat which previous detected by Sandbox. This
example illustrates how to configure Sandboxing on ATP gateway to

detect unknown malware.

Sandbox

EICAR

@ Sandbox

Internet - e 11 meses |

Laptop

Figure 1  Using Sandboxing to Detect Unknown Malware

"U"Note: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses. This example was tested using

the ATP200 (Firmware Version: ZLD 4.32).
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Set Up Sandboxing on ATP

1. Register the device to myZyxel.com.

2. Activate Sandboxing license.

Service Status

1 Web Security Activated Standard 2019-4-28 N7A
2  Application Security Activated Standard 2019-4-28 N/A
3 Malware Blocker Activated Standard 2019-4-28 N/A
4 Intrusion Prevention Activated Standard 2019-4-28 NiA
5  GeoEnforcer Activated Standard 2019-4-28 N/A
6  Sandboxing Activated Standard 2019-4-28 /A
7 SecuReporfer Activated Standard 2019-4-28 N/A
8 Managed AP Service Activated Standard 2019-4-28 18

¢ Firmware Upgrade Service Activated N/A

Page |1 of 1 Show |50 |»| items

www.zyxel.com

Displaying 1 -2 of

3. In the ATP, go to CONFIGURATION > Security Service > Sandboxing >

File Submission Options, the default supported file types are listed.

File Submizsion Options

Archives(.zip)
Executables
M: Office Documents

Macromedia Flash Data

PDF
RTF

Use the command to check the status of each file type. If the

status is “no”, the file type is not scanned by Sandboxing.

Router> show sandbox file-type all
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Router> show sandbox file-type all

No. Show_name Name Status
1 Archives(.zip) archives yes
2 CHM chm no
3 EICAR eicar no
4 Executables executables yes
5 Macromedia Flash Data macromedia-flash-data yes
6 MS Office Documents ms-office-document yes
7 PDF pdf yes
8 RTF rtf yes
9 Unknow Type unknow-type no
Use the following commands to make Sandboxing access and
check a certain file type.
Router> configure terminal
Router(config)# sandbox file-type eicar
Router(config)# write
Router> configure terminal
Router(config)# sandbox file-type eicar
Router(config)# write
Router(config)# show sandbox file-type all
No. Show_name Name Status
1 Archives(.zip) archives yes
2 CHM chm no
3 EICAR eicar yes |
4 Executables executables yes
5 Macromedia Flash Data macromedia-flash-data yes
6 MS Office Documents ms-office-document yes
7 PDF pdf yes
8 RTF rtf yes
9 Unknow Type unknow-type no

www.zyxel.com

4. Go to CONFIGURATION > Security Service > Sandboxing > General,
enable Sandboxing and select action and log for malicious and

suspicious files to monitor the result.
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General

[ZlEncble Sandboxing

Action For Malicious File: destroy b
Log For Malicious File: log alert b
Action For Suspicious File: | destroy 2
Log For Suspicious File: log alert b

5. Enable Collect Statistics to monitor the scan results and statistics.

MONITOR > Security Statistics > Sandboxing

General Settings

[El Collect Statistics since 2018-07-03 10:41:08 to 2018-07-03 10:41:08
[zt | oiresn | Fiush pata

Submission Summary
Total:
Scanning:
Scanned:

Destroyed Files:

Scan Result
Malicious Files:
Suspicious Files:
Safe Files:

Other:

Statistics

Page of 0 Show |50 || items No data to display

Test the Result

4 Go to http://www.eicar.org/85-0-Download.html to download

eicar_com.zip file.
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www.eicar.org/85-0-Download.html

caused by the scanner which puts the file into quarantaine. The test file will be treated just like any other real virus
BE UP TO DATE infected file. Read the user's manual of your AV scanner what to do or contact the vendor/manufacturer of your Ay
RSS FEED scanner.

Order eicar news and

events as rss feed. IMPORTANT NOTE

FICAR News EICAR Events EICAR cannaot be held respensible when these files or your AV scanner in combination with these files cause any
damage to your computer. YOU DOWRNLOAD THESE FILES AT YOUR OWN RISK. Download these files only if you
are sufficiently secure in the usage of your AV scanner. EICAR cannot and will not provide any help to remave these
files from your computer. Please contact the manufacturer/vendor of your AV scanner to seek such help.

Download area using the standard protocol http

eicar.com eicar.com.ixt eicar_com.zip eicarcom.zip
B8 Bytes 68 Bytes 184 Bytes 308 Bytes
Download area using the secure, SSL enabled protocol https

eicar.com eicar.com.ixt eicar_com.zip eicarcom.zip
B8 Bytes 68 Bytes 184 Bytes 308 Bytes

5 When you download eicar_com.zip for the first fime, it is
considered to be an unknown malware. The file is allowed to pass
and a copy of eicar_com.zip will be sent to Sandbox for further

scan.

MONITOR > Log > View Log > Sandboxing

View Log View AP Log

Show Filter

Logs
Category: Sandbox >

B Email Log Now | @ Refresh | & Clear

1 2018-04-...  alert Sandbox Malicious File name: eicar_com.zip, md5: éceéfd... 192.148.1.33:1... M 313211.105. ..
2 2018-04-... info Sandbox Query File name: eicar_com.zip, md5: scesfdl5... 192.148.1.33:1... ™noj5097] 103 .
134 2018-04-... info Sandbox sandbox daemon Start OK...
135 2018-04-... info Sandbox dc connecter Start QK
Page |1 of 1 Show |50 || items Displaying 1 - 4 of 4

The eicar_com.zip file is detected by Sandbox as a malicious file.
MONITOR > Security Statistics > Sandboxing
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General Settings

Collect Statistics since 2018-04-27 146:55:12 to 2018-04-27 17:04:09
Apply | _Reset | retresh | Flush pato

Submizzion Summmary

Total: 1
Scanning: 0
Scanned: 1
Destroyed Fle: 0

Scan Result

Malicious File:
Suspicious File:

Clean File:

o o o =

Other;

Statistics

1 eicar_com.zip bcedfd] 5d8475545beSkbal 14f20800fF Malicious 1 2018-04-27 17:03.18

\‘l
<)~

Note: Disable anti-virus software on your laptop in order to test Sandbox.

6 Download eicar_com.zip file again. ZyWALL ATP destroyed the
eicar_com.zip file at the second time when you download the

fle and generate the log.

MONITOR > Log > View Log > Sandboxing

View Log View AP Log

Show Filter

Logs
Category: Sandbox b

Email Log Now @ Refresh | & Claar

1 I"OWS-OL-" gt Sgndbo LAALICIOUS infected SO1=M Fle=cicar comz, Moo ) 152.168.1.33:.0853 FILE DEST I
4 2018-04-2... alert Sandbox Malicious File name: eicar_com zip, md5: 6...  192.168.1.33:1845 M 313 2]1.198.... ALEEETRET
5 2018-04-2... info Sandbox Query File name: eicar_com.zip, md3: éceé... 192.168.1.33:1845 ™ o1a 577 198,
137 2018-04-2... info Sandbox sandbox daemon Start OK...
138 2018-04-2... info Sandbox dc connecter Start OK
Page |1 of 1 Show |80 || items Displaying 1 -5 of &

MONITOR > Security Statistics > Sandboxing
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General Settings

Collect Statistics since 2018-04-27 16:55:11 to 2018-04-27 17:11:14
Apply | Reset ] reiresh | Fiush Daa
Submission Summmary
Total: 2
Scanning:
Scanned: I

Destroyed File:

Scan Result
Malicious File: 2

Suspicious File:

Clean File:
Qther:
Statistics
1 eicar_com.zip 6cedbf4]15d8475545besbal 1 4§2080L0fF Malicious 2 2018-04-27 17:08:26
Page |1 of 1 Show |50 || items Displaying 1- 1 of 1

What Can Go Wrong?

7 SSLinspection needs to be enabled and applied to the
corresponding security policy rule for HTTPS traffic.

8 Only Windows (Win XP, Win 7, Win 10) and Mac OSX operating
system are supported.

9 The local cache of the analysis result will be deleted when the

device reboofts.
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How to Configure Bandwidth Management for FTP and HTTP
Traffic

This is an example of using ZyWALL/USG Bandwidth Management (BWM) to
control the bandwidth allocation for FTP and HTTP tfraffic. You can use source
interface, destination interface, destination port, schedule, user, source,
destination information, DSCP code and service type as criteria to create a
sequence of specific conditions to allocate bandwidth for the matching
packets. When the BWM is configured, you can limit bandwidth consuming
services, such as FTP, while providing consistent HTTP service with bandwidth
guarantees.

ZyWALL/USG with Bandwidth Management for HTTP and FTP Traffic Example

Internal Network : FTF Server
i Network 192.168.2.0 : :
: Netmask 255.255.255.0 @

Inbound/Outbound Bandwidth 200-400 kbps

Internal Network
: Network 192.168.3.0

i Netmask 255.255.255.0 ; "\\
: : ZYWALL/USG :
: : WAN IP 172.124.163.150 |nbound/Outbound Bandwidth 600-800 kbps :
: ]_ : LAN IP 192.168.0.0 :

HTTP Server

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. The total

available bandwidth assumption is 1,600 kbps. This example was tested using USG310
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Set Up the Bandwidth Management for FTP on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,
select Enable and type FTP Any-to-WAN as the policy’s Description.

Leave the Incoming Interface to any and select the Outgoing Interface to be
wanl. Select Service Type to be the Service Object and select FIP from the list

box.
Set the Guaranteed Bandwidth Inbound to 200 (kbps) and set Priority 5 (low-to-
medium). Set the Maximum to 400 (kbps). Set the Guaranteed Bandwidth

Outbound to 200 (kbps) and set Priority 5. Set the Maximum to 400 (kbps).

In order to view the result later, set the Log setting to be log alert. Click OK o

return to the General screen.
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CONFIGURATION > BWM > Configuration > Add Policy

Configuration
nable
Description: |FTF' Any-to-WAN | [Optional)
BUM Type: hc:red © Per user O Per-3ource- 0
IP
Criteria
User: any b
Schedule: none v
Incoming Interface: any v
Qutgoing Interface: gel v I
Source: any ¥
Destination: any v
DSCP Code: any b
Service Type: service-objec
Service Object: FTF v
DSCP Marking
DSCP Marking Inkound Marking: pressrve | v
Outbound Marking: preserve  |v
Bandwidth Shaping
Guaranteed Inbound: kbps (0 : disabled Priority:
Bandwidth [ Maximize Bandwidih Usage Nlcximu kbps
OQutbound: kzps (0 : disabled) Pricrity:
[C] Maximize Bandwidih Usage Nlcximu kbos
802.1P Marking
Priority Code 0 [0-7)
Interface none A
Related Setting
Log: llog alert |

"U"Note: In Bandwidth Management, the highest priority is (1) the lowest priority is (7).

Set Up the Bandwidth Management for HTTP on the
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ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,
select Enable and type HTTP Any-to-WAN as the policy’s Description (Optional).

Leave the Incoming Interface to any and select the Outgoing Interface to be
wanl. Select Service Type to be the Service Object and select HTTP from the list

box.

Set the Guaranteed Bandwidth Inbound to 600 (kbps) and set higher Priority 3. Set
the Maximum to 800 (kbps). Set the Guaranteed Bandwidth Outbound Priority 3.

In order to view the result later, set the Log setting to be log alert. Click OK 1o

return to the General screen.

CONFIGURATION > BWM > Configuration > Add Policy
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Configuration
nc:ble
Description: IHTFF’ Any-to-WAN I [Optional)
BWM Type: hc:red © Per user @ Per-Source- @
P
Criteria
Usern any hd
Schedule: none b
Incoming Interface: cny v
Qutgoing Interface: gel b
Source: any b
Destination: any b
DSCF Code: any b
Service Type: service-object
Service Object: HTTP v
DSCP Marking
DSCP Marking Inkound Marking: preserve | ¥
Outbound Marking: preserve | ¥
Bandwidth Shaping
Guaranteed Inbound: kbos (0 : disabled Priority:
Bandwidith [ Maximize Bandwidth Usage Nlcximu kbps
Outbound: kbps (0 : disabled) Pricrity:
[ Maxirnize Bandwidih Usage Nlcximu klxps
802.1P Marking
Priority Code 0 [0-7)
Interface neons ~ O
Related Setting
Log: log alert ~|

‘s

‘Q’No’re: In Bandwidth Management, the highest priority is (1) the lowest priority is (7).

Set Up the Bandwidth Management Global Setting on the
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ZyWALL/USG

www.zyxel.com

In the ZyWALL/USG, go to CONFIGURATION > BWM > BWM Global Setting, select

Enable.

CONFIGURATION > BWM > BWM Global Setting

BWM Global Setting
[encile Bwm

Test the Result

Access the Internet to generate FTP traffic and HTTP traffic. In this example, a 123

MB file is downloading from an FTP server. The FTP file should download slowly.

Name

#| [parent directorv]

L] ZyWALL 1100 _3.10(AAAC.0)CO.zip

[] ZyWALL 1100 _3.10(AAAC.1)CO.zip

[] ZyWALL 1100_3.20(AAAC.0)CO.zip
L] ZyWALL 1100 _4.10(AAAC.0)CO.zip

E ZvWALL 1100_4 10{AAAC 2)CO zip

L] ZyWALL 1100_4.11(AAAC 2)CO0.zip

[] ZyWALL 1100_4.11(AAAC.2)C0O_2.pdf
L] ZyWALL 1100 _4.13(AAAC.0)CO_2.pdf

<« C [ ftp://ftp.zyxel.com/ZyWALL_1100/firmware/

Index of /ZyWALL 1100/firmware/

ZyWALL 1100 4 13(AAAC 1)C0.zip

] ZyWALL 1100_4.13(AAAC.1)C0_2 pdf

w =

Size Date Modified
55.0MB T11/13.12:00:00 AM
354 MB 9/26/13. 12:00:00 AM
55.5MB 6/9/14. 12:00:00 AM
115 MB 9/2/14.12:00:00 AM
115 MB 3/9/15.12:00:00 AM
122 MB 5/4/15. 12:00:00 AM
414 kB 5/4/15. 12:00:00 AM
494 kB 8/5/15. 10:00:00 AM
123 MB 8/28/15.3:33:00 AM]|
498 kB 8/28/15.3:33:00 AM
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Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.

Monitor > Log

alert BWM Mode=port-bo
alert BWH Mode=port-bo
alert BWM Mode=port-bo
alert BWM Mode=port-bo

ze Rule=2 matched
ze Rule=2 matched
ze Rule=2 matched

ze Rule=2 matched

192.168.1.33:51495
192.158.1.33:51494
192.168.1.33:51493

192.158.1.33:51492

o

41.54.88:54190

41.54.88:21

o2

.241.54.88:13700

41.54.88:2

g+ g+ K g+
o o .
[l ra ko ra

What Could Go Wrong?

If the “outbound” in the guaranteed bandwidth settings apply to traffic going

from the connection initiator to the outgoing interface. “Inbound” refers to the

reverse direction.
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How to Limit BitTorrent or Other Peer-to-Peer Traffic

This is an example of using ZyWALL/USG Bandwidth Management (BWM) to
control the bandwidth allocation for peer-to-peer traffic. You can use source
interface, destination interface, destination port, schedule, user, source,
destination information, DSCP code and service type as criteria to create a
sequence of specific conditions to allocate bandwidth for the matching
packets. When the BWM is configured, you can limit bandwidth consuming
Application traffic, such as Peer-to-Peer (P2P) service.

ZyWALL/USG with Bandwidth Management for Peer-to-Peer Traffic Example

Internal MNetwork
¢ Network 192.168.2.0

| Netmask 255.255.255.0 ; @
H H : |'\
Outbound/Inbound Bandwidth 65 kbps .

. BitTorrent

Internal MNetwork
: Network 192.168.3.0

 Netmask 255.255.255.0 \\‘. : ] gt ]
: : ZyWALL/USG :

: : WAN IP 172.124.163.150 : t

: } : LAN IP 192.168.0.0 : ) t )
: : : -+

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks. The total

available bandwidth assumption is 1,600 kbps. This example was tested using USG310
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Set Up the Application Patrol Profile on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Object > Application > Add
Application Rule. Configure a Name for you to identify the Application Profile.
Then, click Add to create an Application Object.

CONFIGURATION > Object > Application > Add Application Rule

Name:

Description:

& Add [T
# Category

Page [1 of 1

BitTorrent
Mew Creats [ O pticnal)
Application
# Wl | Show|S0 | |items Mo data to display

In the Application Object, select By Service, type a keyword and click Search o

display all signatures containing that keyword. Select all Query Result and Click

OK.

CONFIGURATION > Object > Application > Add Application Rule > Add

Application Object

Query
Search:
Query Result
# Category

of 1

By Service "l |E'rtT0rrent I | Search

Application

Show|50 |v items Displaying 1 - 3 of 3
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Set Up the Bandwidth Management for BitTorrent on the
ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,

select Enable and type BitTorrent Any-to-Any as the policy's Description.

Leave the Incoming Interface to any and select the Outgoing Interface to be
wanl. Select Service Type to be the Service Object and select BitTorrent from the

list box.

Set the Guaranteed Bandwidth Inbound to 65 (kbps) and set Priority 5 (low-to-
medium). Set the Maximum to 512(kbps). Set the Guaranteed Bandwidth
Outbound to 65 (kbps) and set Priority 5. Set the Maximum o 512 (kbps). Click OK

to return to the General screen.
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CONFIGURATION > BWM > Configuration > Add Policy

www.zyxel.com

Configuration

Enable
Description:

BWM Type:

Criteria
User:
Schedule:
Incoming Interface:
Outgoing Interface:
Source:
Destination:
DSCP Code:
Service Type:

Application Object:

DSCP Marking

DSCP Marking

Bandwidth Shaping

Guaranteed Bandwidth

BitTorrent Any-to-Any|  (Optional)

@ Shared () Peruser
any o
none 5
any L
any S
any 5
any 4
any 5

() Semvice Object

BitTorrent

Inbound Marking: preserve o

Outbound Marking: preserve e

Inbound: kbps (0 : disabled)

[] Maximize Bandwidth Usage

Qutbound: kbps (0 : disabled)

[] Maximize Bandwidth Usage

() Per-Source-IP

Application Object
v

Priority:

Maximumm:

Priority:

Maximum:

a

]

512

512

kbps

kbps

\‘I

‘Q’No’re: In Bandwidth Management, the highest priority is (1) the lowest priority is (7).
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Set Up the Bandwidth Management Global Setting on the
ZyWALL/USG
In the ZyWALL/USG, go to CONFIGURATION > BWM > BWM Global Setting, select

Enable.
CONFIGURATION > BWM > BWM Global Setting

BWM Global Setting

[Z] Enable BWM
[] Enable Highest Bandwidth Priority for SIP Traffic [

Test the Result

Download BitTorrent application for testing the result:

http://www.bittorrent.com/downloads

In this example, an 826 MB file is downloading, the Down Speed limited to

maximum 65 kB/s.

(@ BitTorrent 7.9.5 (build 41203 [32-bit] | o e
File Options Help
@ Bundles

(@ Upgrade to Pro

Ty Torrents (1)

519 Lebsls +c B|(T|: W~ v @- Q| |0
Feads (0) # Name Playback Size Status Health Down Speed Up Speed ETA
1 Cr OS_Linuxi686-2.4.. 826 MB nloading 36.2 % . | 63.9kB/s 02k8/s 12h13m
0 Devices (0)

Go to the ZyWALL/USG Monitor > Log, you will see [alert] log message such as

below.

Monitor > Log
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Priority Category Message Source Destination Protocol
alert BWIM Mode=port-less Rule=1 matched 192 1658.1.33:63722 187.34.56.190:13867 udp
alert BV Mode=port-less Rule=1 matched 192.168.1.33:63722 84.260.209.195:51413  udp
alert BWWM Maode=port-less Rule=1 matched 192.168.1.33:63722 §9.43.62.55:51016 udp

What Could Go Wrong?

If the “outbound” in the guaranteed bandwidth settings apply to traffic going
from the connection inifiator to the outgoing interface. “Inbound” refers to the

reverse direction.

Make sure you have registered the Application Patrol service on the ZyWALL/USG

to use Application Object as the Service Type in the bandwidth management

rules.
Service Type: () Service Object Application Object
Application Object: |B'rtTorrent s |

You can click the link from the CONFIGURATION > Licensing > Registration screen

of your ZyXEL device's Web Configurator or click the myZyXEL.com 2.0 icon from

the portal page (hitps://portal.myzyxel.com/) to register or extend your

Application Patrol license.
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How to Configure a Trunk for WAN Load Balancing with a
Static or Dynamic IP Address

This is an example of using ZyWALL/USG Trunk for two WAN connections to the
Internet. The available bandwidth for the connections is 1000 kbps (wan1 with
static IP address) and 512 Kbps (wan2 with dynamic IP address) respectively. As
these connections have different bandwidths, we will use the Weighted Round

Robin (WRR) algorithm to send traffic o wan1 and wan2 in a 2:1 ratio.

ZyWALL/USG with WAN Load Balancing Example

! Internal Network

: IyWALL/USG

| Network 192.168.2.0 YWALL/

: Netmask 255.255.255.0 & WANL IPF 172.124.163.150 (Static)
: : Netmask 255.255.255.0

: WAN1 Bandwidth: 1000 kbps
' ]— : WRR Weight: 2

Internal Network
! Network 192.168.3.0 :
: Netmask 255.255.255.0 :

: ZyWALL/USG
: : WAN2 IP 10.251.31.74 (Dynamic)
; Netmask 255.255.255.0

WAN2 Bandwidth: 512 kbps
WRE Weight: 1

‘Q‘Note: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Available Bandwidth on WANT1 Interfaces on the
ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Interface > Ethernet > WAN1 > Egress
Bandwidth and enter the available bandwidth (1000 kbps) in the Egress
Bandwidth field. Click OK.

CONFIGURATION > Interface > Ethernet > WAN1

General Settings

Enable Interface

Interface Properties

Interface Type: external ~ 0
Interface Name: WANI

Port:

Ione: WAN ~ @

MAC Address: B8:EC:A3:A%:C0:0B

Description: [Opfional]

|IP Addrezs Assignment
O Get Automatically
¥l Advance

se Fixed IP Addrass

IP Address: 172.124,163.150
Subnat Mask: 255.255.255.0

Gateway: [Opfional]

[[] Enable IGMP Support
@ |GIMP Upsiraam

O IGIMP Downstraam

Interface Parameters

Egress Bandwidth: 1000 Kbps @
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Set Up the Available Bandwidth on WAN2 Interfaces on the
ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Interface > Ethernet > WAN2 > Egress
Bandwidth and enter the available bandwidth (512 kbps) in the Egress Bandwidth
field. Click OK.

CONFIGURATION > Interface > Ethernet > WAN2

General Settings

Y| Enable Interface

Interface Properties

Interface Type: external > O
Interface Name: WANZ

Port: 3

Ione: WAN ~ @

MAC Address: B8:EC:A3:A9:CO:0C

Description: [Optional)

IP Address Assignment
Gef Automatically 10.251.31.74
[¥] Advence

© Use Fixed IP Address

Metric: 0 [C-15)
Enable IGMP Suppeort
@ |GIMP Upstream

O 1GMP Downstream

Interface Parameters

Egress Bandwidth: ISIQ I Kbps )

Set Up the WAN Trunk on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Interface > Trunk > User
Configuration > Add Trunk. Configure a Name for you to identify the Trunk profile

and sef the Load Balancing Algorithm field to be the Weighted Round Robin.

Add WANT1 and enter 2 in the Weight column. Add WAN2 and enter 1in the

Weight column. Click OK to return to the Configuration screen.
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CONFIGURATION > Interface > Trunk > User Configuration > Add Trunk

Mame: Iq J1_WAMNZ Load I
Load Balancing Algorithm: |Weighted Round F|~|
@ Add
1T WANI Active 2
2 WANZ Active 1
Page |1 of 1 Show |30 |»|items Displaying 1-2of 2

In the Configuration screen, go to Default WAN Trunk section, select User
Configured Trunk and select the newly created Trunk from the list box. Click
Apply.

CONFIGURATION > Interface > Trunk > Default WAN Trunk
Default WAN Trunk

Advance

Default Trunk Selection
) 5YSTEM_DEFAULT_WAN_TRUNEK
se' Configurad Trunk IWAN 1_WAN2Z_Loan "I

Test the Result

Browse any website to test the result.

The Weighted Round Robin (WRR) algorithm is best suited for situations where the
bandwidths set for the two WAN interfaces are different. An interface with a
larger weight (WANT1) gets more chances to fransmit traffic than an interface with

a smaller weight (WAN2).

MONITOR > Interface Summary > Interface Statistics
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Interface Statistics

gel Down 0 0 0 0
WANI1 1000M/Full 156501 47815 0 534
WANZ 1000M/Full 268 159 0 0

What Could Go Wrong?

If there is no traffic passing through either WANT or WAN2 interfaces, check that
the Mode of both WAN1T & WAN2 should be Active. If a frunk is in Passive mode,
the ZyWALL/USG will use this connection only when all of the connections set to

Active mode are down.
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How to Configure DNS Inbound Load Balancing to balance
DNS Queries Among Interfaces

This is an example of using the ZyWALL/USG dynamically responding to DNS
query messages with its least loaded interface’s IP address. The DNS query
senders will then transmit packets to that interface instead of an interface that
has a heavy load. This example assumes that your company’s domain name is
www.example.com. You want your ZyWALL/USG’s WANT1 (202.1.2.3) and WAN2
(202.5.6.7) to use DNS inbound load balancing to balance traffic loading coming

from the Internet.

ZyWALL/USG with DNS Inbound Load Balancing Example

‘\2
DNS server \

3

ClientDNS server

Internal Server
192.168.1.33

WAN1 202.1.2.3
WAN2 202.5.6.7

Clients from Internet

"U"Note: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the DNS Inbound Load Balancing on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > DNS Inbound LB. Edit the
Query Domain Name, set the Load Balancing Algorithm field to be the Least Load
- Total. Click Add to create a new Load Balancing Member.

CONFIGURATION > Network > DNS Inbound LB

General Setting

[ Enable
DNS Settings
Query Domain Name: IZ\_.*erfor—our.ir‘fo I
Time to Live: 0 [0-604500 seconds, Ois unchangsd)

Query From Settings
IP Address: any ¥

Llone: any w

Load Balancing Member

Load Balancing Algorithm: |Least Load - Total [~
Failover IP Addrass: 0.0.0.0 [Optional]

Page of 0 Show [50 |»|items No data to display
If you want to configure Security Option Control, please go to DS (i ]

CONFIGURATION > Network > DNS Inbound LB

624/751



ZYXEL

www.zyxel.com

€ Add Load Balancing Member

Load Balancing Member

Member:

[wan ~|

Monitor Interface:

IP Address

2.3

® same as Monitor Interface

© Custom

DHCP dlient -- 202.1.2.3/255.255.255.0

CONFIGURATION > Network > DNS Inbound LB

&) Add Load Balancing Member

Load Balancing Member

Memker:
WANZ

Monitor Interface: -7 DHCP clisnt

IP Address

® 5ame as Monitor Interface UL.0.0

© Custom

-- 202.5.6.7/255.255.255.0

Go to the Global Setting page to select Enable DNS Load Balancing.

CONFIGURATION > Network > DNS Inbound LB

Global Setting
Enc:ble DS Load Balancing

Set Up the NAT Rule on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > NAT. Configure the Virtual
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Server to forward the traffic from WAN to Internal Server (192.168.1.33). Click OK.
CONFIGURATION > Network > NAT

General Settings
E Encble Rule

Rule Name:

Port Mapping Type

Classification:

Mapping Rule
Incoming Interface:
Original IP:
User-Defined Criginal IP:
Mopped IP:

Port Mapping Type:
Protocol Type:
Original Port:
Mapped Port:

User-Defined Mapped IP:

|NAT_wan

in‘uc:l Server

© 1:1 NAT

Jwan

4

User Defined

v

|202.1.2.3

I [IP Address)

User Defined

w

I]?Q.lé&l 33 I (IP Address]
IF'orf VI

any

¥

IBO I
o 1]

@ Many 1:1 NAT

General Settings

Enc:ble Rule

Rule Name:

Port Mapping Type

Classification:

Mapping Rule
Incoming Interface:
Original IP:
User-Defined Original IP:
Mapped IP:

Port Mapping Type:
Protocol Type:
Original Port:
Mapped Port:

User-Defined Mapped IP:

INaT_wan2 |
in‘uc:l Server © 1:1 NAT
[ anz ~|
User Defined v
[202.5.6.7 | 1P Addres

User Defined

w

|192.168. 1.33 I [IP Acldress)
IPorf VI

any

¥

IBO I
o 1]

© Many 1:1 NAT

Test the Result

Open the browser and query http://zyxel.for-our.info/.
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Create a Security Policy in order to view the testing result. Set Destination to be

the Internal Server IP address (192.168.1.33 in this example) and set Log type to be
the Log Alert.
Go to the ZyWALL/USG Monitor > Log, you will see

[alert] log message such as

below. The Source Interface is the WAN1 or WAN2 interface which is handling the

least amount of outgoing and incoming traffic.

alert
alert
alert
alert
alert
alert
alert

alert

rity Palicy ...
rity Policy ...
rity Palicy ...
rity Policy ...
rity Policy ...
rity Policy ...
rity Palicy ...

rity Policy ...

priority:1

priority:1.
priority:1.
priority:1,
pricrity:1,
pricrity:1,
priority:1

priority:1.

from ANY
from ANY
from ANY
from ANY
from ANY to AN
from ANY
from ANY te

from ANY

Y. TCP,

TCP,
TCP,
TCP,

L TCP

CP

NY, TCP,

TCP,

service ofh...

h... Blogo1.o

. El2020.2.4:
h... Bl o0,
. Elop2

- El02,1.2.4:
h... El202,1
K 202

What Could Go Wrong?

If you cannot access the Internal Server, please check that the NAT configuration

matches the Internal Server IP address and Port number. If the NAT configuration is

correct, please check the system status of your Internal Server is up.
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How to Manage Voice Traffic

This is an example of using Application Layer Gateway (ALG) to allow the SIP
(Session Initiation Protocol) voice traffic through the ZyWALL/USG. To achieve
high-gquality voice transmissions, use ZyWALL/USG provides Bandwidth
Management (BWM) function to effectively manage bandwidth according to
flexible criteria. You can limit bandwidth consuming services, such as Peer-to-
Peer (P2P) and FTP service while providing a higher priority and consistent

bandwidth for voice fraffic.

ZyWALL/USG with Voice Traffic Management Example

Internal Network

: Network 192.168.2.0 : FTP/P2P Service
: Netmask 255.255.255.0

P2P Inbound / Outbound Bandwidth 150 kbps

FTP Inbound,/Qutboun Bandwidth 200 kbps
: Internal Network SIP ALG

. Network 192.168.3.0

i Netmask 255.255.255.0 \\ i
: : ZYWALL/USG :
: : WAN IP 172.124.163.150 SIP ALG Bandwidth Highest Priority :
: F : LAN IP 192.168.1.1 :

‘Q'Note: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the SIP ALG on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > SIP > SIP Settings, select
Enable SIP ALG, Enable SIP Transformations (optional), Restrict Peer to Peer
Signaling Connection and Restrict Peer to Peer Media Connection. Make sure the
SIP Signaling Port is configured the same as your VoIP phone SIP signaling port.
Click Apply.

CONFIGURATION > BWM > Configuration > Add Policy

SIP Settings
Eencbie sP aLc

E Ernable SIP Transformations

SIP Media Inactivity Tmeout : 120 [seconds)
SIP Signaling Inactivity Timeout : 1800 [seconds]
Hesf'i::f Feer to Peer Signaling Connection
E Restrict Peer to Peer Media Connection @
SIP Signaling Port :

Add

1 3080

OU'Note: If you are using a custom or additional UDP port number (not 5060) for SIP traffic,
use the Add icon to add SIP Sianalina Port numbers.

Set Up the Bandwidth Management for SIP on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > BWM Global Settings, select
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Enable BWM and Enable Highest Bandwidth Priority for SIP Traffic.
CONFIGURATION > BWM > BWM Global Settings > Enable BWM

BEWM Global Setting

Enable BWM
Enable Highest Bandwidth Priarity for SIP Trafic  [f

Set Up the Bandwidth Management for P2P on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,
select Enable and type P2P Any-to-WAN as the policy’s Description.

Leave the Incoming Interface fo any and select the Outgoing Interface to be
WANTI1. Select Service Type to be the Application Object and select P2P from the

list box.

Set the Guaranteed Bandwidth Inbound to 100 (kbps) and set Priority 5. Set the
Maximum o 150 (kbps). Set the Guaranteed Bandwidth Outbound fo 100 (kbps)
and sef Priority 5. Sef the Maximum to 150 (kbps). Click OK to return to the

General screen.
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CONFIGURATION > BWM > Configuration > Add Policy

Configuration

Enable

Description: (Optional)

EWM Type: @ Shared © Paruser © Per-Source-IP [
Criteria

User: any w

Schedule: one v

Incoming Interface: any w

Qutgoing Interface: WANL v

Source: any w

Destination: any w

DSCP Code: any W

Service Type: ) Service Object Application Object

Application Object: P2p v I

DSCP Marking
DSCP Marking Inbound Marking: preserve R

Qutbound Marking: preserve 7

Bandwidth Shaping

Guaranteed Bandwidth Inbound: 100 kbps (0 : disabled) Pririty: E
[[] Maximize Bandwidth Usage Maximum: 1150 kbps
Outbound: 100 kbps (0 : disabled) Friority:
[[] Maximize Bandwidth Usage Maximum: 1150 kbps

‘\Q'No’re: In Bandwidth Shaping, the highest priority is (1) the lowest priority is (7).

Set Up the Bandwidth Management for FTP on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > BWM > Configuration > Add Policy,
select Enable and type FTP Any-to-Any as the policy’s Description.
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Leave the Incoming Interface fo any and select the Outgoing Interface to be
WAN1. Select Service Type to be the Service Object and select FTIP from the list
box.

Set the Guaranteed Bandwidth Inbound to 150 (kbps) and set Priority 5. Set the
Maximum to 200 (kbps). Set the Guaranteed Bandwidth Outbound to 150 (kbps)
and seft Priority 5. Set the Maximum to 200 (kbps). Click OK to return to the

General screen.

CONFIGURATION > BWM > Configuration > Add Policy

Configuration

Enable

Description: | Optional)

BWM Type: Shared © Peruser © Per-Source-P [
Criteria

User: any e

Schedule: none v

Incoming Interface: any W

Qutgoing Interface: WAMNL Ea

Source: any 22

Destination: any w

DSCP Code: any v

Service Type: Service Object & Application Object

Service Object: | FTP v

DSCP Marking

DSCP Marking Inbound Marking: preserve i

CQutbound Marking: prasene 7

Bandwidth Shaping

Guaranteed Bandwidth Inbound: 150 kbps (0 : disabled) Pricrity: D
[[] Maximize Bandwidth Usage Maximums: kbps
Outbound: 150 kbps (0 : dizabled) Priority:
[[] Maximize Bandwidth Usage Maximum: 200 kbps

"U"Note: In Bandwidth Shaping, the highest priority is (1) the lowest priority is (7).
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Test the Result

Add a Security Policy rule to view the SIP log:

CONFIGURATION > BWM > Configuration > Add Policy

Enable

Descripticn: (Opticnal)
From: any w
To: any (Excluding ZyWALL) v
Source: any v
Destination: any w
Senvice: SIP ~
User: any w
Schedule: none v
Action: allow .
Log matched traffic: log alert R

Dial Phone Number 1001 (192.168.10.2 in this example) from Phone Number 1002
(192.168.100.2 in this example), go to the ZyWALL/USG Monitor > Log, you will see
[alert] log message such as below. The Destination IP address is the SIP Server IP
address.

Monitor > Log

Priority =~ Category Message Source Destination Note
alert Security Policy Control priority:1, fram ANY to ANY, UDP, senice SIP. ACCEPT 192.168.100.2:5060 172124 163.150:5060 ACCESS FORWARD

Go to the ZyWALL/USG Monitor > Traffic Statics and review the SIP traffic and other
services to optimize the Guaranteed and Maximum BMW of bandwidth

consuming services.

Monitor > Traffic Statics
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# Service Port Protocol Direction Amount

sip(Port : 5060} UDF Ingress i 10.137 (MBytes)
2 sip(Port : 5060} UDP Egress E;;g 10.138(MBytes)
3 fip(Part: 21) TCP Ingress |863[Eﬂes}
4 fip(Port: 21) TCP Eqress |BD?[Eﬂes}
5 hitpsiPort : 443} TCP Ingress |2Q}1E[KEHES}
6 wwwiPort : 80) TCP Earess | 1.196(KBytes)

What Could Go Wrong?

If you see [alert] log message such as below, the voice traffic is blocked by the
priority 1 Security Policy. The ZyWALL/USG checks the security policy in order and
applies the first security policy the traffic matches. If the voice traffic matches a
policy that comes earlier in the list, it may be unexpectedly blocked. Please
change your policy setting or move the voice traffic policy to the higher priority.

Monitor > Log

Friority | Categary Message Source Destination MNote
alert  Security Policy Control  priority:1, from ANY to ANY, UDP, senice others, DROP 192.168.100.2:5060 172124 163.150:5060 ACCESS BLOCK
alet  Security Policy Control  priority:1, from ANY to ANY, UDP. senice others, DROP 192.168.100.2:5060 172124.163.150:5060 ACCESS BLOCK
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How to Manage ZyWALL/USG Configuration Files

This is an example of how to rename, download, copy, apply and upload
configuration files. Once your ZyWALL/USG is configured and functioning
properly, it is highly recommended that you back up your configuration file
before making further configuration changes. The backup configuration file will

be useful in case you need to return to your previous settings.

The system-default.conf file contains the ZyWALL/USG's default settings. This

configuration file is included when you upload a firmware package.

The startup-config.conf file is the configuration file that the ZyWALL/USG is
currently using. If you make and save changes during your management session,

the changes are applied to this configuration file.

The lastgood.conf is the most recently used (valid) configuration file that was

saved when the device last restarted.

ZyWALL/USG with Configuration Files Example

startup-config

system-default-config last-good-config

"
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"0 Note: This example was using USG310 (Firmware Version: ZLD 4.25).

Rename the Configuration Files from the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Configuration File,
select the configuration file and click Rename. A pop-up screen will appear
allowing you to edit the Target file name. Click OK to save the Rename
configuration.

MAINTENANCE > File Manager > Configuration File

Configuration Files
[Erorore] W remove 8- Douniond & copy > 2opy

017-07-07 07:23:22

1 startup-config.conf 36582 20
2 430ABFC0a4-2017-07-03-06-54-... 13040 2017-07-03 06:54:24
3  lostgood.conf 36582 2017-07-07 07:23:22
4  system-default.conf 32927 2017-06-09 12:39:03
| 5 autobackup-4.30.cont 13040 2017-07-03 06:56:16 |
6  startup-config-bad.conf 17406 2017-07-05 08:44:06
Page |1 of 1 Show |50 |»|items Displaying 1 -6 of &

MAINTENANCE > File Manager > Configuration File > Rename

Y Rename
Source file : autocbackup-4.30.conf
Targetfile :  |packup-4.30.conf |

Download the Configuration Files on the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Configuration File,
select the configuration file and click Download to back up your configuration file

from ZyWALL/USG to your computer.
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MAINTENANCE > File Manager > Configuration File

Configuration Files
&: Dowrload | Copy  [> Apply
1 startup-config.conf 36582 2017-07-07 07:23:22
2 A30ABFCOa4-2017-07-03-06-54-... 13040 2017-07-03 06:54:24
| 3 Iestgood.conf 36582 2017-07-07 07:23:22 |
4 system-default.conf 32927 2017-06-09 12:39:03
5 autobackup-4.30.conf 13040 2017-07-03 08:54:18
6  startup-config-bad.conf 17406 2017-07-05 08:44:06
Page |1 of 1 Show |80 || items Displaying 1 - 6 of 4

Copy the Configuration Files on the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Configuration File,
select the configuration file and click Copy. A pop-up screen will appear allowing
you to edit the Target file name. Click OK to save the Copy configuration.
MAINTENANCE > File Manager > Configuration File

Configuration Files
& Download [> Apply
| 1 startup-canfig.cont 36582 2017-07-07 07:23:22 |
2 430ABFC0a4-2017-07-03-04-54-... 13040 2017-07-03 06:54:24
3 lastgood.conf 36582 2017-07-07 07:23:22
4 system-default.conf 329027 2017-06-09 12:39:03
5  autobackup-4.30.conf 13040 2017-07-03 06:56:16
6  startup-config-bad.conf 17406 2017-07-05 08:44:06
Page (1 of 1 Show |50 |v items Displaying 1 - 6 of 6

MAINTENANCE > File Manager > Configuration File > Copy

= Copy File
Source file :  startup-config.conf
Torget file : |S1Qrfup-conﬁq[1 J.conf I
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Apply the Configuration Files on the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Configuration File,
select a specific configuration file to have ZyWALL/USG use it. For example, select
the system-default.conf file and click Apply to reset all of the ZyWALL/USG settings
to the factory defaults. Or select the lastgood.conf which is the most recently
used (valid) configuration file that was saved when the device last restarted. If
you uploaded and applied a configuration file with an error, select this file then
click Apply to return to a valid configuration.

MAINTENANCE > File Manager > Configuration File

Configuration Files
Rename W Remove &= Download B Copy
1 startup-config.conf 36582 2017-07-07 07:32:04
2 430ABFC0a4-2017-07-03-06-54-... 13040 2017-07-03 06:54:24
3  lostgood.conf 36582 2017-07-07 07:23:22
4 system-default.conf 32927 2017-06-0% 12:39:03
| 5 autobackup-4.30.coni 13040 2017-07-03 06:56:16 |
46  startup-config-bad.conf 17406 2017-07-05 08:44:06
Page |1 of 1 Show |50 |»| items Displaying 1-6 of 6

A pop-up screen will appear allowing you to edit the Target file name. Select
Immediately stop applying the configuration file and roll back to the previous
configuration fo get the ZyWALL/USG started with a fully valid configuration file as
quickly as possible. Click OK to have the ZyWALL/USG start applying the
configuration file.

MAINTENANCE > File Manager > Configuration File > Apply Configuration File
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[> Apply Configuration File

Apply Configuration File

File Nome: culcoackup-4.5U0.co
If applying the configuration file encounters an error:
O Immediately stop applying the configuration file
mmedicﬁely stop applying the configuration file and roll back to the previous configuration
© lgnore errors and finish applying the configuration file

O Ignore errors and finish applying the configuration file and then roll back to the previous configuration

\Q’No’re: Do nof shut down the ZyWALL/USG while the configuration file is being applied.

Upload the Configuration Files from the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Configuration File >
Upload Configuration File, select Browse fo upload a new or previously saved
configuration file from your computer to your ZyWALL/USG. You cannot upload a
configuration file named system-default.conf or lastgood.conf. If you upload
startup-config.conf, it will replace the current configuration and immediately
apply the new settings.

MAINTENANCE > File Manager > Configuration File

Upload Configuration File

To upload a configuration file, browse to the location of the file [.conf] and then click Upload.

File Path: Cihfakepathhbackuptest-4.30.conf Upload

What Could Go Wrong?

If you cannot apply a configuration file and the device shows error message, go

to Monitor > Log fo check the [alert] log message and make the correction of the
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configuration file. In this example, the [alert] log message shows the configuration

file has an incomplete static DHCP address so that the device can't apply it.

MAINTENANCE > File Manager > Configuration File > Apply Configuration File

@ Apply backuptest-4.30.conf foiled ond roll bock to previous configuration. Please check
log for detail information.
Monitor > Log
alert File Manager Going to rollback previous running-config. Apply Config
alert File Manager ERRCR: #configure terminal interface _ether dmz ip address 192.168.3.1 255.... Apply Config

How to Manage ZyWALL/USG Firmware

This is an example of using ZyWALL/USG to check your current firmware version

and upload firmware to the ZyWALL/USG. You can upload firmware to be the

Running firmware or Standby firmware.

LyWALL/USG with Firmware Management Example

Check Running
Firmware Version

Check Standby
Firmware Version

Upload Latest
Firmware Version
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“U"Note: The firmware update can take up to five minutes. Do not turn off or reset the
LyWALL/USG while the firmware update is in progress. This example was using USG110

(Firmware Version: ZLD 4.25).

Download the Current Firmware Version from ZyXEL.com

Go to www.zyxel.com/support/download landing.shtml and download the

current firmware package.

Search by Model Number

Don'tknow the product model number?

-t USG110

s USG1100

641/751



http://www.zyxel.com/support/download_landing.shtml

ZYXEL ——

ALL Technical Documentation Datasheet MIB File Certification

Material Version Checksum Release Date Release Note Download
Firmware 4 15(AAPH.0)CO o Mar 25, 2016 e e
3G Dongle Document 3 Mar 26, 2015 ee

Extract firmware zip file.

USG110_4.15(AAPH.0)COzip

P = TR |
9|Liu » USGL10_4.15(AAPH.0)CO + | 43 || Search UsG110 415(4APH.0)CO )
Organize = Extract all files = ~ @
X Favorites Name Type Compressed size
B Desktop %] 415AAPHOCO Data Base File T24 KB
& Downloads || 415AAPHOCD.bin BIM File 122,108 KB
"5l Recent Places || 415AAPHOCD.conf COMF File 12 KB
|| 415AAPHOCD. pdf PDF File 451 KB
- Libraries || 415AAPHOC.ri RI File 4,954 KB
@ Documents || USG110_V4 15(AAPH.0)CO-foss.pdf PDF File 907 KB
| | b
i & items

e |

Upload the Firmware on the ZyWALL/USG

In the ZyWALL/USG, go to MAINTENANCE > File Manager > Firmware Package >
Upload File. Click the To upload image file in system space pull-down menu and
select (1) or (2). The default Standby system space is (2), so if you want to upload
new firmware to be the Running firmware, then select the Running system space
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If you upload firmware to the Standby system space (2), you have the option to

select Reboot now or Don’t Reboot.

MAINTENANCE > File Manager > Firmware Package > Upload File > (1)

Firmware Status

# . Status Model Version
Running  USG110
2 Standby USG110 W4 11(AAPH 2)
Pags |1 of 1 Show| S0 | |items
Upload File
To upload image file in system space: 1 »
Boot Cptions

[ Revootnow ]

W4 13AAPH 1)ITS-WK41-r64500  2015-10-13 23:09:45
2015-04-20 20:41:35

Displaying 1 -2 of 2

To upload firmware, browse to the location of the file (* bin) and then click Upload.

File Path: C:\fakepath\415AAPHOCO.bin [ BrowWSse... ] [ Upload ]

MAINTENANCE > File Manager > Firmware Package > Upload File > (2)

Firmware Status

@ Rebootnow
) Don't Reboot

Tao upload firmware, browse to the location of the file (*.bin) and then click Upload.

File Path: C:\fakepath!4158APHDCO.bin

# . Status Model Version Feleased Date
1 Running USGT10 V4. 13(AAPH.1)ITS-WK41-764500  2015-10-13 23:09:45
Standby  USGA10 V4 11(AAPH 2) 2015-04-20 20:41:35
Page |1 of 1 Show|50 | v |items Displaying 1- 2 of 2
Upload File
To upload image file in system space: 2 v
Boot Options

Browse... ] [ Upload ]

To upload firmware, click Browse to the location of the file (*.bin) and then click

Upload.
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Upload File

Boot Options

Q

Filz Path:

To upload image file in system space: 1

To upload firmware, browse to the location of the file (*.bin) and then click Upload.

OOQB‘ v USGL10_4.15(AAPH.0)CO « [ 43 ][ search UsG110 415/44PH.0)CO o
Organize * Extract all files = ~ [ @
<% Favorites Mame Type Compressed size

PR Desktop %) 415AAPHOCO Data Base File 724 KB

4 Downloads L | 415AAPHOCD.bin BIM File 122 108 KB

5| Recent Places L | 415AAPHOCD.conf COMF File 12 KB

| 415AAPHOCO. pdf PDF File 451 KB

4 Libraries L | 415AAPHOCD.ri RIFile 4954 KB

@ Documents | USG110_v4 15(AAPH.0)CO-foss.pdf PDF File 907 KB
4 | F

J & items
(- 'J

Upload File
To upload image file in system space: 1 w
Boot Options

Q

To upload firmware, browse to the location of the file (*.bin) and then click Upload.

File Path: C:\fakepath\415AAPHDCO.bin

” Browse... ] | Upload

“U'Note: The default Running system space is (1), the Standby system space is (2). If you
select the Standby firmware and click Reboot now or you upload file to Standby system

space (2) and select Boot Options to be Reboot now. After reboot process complete, the

Running system space will be (2). Standby system space will be (1).
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What Could Go Wrong?

If you cannot download the firmware, please check if you enable the Destroy
compressed files that could not be decompressed function in Anti-Virus.
ZyWALL/USG firmware package is ZIP file, the ZyWALL/USG classifies the firmware
package as not being able to decompress will delete it. Please disable this option

while downloading the firmware package.
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How to Get Started Using the Wizards

When you log into the Web Configurator for the first time or when you reset the
LyWALL/USG to its default configuration, the Installation Setup Wizard screen
displays. This is an example of using ZyWALL/USG Wizards to configure Internet

connection settings, wireless settings and device registration services.

ZyWALL/USG with Installation Setup Wizard Example

' Internet - Device 4
Internet Access erne ) i i
@ Access Succeed < Wireless Settings Registration | _mn_ )

‘Q’No’re: You need internet access to activate your ZyWALL/USG subscription services. This
example was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the Internet Access (Ethernet) Wizard on the

ZyWALL/USG

In the ZyWALL/USG Installation Setup Wizard Welcome page, click Next to start
configuring. Click the double arrow in the upper right corner to display («
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) or hide (>>) the help.
Installation Setup Wizard > Welcome

%] Quick Setup

WAN Interface

Choose Ethemet » Enter WAN Seffings » WAN Configuration Summary
2 3

Welcome

The later steps will guide you to setup the Internet connection.

- Choose Ethemet
- Enter WAN Settings
- WAN Configuration Summary

Click 'Next" to start.

www.zyxel.com

o8

In the Internet Access page, you can configure Internet connections from two
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Internet service providers (ISPs). Connect your ISP devices to your ZyWALL/USG
WAN port, select | have two ISPs if you want to configure two Internet connections

or leave it cleared to configure just one.

Choose the Encapsulation opfion to be Ethernet, leave Zone as default setting

Internet connection belongs to the WAN zone.

In the IP Address Assignment section, select Auto if your ISP did not assign you a
fixed IP address or select Static if your ISP did assign you a fixed IP address. Click
Next.

Installation Setup Wizard > Welcome > Internet Access

Y] Quick setup

WAN Interface

Choosze Ethernet » Enter WAN Setfings * WAN Configuration Summarny
1 2

Ethernet

Ethemet Selection: gel v

dioH [7] |

¥! Quick Setup

WAN Interface

Choose Ethemet * Enter WAN Seffings » WAN Configuration Summary
1 2 3

IP Address Assignment
WAN Type Selection: Ethemet b

diaH 7] |

WAN Interface

Choose Ethemet > Enter WAN Seftings > WAN Configuration Summary
1 2 ]

Interface

WAN Interface: gel
lone: WAN
IP Address Assignment: Lstaiic ]

dieH [=]]

Enter the IP Address, IP Subnet Mask and Gateway IP Address exactly as given by
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your ISP or network administrator. First/Second DNS Servers are optional. Click
Next.
Installation Setup Wizard > Welcome > Internet Access

Y] Quick Setup

WAN Interface

dioH [3 |

Choose Ethemnet > Enter WAN Seflings > WAN Configuration Summary

2 3

ISF Parameters

Encapsulation: Ethernet
IP Address Assignment
WAN Interface: gel
lone: WAN
IP Address: 111.112.36.59
IP Subnet Mask: 255.255.255.0
Gateway IP Address: 117.112.36.254 [Optional)

First DNS Server:
Second DNS Serven:

The Internet Access Succeed page will display the summary of Internet access of
the First Setting. If you select | have two ISPs in Internet Access > ISP Sefting, click
Next to configure the second WAN interface or continue to the Wireless Settings

page.
Installation Setup Wizard > Welcome > Internet Access > Internet Access Succeed

Y] Quick Setup

WAN Interface

dioH [7] |

Enter WAN Settings » WAN Configurafion Summary
2
3

Congratulations. The Internet Access wizard is completed.

IP Address Assignment
Encapsulation: Ethemet
WAN Interface: gel
Ione: WAN

IP Address Assignment:  Stafic

IP Address: 111.112.36.59
IP Subnet Mask: 255.255.255.0
Gateway P Address: 111.112.36.254
First DNS Server:

Second DNS Server:
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Set Up the Internet Access (PPPoE) Wizard on the ZyWALL/USG

In the ZyWALL/USG Installation Setup Wizard Welcome page, click Next to start
configuring for Internet. Click the double arrow in the upper right corner to display
(«) or hide (>>) the help.

Installation Setup Wizard > Welcome

%] Quick Setup

WAN Interface

Choose Ethemet » Enter WAN Seffings * WARN Configuration Summary
1 2 3

Welcome

The later steps will guide you to setup the Infernet connection.
- Choose Ethemet

- Enter WAN Settings

- WAN Configuration Summary

Click ‘Next" to start.

In the Internet Access page, you can configure Internet connections from two
Internet service providers (ISPs). Connect your ISP devices to your ZyWALL/USG
WAN port, select I have two ISPs if you want to configure two Internet connections

or leave it cleared to configure just one.

Choose the Encapsulation opfion to be PPP over Ethernet, leave Zone as default

setting Internet connection belongs to the WAN zone. Leave the IP Address
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Assignment section to be the Auto and click Next.

Installation Setup Wizard > Welcome > Internet Access

Y] Quick setup

WAN Interface

dioH [7] |

Choosze Ethernet > Enter WAN Setfings » WAN Configuration Summary

1 2 3

Ethernet

Ethernet Selection: gel b

¥! Quick setup

WAN Interface

dioH |

Choose Ethemet > Enter WAN Seflings > WAN Configuration Summary
1 2 3

!
g

IP Address Assignment

WAN Type Selection: I PPPoE v I

Y] Quick Setup
WAN Interface

diaH [7] |

Choose Ethemet » Enter WAN Seffings
1 2

WAN Configuration Summary

3

Interface

WAN Interface: gel_ppp
Lone: WAN
IP Address Assignment: Lauto v

Select the Authentication Type fo be the authentication method by the remote
node. Enter the User Name and Password exactly as given by your ISP or
network administrator. Select Nailed-UP if you want to keep the connection
always up or type the desired Idle Timeout value in seconds. Click Next.

Installation Setup Wizard > Welcome > Internet Access
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WAN Interface

Choose Ethemet * Enter WAN Selfings » WAN Configuration Surmmary
1 2 3

ISP Parameters

Encapsulation: PPPoE

Service Name: (Cptional)
Authentication Type: Chop/PAP >

User Name : IYXEL_PPPoE

Password: e

Retype to Confirm: e

Nailed-Up

IP Address Assignment

WAN Interface: gel_ppp

Ione: WAN

IP Address: Auto
MNotel

Configure PPFoE will change ethemet interface ip address as 0.0.0.0.

The Internet Access Succeed page will display the summary of Internet access of
the First Setting. If you select | have two ISPs in Internet Access > ISP Sefting, click

Next to configure the second WAN interface.
Installation Setup Wizard > Welcome > Internet Access > Internet Access Succeed
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Y] Quick setup

WAN Interface

IP Address Assignment
Encapsulation:
Service Name:

User Name :
Nailed-Up:

Idle fimeout:
WAN Interface:

Ione:

IP Address:
Gateway IP Address:
First DMS Server:
Second DNS Server:

Choose Ethemet * Enter WAN Settings
1 2

IP Address Assignment:

PPPOE

IYXEL_PPPoE
Yes

100
gel_ppp
WAN

Auto
10.64.64.182

NJA
N/ A

» WAN Configuration Summary

3

Congratulations. The Internet Access wizard is completed.

www.zyxel.com

Set Up the Internet Access (PPTP) Wizard on the ZyWALL/USG

In the ZyWALL/USG Installation Setup Wizard Welcome page, click Next to start
configuring for Internet. Click the double arrow in the upper right corner to display

(«) or hide (>») the help.

Installation Setup Wizard > Welcome
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%] Quick Setup

WAN Interface

Choose Ethemet » Enter WAN Seffings * WARN Configuration Summary
1 2 3

Welcome

The later steps will guide you to setup the Infernet connection.
- Choose Ethemet

- Enter WAN Settings

- WAN Configuration Summary

Click ‘Next" to start.

E

dieH 7]

In the Internet Access page, you can configure Internet connections from two
Internet service providers (ISPs). Connect your ISP devices to your ZyWALL/USG
WAN port, select I have two ISPs if you want to configure two Internet connections

or leave it cleared to configure just one.

Choose the Encapsulation opfion to be the PPTP, leave Zone as default setting
Internet connection belongs to the WAN zone. Leave the IP Address Assignment
section to be the Auto and click Next.

Installation Setup Wizard > Welcome > Internet Access
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¥! Quick Setup

WAN Interface

dieH [7] |

Choose Ethernet > Enter WAN Sefftings » WAN Configuration Summary
1 2 &

IP Address Assignment

WAN Type Selection: I PPTP "I

%]

¥! Quick setup

WAN Interface

dioH [5] |

Choose Ethernet > Enter WAN Seltings » WAN Configuration Summary
1 2 3

Interface

WAN Interface: gel_ppp
Lone: WAN
IP Address Assignmeml Auto \I

Select the Authentication Type to be the authentication method by the remote
node. Enter the User Name and Password exactly as given by your ISP or
network administrator. Select Nailed-UP if you want to keep the connection

always up or type the desired Idle Timeout value in seconds. Click Next.

Enter the Base IP Address, IP Subnet Mask, Gateway IP Address assigned to you
by your ISP. Type the Server IP address of the PPTP Server. Click Next.
Installation Setup Wizard > Welcome > Internet Access
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¥! Quick setup

WAN Interface

Choose Ethermnet > Enter WAN Seflings > WAN Configuration Summary

1

ISP Parameters
Encapsulation:
Authentication Type:
User Name :
Password:

Retyps to Confirm:
Nailed-Up

ldle fimsout:

FPTF Configuration
Base Interface:
Base IP Address:
IP Subnet Mask:
Gateway P Address:
Server IP:

Connection ID:

2

PPTP

B

Chap/FAP >

IYXEL_PPTP

100 Seconds

gel

TTTITT.36.99
255.255.255.0
TT1.111.36.254
172,168,101

(Optional)

(Optional)

www.zyxel.com

The Internet Access Succeed page will display the summary of Internet access of

the First Setting. If you select | have two ISPs in Internet Access > ISP Sefting, click

Next to configure the second WAN interface.

Installation Setup Wizard > Welcome > Internet Access > Internet Access Succeed
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Y] Quick Setup

WAN Interface

Choose Ethemet * Enfer WAN Settings * WAN Configurafion Summary
1 2

- 3

Congratulations. The Internet Access wizard is completed.

IP Address Assignment
Encapsulation:
Server IP:
User Name :
Nailed-Up:
ldle fimeout:
Connection ID:
WAN Interface:

lone:

IP Address Assignment:

IP Adidress:
Gateway P Addrass:
First DS Server:
Second DNS Server:

PPTP
172,168.10.1
IYXEL_PPTP
No

100

gel_ppp
WAN

Auto
10.64.64.182

NJA
M/A

www.zyxel.com

Set Up the Wireless Settings Wizard on the ZyWALL/USG

In the Wireless Settings page, select Yes if you want the ZyWALL/USG to enable AP

Controller feature in your network; select No if you want to skip this sefting. Click

Next.

Installation Setup Wizard > Welcome > Internet Access > Internet Access Succeed

> Wireless Settings
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§ Installation Setup Wizard x
«

Installation Setup Wizard

Internet Access * Intemnet Access Succeed > Wireless Settings > Device Registration
1 2 4
3

Do you like to enzble AP Controllar feature ?
[Enable this feature ONLY when you manage to deploy USG1900 to control managed AP in your network]

Yes & No

< Back

Configure descriptive SSID name (1-32 characters) for the wireless LAN. Select Pre-
Shared Key (8-63 characters) to add security on this wireless network. Otherwise,
select None to allow any wireless client to associate this network without

authentication.

Select Hidden SSID fo hide the SSID from site ool scanning.

Select Enable Intra-BSS Traffic blocking if you want to prevent crossover fraffic
from within the same wireless network. Wireless clients in that network can still

access the wired network but cannot communicate with each other.

For Built-in Wireless AP only, ZyWALL/USGs with W in the model name have a built-
in AP. Select an interface to bridge with the built-in AP wireless network. Devices

connected to this interface will then be in the same broadcast domain as devices
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in the AP wireless network.
Installation Setup Wizard > Welcome > Internet Access > Internet Access Succeed
> Wireless Settings

i Installation Setup Wizard x

<«

Installation Setup Wizard

Internet Access > Intemet Access Succeed > Wireless Settings » Device Registration
1 2 4
=

Wireless Settings
SSID Setting

Security Mode
@ Pre-Sharsd Key
© None

[[] Hidden SSID

Enable Intra-BSS Traffic blocking

For Built-in Wireless AP Only

< o

Set Up the Device Registration on the ZyWALL/USG

The ZyWALL/USG must be connected to the Internet in order to register.

Click portal.myzyxel.com to register the device, you need the ZyWALL/USG's serial

number and LAN MAC address to register it. See How To Register Your Device and
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Services at myZyXEL.com for more details. Use the Configuration > Licensing >
Registration > Service screen to update your service subscription status. Click
Finish.

Installation Setup Wizard > Welcome > Internet Access > Internet Access Succeed
> Wireless Settings > Device Registration

‘§ | Installation Setup Wizard x

; . «
Installation Setup Wizard
Intemet Access > Intemet Access Succeed > Wireless Settings > Dewice Registration
1 2 3
4

You can ragister ZyWALL/USG on portal myzixelcom and activate "Frae Trial" of Anti-virus, 1IDP/AppPatral and
Contant Filter services on your ZyWALL/USG.
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How to Configure the 3G/LTE Interface on the ZyWALL/USG
as a WAN Backup

This is an example of using ZyWALL/USG to configure 3G/LTE interface as a WAN
backup that ensures the ZyWALL/USG provides the continuously Internet
connections when the primary WAN interface is down. After configuration, it can
provide additional mobile broadband WAN connectivity or a redundant link for

maximum reliability.

ZyWALL/USG with 3G/LTE Interface as a WAN Backup Example

wanl

Nt ok (72 190wy,

Netmask 255.255.255.0 """'.
.y

LAN wan2 -
Network 130 sbunnunuunnn®

Network 192.168.1.1 . ¥ =

Netmask 255.255.255.0 NS A IR 3

. -

cellularl ._,-"‘
Network 172.30.3.150 4 == *
Nem%'ask'z 255.255.0

“O"Note: This example includes weighted load balancing (Weighted Round Robin) so that
most of your Internet traffic is handled by ISP connected to wanl before it fails over to

3G/LTE.

All network IP addresses and subnet masks are used as examples in this article. Please
replace them with your actual network IP addresses and subnet masks. This example was
tested usina USG310 (Firmware Version: ZLD 4.25).
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Set Up the 3G/LTE Interface on the ZyWALL/USG

Connect a compatible mobile broadband USB device to use a cellular
connection.

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Cellular, the
connected device will automatically display in the Cellular Interfface Summary.
Click Activate and then the Apply button at the bottom of this page.
CONFIGURATION > Network > Interface > Cellular > Activate

Cellular Interface Summary
O Add

cellulart USE 1 Huawel E3131 Cevice Profile 1

Page |1 of 1 Show |50 || items Displaying 1 - 1 of

The default Connectivity method is Nailed-Up. The connection should always be
up after you activate the cellular interface. You can click Edit and go to the
Connectivity section to clear the Nailed-Up check box to have the ZyWALL/USG
to establish the connection only when there is fraffic.

CONFIGURATION > Network > Interface > Cellular > Connect

Cellular Interface Summary
@ Add E Edit @ Remove @ Activate @ Inactivate @ Connect @ Disconnect Object References
@ cellular] USB 1 Hucwsi E154G
Page |1 of 1 Show |50 |¥ items Displaying 1 - 1

o

CONFIGURATION > Network > Interface > Cellular > Edit

Connectivity

O Nailed-Up
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Set Up the Trunk on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Trunk > User
Configuration > Add Trunk, configure a Name for you to identify the Trunk profile

and setf the Load Balancing Algorithm field to be the Weighted Round Robin.

Add wan1 and enter 3 in the Weight column. Add wan2 and enter 2 in the Weight
column. Add cellular1, change Mode to be the Passive mode, enter 1in the
Weight column. Click OK to return to the Configuration screen.

CONFIGURATION > Network > Interface > Trunk > User Configuration > Add Trunk

Z Edit WAN_backup

MName: WAN backup

Weighted Round k| ¥

Load Balancing Algorithm:

o Add
1 gel Active
3 ge2 Active 2
Fage of 1 Show |50 |» | items Displaying 1 -3 of 3

In the Configuration screen, go to Default WAN Trunk section, select User
Configured Trunk and select the newly created Trunk from the list box. Click
Apply.

CONFIGURATION > Network > Interface > Trunk > Default WAN Trunk > User
Configured Trunk
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Default WAN Trunk
Advance

Default Trunk Selection
© SYSTEM_DEFAULT WAN_TRUNE

@ User Configured Trunk |WAN_Backup v

Test the Result

Check the Interface Statistics when wan1 and wan2 connections are up. You can
see both wan1 and wan?2 Status are up, Tx B/s displays the fransmission speed
and Rx B/s displays the reception speed; cellular1 Status is connected but there is

no traffic going through this interface.

MONITOR > Interface Status > Interface Statistics

Interface Statistics

Name Status TxPkts RxPkts Tx Bis Rx Bfs

= wani 1000M/Full 350860 1314443 2587 11562

H wan2 100MIFull 2438 23927 192 G4

M ged Down 0 0 0 0

= ged Down 0 0 0 0

H geh Down 0 0 0 0

= gef Down 0 0 0 0

= ae7 Down 0 0 0 0

& ged Down 0 0 0 0
cellulart Connected 1] 0 0 0
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After disconnecting both wan1 and wan2, you can see both wanl and wan2
Status are Down and no fraffic goes through these two interfaces. The backup

cellular Status is connected and all the traffic is going through this interface.

MONITOR > Interface Status > Interface Statistics

Interface Statistics

==
gel Down 0 0 o 0
ge2 1000M/Full &764 35208 o 0
geld Down 1 a o 0
ged Down 2 0 a 0
ged Down 1 0 0 0
get Down 7 0 0 0
ge? Down 1 0 0 0
geb Down 0 0 0
- cellularl Connected (00:10:34) 164 119 0 0

What Could Go Wrong?

If there is no fraffic going through cellular interface when other interfaces are
down, please make sure you have a compatible mobile broadband device
installed or connected. Go to
http://www.zyxel.com/support/download_landing.shtml and see the 3G Dongle
Document to check the compatible mobile broadband devices. Also, make sure
the cellular interface is enabled and the cellular interface has the correct user

name, password, and PIN code configured with the correct casing.
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How to Configure Two Different WAN Interfaces with
Different IP Addresses in the Same VLAN

This is an example of using ZyWALL/USG to configure two different WAN
interfaces with different IP addresses in the same VLAN. After configuration, you

can have the same VLAN ID for two different WAN interfaces.

ZyWALL/USG with Two Different WAN Interfaces with Different IP Addresses in the
Same VLAN Example

Port 5

VLAN ID: 6

Interface: vlanl
Network: 172.17.1.1
Netmask: 253.255.255.0

Port 6

VLAN ID: 6
Interface: vlanl:1 —
Network: 192.168.15.33
Netmask: 253.255.255.0

‘Q’No’re: This example requires the ZyWALL/USG models which can apply port grouping.
All network IP addresses and subnet masks are used as examples in this article. Please

replace them with your actual network IP addresses and subnet masks. This example was
tested using ZyWALL USG300 (Firmware Version: ZLD 4.25).
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Set Up the Port Grouping on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Port Grouping,
select the ports that you want to assign to a representative Interface (in this
example, Port 4 and Port 5 are configured as ge5).

CONFIGURATION > Network > Interface > Port Grouping

Canfhigurabon

1 & O m W

=] ga2 =L =L Gas e a7 ges

Reprezentative Intedace

el lefal | §-

Physical Port

Set Up the VLAN on the ZyWALL/USG

In the ZyWALL/USG, go fo CONFIGURATION > Network > Interface > VLAN. Set
Interface Type o be External. Set Zone to be WAN, configure Base Port o be ge5.
Enter the VLAN ID and configure the fixed IP address (172.17.1.1/24 in this
example). Click OK to go back to the Configuration page.

CONFIGURATION > Network > Interface > VLAN
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General Seftings

¥ Enable Interface

Interface Properfies

Interface Type: external ~| ©
Interface Mame: vlian1
Ione: none v| O
Base Port: ges D
VLAN ID: 1 | [1-4094]
[*] Advance
Description: |Optional

IF Address Azsignment

O Get Automatically

[+ Advance
@ |Jz= Fixed IP Address
IP Address: 172.17.1.
Subnet Mosk: 255.255.255.0
Gateway: 172.17.1.254 (Cptional)
Mefrc: 0 [0-15)

In the Configuration page, select the vlan1 entry and click Create Virtual
Interface on the upper bar. Configure the Fixed IP address (192.168.15.33/24 in this
example). Click OK.

CONFIGURATION > Network > Interface > VLAN > vian1

Configuration
@ Add ¥ Edit W Remove @ Acfivate @ Inoctivate & Create Virual Interface T Object References
,
1 ? vian1 ges/1 static —172.17.1.1 255.255.255.0
Page |1 of 1 Show (50 |~ items Displaying 1-1of 1

CONFIGURATION > Network > Interface > VLAN > vian1:1

Interface Properties
Interface Name:

Description: {Opticnal)

IF Address Assignment

IP Address: 192.166.15.33

Subnet hMask: 255.255.255.0

Gateway: 192.146.15.1 (Opfional)
Metrc: 0 {0..15)
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Set Up the Routing on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Routing, set Next-Hop
Type to be Interface and set Interface to be the vianl.
CONFIGURATION > Network > Routing

Configuration
¥ Enable
Description: Vlan_Routing [Optional)
Criteria
lJzer any e
Incoming: any (Excluding ZyV v
Source Addrass: any v
Destinafion Addrass: any v
DSCP Code: any >
Schedule: none v
Senvice: any A
MNext-Hop
Type: I nterface v I
Interface: vian1 v

Test the Result

Check the Interface Statistics, you can see vian1 Status is up, Tx B/s displays the
fransmission speed and Rx B/s displays the reception speed. Port 5 and Port 6 are

configured in the same vlan1 but use different IP addresses.

MONITOR > Interface Status > Interface Statistics
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Interface Statistics

gl Down
ge2 1000M/Full
m ged Down
m ge4 Down
= ges Up

- vianl Up

- ges_ppp nactive
m 986 Cow
ge7? Down
m 988 Down

9269

12951

2150
326

803

000D &R - 00O O
oo

=

R I R ]

What Could Go Wrong?

If you cannot configure a particular VLAN interface on top of an Ethernet

interface, please whether this VLAN has just been created on top of other

Ethernet interface.

How to Let a Server Use the Same Public IP Address as the
WAN Interface Using the Bridge Interface

This is an example of using ZyWALL/USG to configure an internal server in bridge

mode without applying network address translation (NAT). The Internet users can
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reach this server directly by its public IP address.

ZyWALL/USG with Bridge Interface Example

www.zyxel.com

PublicWAN |

Network: 172.124.163.1
Netmask: 255.255.255.0

IntServerl
Network: 172.124.163.158
Netmask: 255.255.255.0

brl
Network: 172.124.163.150
Netmask: 255.255.255.0

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the Bridge Interface on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Bridge > add
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Bridge, select Interface Type to be the general type, select Zone to be the LAN
zone. In the Member Configuration, select internal server (IntServer1 interface in
this example) and public IP address (Public WAN interface in this example) to be

in the same member group.

In the IP Address Assignment section, select Used Fixed IP Address and configure
br1 IP address (172.124.163.150/24 in this example).
CONFIGURATION > Network > Interface > Bridge > add Bridge

General Seftings

¥ Enable Interface

Interface Properfies

Interface Type: I general vI i ]
Interfoce Mome: Bl

Ione: I LAN VI i )
Description: {Opfional)

Member Configuration

gel
ge2
ged
ge4
ges

=
|In15enrerl
A

+]+

IP Address Assignment
D Get automatically

] Advaonce

| @ |sa Fixed P Address |

|7 Address: 172.124.163.150

Suonet Mosk: 255.255.255.0

Gateway: 172.124.163.129 (Opfional)
Metrc: 0 [0-15)

After creating the bridge interface, connect the server's network cable to

IntServer1 port and set the server's IP to be in the same subnet (172.124.163.158 in

this example).
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Test the Result

Check the Interface Statistics, you can see brl Status is up, Tx B/s displays the

fransmission speed and Rx B/s displays the reception speed. IntServer1 and

PublicWAN are configured in the same vian1 but using different IP address.

MONITOR > Interface Status > Interface Statistics

Interface Statistics

gel Down o} [
ge2 1000M/Full S&77 17204
ge3d Down 2 [0
ge4 1000M/Full 13950 134611
ges Down 2434 2372
geé Down 4 [0
Int3erverl Down 1329 1120
PublicWAN 1000M/FuUll 1135 1320
- brl Up 14 618

0O 0 o0 o0 o0 oo oo

0O 0 o0 o0 o0 oo oo

Server can access Internet successfully by using its IP address (172.124.163.158 in

this example) and Internet users can also reach this server by this public address

as well.

Windows 7 > cmd > ping 172.124.163.158

C:sDocuments and SettingssZylEL-CS0>ping 172_124.163.158

Pinging 172.124_.163.158 with 32 hytesz of data:

Reply fromi72.124.163.158: hytes=32 time=37ms
Reply fromi172.124.163.158: hytes=32 time=26ms
Reply fromi172.124.163.158: hytes=32 time=32ms

Reply from172.124.163.158: hytes=32 time=22ms

Ping statistics forl1Y2.124.163.158:

Packets: Sent = 4. Received = 4, Lost = (@ loss),

Approximate round trip times in milli-—seconds:
Minimum = Bms, Maximum = Bms,. Average = HBms
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What Could Go Wrong?

If you cannot configure a particular bridge IP address, please check is this IP

address already created on other Ethernet interface.

How to Allow Public Access to a Server Behind
ZyWALL/USG

This is an example of using ZyWALL/USG to configure a securely access to internal
server behind ZyWALL/USG with network address translation (NAT). The Internet
users can reach this server directly by its public IP address and a NAT mapping
rule will forward the traffic from the Internet to the Infranet. It provides security and

decrease the number of IP addresses an organization needs.

ZyWALL/USG enables Public Access to a Server with NAT
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7

ZyWALL USG

External IP 172.251.31.90
LAN IP 192.168.1.1

2 1

SIP: 140.116.6.12:32 1T1NAT (in) | SIP: 140.116.6.12:32
DIP: 192.168.1.26:80 DIP: 172.251.31.90:80

3 4

SIP: 192.168.1.36:80 | T:1NAT (out) | S|P: 172.251.31.90:80
—

DIP: 140.116.6.12:32 DIP: 140.116.6.12:32

{HTTP_SERVER (Port: 80) ‘X / Access the HTTP server with the
Network 192.168.1.36 URL http://172.251.31.90:80
i Netmask 255.255.255.0 3 4

WAN IP 172.251.31.89 Client IP: 140.116.6.12:32

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

Set Up the NAT on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > NAT > add NAT, select
Enable Rule. Select 1:1 NAT. Sef Incoming Interface to be the wan1 interface.
Type User-Defined Original IP (172.251.31.90 in this example) and type User-
Defined Mapped IP (192.168.1.34 in this example). Set Port Mapping Type to

Service, set Original Service and Mapped Service to HTTP in this example. Click
OK.

CONFIGURATION > Network > NAT > add NAT
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General Seftings

[¥] Enalle Rule

Rule Mame: I FTL_server I

Port Mapping Type

Classification: O Virtual Server @ 1:1 MAT © Many 1:1 MNAT

Mapping Rule
Incoming Interface: gel |
Criginal IP: User Defined v
User-Defined Criginal IP: 172.251.31.50 |IP Address]
Mapped IP: User Defined v
User-Defined Maopped IP: 172.148.1.34 |IP Address]
Port Maopping Type: any

Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy Control >
add corresponding, select Enable. Configure a Name for your to identify the
security policy (http_server_access in this example). Set From: WAN and To: LAN1.
Set Destination to the lan subnet where your serveris (LAN_SUBNET_GE3 in this
example). Set Service to HTTP, set Action o allow. Click OK.

CONFIGURATION > Security Policy > Policy Control > add corresponding

Hlame: | RTTD_sen'er_OCCass I
Description: [Cotional)
From: WAR »
Tol LAMT »
Source: any »
Destination: LAN_SUBMET_GE4 |»
Service: HTTP v
User: any 2
Schedule: none v
Action: allow v
Log matched fraffic:  |no »
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Test the Result

Type hitp://172.251.31.90/ into the browser, it displays the HTTP service page.

C [§172.251.31.90

folder

" L LoGIn

5 folders, 0 files - Total: 0 B

Filename Filesize Filetime Hits
_J FAQ folder | 2015/10/12 T%F 03:45:24 0
_ Level_1 foldar 2015/7/9 £ 10:40:26 o
I Level_2 folder 2015/8/5 T4 01:46:54 0
! Troubleshooting folder 2015/10/12 T4 03:45:24 0
] Walk-through folder 2015/10/12 T+ 03:45:24 0

File list
Folder archive

HitpFileServer 2.2f
Senvertime: 2015/12/7 T4 07:51:02
Uptime: 01:12:08

What Could Go Wrong?

If you cannot access your server via public IP address, please make sure all your
public IP addresses are routing properly. To do one by one assign them to the
ZyWALL's WAN port. Test to make sure you have internet access with the public IP

address.

If you cannot access the ZyWALL from the internet with any IP address on your
public IP, this is a roufing issue on the service end. Please contact the ISP to fix the
6771751
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routing for the pubilic IPs.

If you see [notice] log message as below, the HTTPS traffic is blocked by the
priority 1 Security Policy. The ZyWALL/USG checks the security policy in order and
applies the first security policy the traffic matches. If the HTTPS traffic matches a
policy that comes earlier in the list, it may be unexpectedly blocked. Please
change your policy setting or move the policy to the higher priority.

Monitor > Log

1 notice Security Pelicy Confrol  pricrity:1, from LAN to ANY, TCP, service HTTPS, REJECT [count=3] ACCESS BLOCK
2 notice Security Policy Control  priority:1, from LAN to ANY, TCP, service HTTPS, REJECT [couni=3] ACCESS BLOCK

‘s

‘Q’ Note: The default sefting of Security Policy is without log nofification (except
PolicyDefault), if you want to check which policy may potentially block the traffic, please

select this policy and set the Log matched traffic to be log or log alert.
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How to Set Up a WiFi Network with ZyXEL APs

This is an example of using ZyWALL/USG to manage the Access Points (APs) and

allow wireless access to the network.

LyWALL/USG as AP Conftroller Example

Internet

|
|
|
—=
]
|

Tablet PC — I | /
i / Smartphone
- _// I||| J
Laptop | Tablet PC
o] ZyWALL USG
. WAN IP 172.251.31.89 ! ——
= ‘ } LAN IP 192.168.1.1 |
Desktop'; — Laptop._ y

NWA Series
LAN IP 192.168.2.33

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the AP Management on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Wireless > Controller > Configuration,
set Registration Type to Manual. This is recommended as the registration
mechanism cannot automatically differentiate between friendly and rogue APs.
CONFIGURATION > Wireless > Controller > Configuration

Controller Setting
Country Code: Taiwan w

Fegistration Type @ fanual Always Accepd

Connect the ZyXEL AP unif to the lan interface.

Go to MONITOR > Wireless > AP Information > AP List and the ZyXEL AP is listed. A
green question mark displays in the Status column since the AP is not yet
managed by the ZyWALL/USG. Select the listed AP and click Add to Mgnt AP List
on the upper bar.

Monitor > Wireless > AP Information > AP List

AP List

1 ] AP-58:8BF... 192.168.2.33 NWA... 0 Un-M... 58:8B:F3:9... 0/- N/A

Page |1 of 1 Show 50 || items Displaying 1 -1 of

‘Q’No‘re: The APs may take few minutes to appear in the AP List.

Go to CONFIGURATION > Object > AP Profile > SSID > SSID List to configure a
name to identify the SSID.
CONFIGURATION > Object > AP Profile > SSID > SSID List
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Profile Mame: default
S50 | LyAEL_AF| I
security Profile: default ¥
MAC Filtering Profile: disable w
o WM »
Rate Limiting {Per Station Traffic Rate) @
Downlink: |0 mibos | [0~140, Ois unlimited)
Uplink: a0 mbps ¥ |0~140, 0is unlimited)
Baond Selech: disable b
Forwarding Mode: Local bridge >
VLAN ID: 1 (1~4094)
[[] Hidden 351D

[ Enable Intro-BSS Traffic blocking
[ schadule 551D @

Go to CONFIGURATION > Object > AP Profile > SSID > Security List fo select the
Security Mode to be the wpa2. Then, set a Pre-Shared Key (8-63 characters) and
select the Cipher Type to be the auto to have ZyWALL/USG automatically
chooses the best available cipher based on the cipher currently in use by the
wireless network. Click OK.

CONFIGURATION > Object > AP Profile > SSID > Security List

General Seffing:

Profile Name: default

Security Mode: | wpaZ2 vI
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Authentication Seftings
GOZ.1X
@ PSK
Pra-Shared Key: 12345678
Cipher Type: auto >
Idle timsout: 300 [30-30000 seconds)
Group key Update Timer: 1600 [30-30000 seconds)

Test the Result

Go to the ZyWALL/USG Monitor > Wireless > AP Information > AP List, you can
check the list of APs which are currently connected to it and the details
information such as Registration type, Model and Recent On-line Time /Last Off-
line Time.

MONITOR > Wireless > AP Information > AP List

AP List

1 @ AP-58:8B:F3:91:6B:C7  192.148.2.33 NWAS123-AC  Un-Mgnt AP 58:8B:F3:91:6B:C7 MN/A

Page (1 of 1 Show |50 |¥ | items Displaying | - 1 of

Go to the ZyWALL/USG Monitor > Wireless > Station Info > Station List, you can
check the list of wireless stations associated with a managed AP and the details
information such as SSID Name, Signal Strength and the transmit (Tx)/receive (Rx) data
rate.

MONITOR > Wireless > Station Info > Station List

Station List

| O44BED:BS:6.. AP-588BF.. IyXEL NONE _55aEm ull 4 24G 1921482, 15M 320 102177 49447

Page |1 of 1 Show 50 || items Displaying 1 -1 of 1

Using a mobile device to connect to SSID: ZyXEL_AP1 and type the password
(zyxel123) for authentication. Go to the ZyWALL/USG Monitor > Log, you will see

[info] log message as shown below. The ZyWALL/USG will assign an IP address to
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the mobile device and the mobile device can access the Internet.
MONITOR > Log

349 info DHCP DHCP server assigned 192.168.1.33 to TWNBIT02643-02(30:65:EC:49:85:EA... DHCP ACK
350 info DHCP Requested 192.168.1.33 from TWNBIT02643-02(30:65:EC:49:85:EA) [count... DHCP Request

What Could Go Wrong?

If you can’t see AP information in the AP List, please check the number of APs
connected to the ZyWALL/USG has exceeded the maximum Managed AP
number it can support. You can check the maximum support number of each
ZyWALL/USG in the Datasheet from ZyXEL Download Library -

http://www.zyxel.com/support/download_landing.shtml

If your mobile device can’t find the AP SSID you configured, please go to
CONFIGURATION > Object > AP Profile > SSID > SSID List and check if the Hidden
SSID option is enabled.

If your mobile device can't access to the Internet via AP connects to the
LyWALL/USG, please check if the LAN outgoing security policy allow access to the

Internet.

If your mobile device is not connected to the AP automatically even you've
joined the Wifi network before and you see [Wlan Station Info] log message as
shown below, please check if this AP is removed from your mobile device's saved
Wifi network list.

MONITOR > Log

17 info Wian Station Infe STA Disassociation(&:DISASSOC_STA_HAS_LEFT) by 5TA Legout. MA.L..
100  info Wian Staticn Info STA Disassociation[3:DEAUTH_LEAVING) by STA Logout, MAC:D4:%...
10 info Wian Station Infe STA Disassociation3:DEAUTH_LEAVING) by STA Logout, MAC:D4:%...
105  info Wilan Station Info STA Disassociation(3:DEAUTH_LEAVING] by STA Logout. MAC:D4:9...
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How to Set Up Guest WiFi Network Accounts

This is an example of using ZyWALL/USG to configure guest WiFi accounts to allow
limited wireless access to the Internet using only HTTP, HTTPS, and DNS protocols.
For the wireless network setup, please see the tutorial about How to Set Up WiFi
with ZyXEL AP.

ZyWALL/USG with Guest WiFi Accounts Example
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J
|

Tablet PC

Desktop :

Staff Network

#
—
' 4

Internet i

ZyWALL USG
WAN IP 172.251.31.89
LAN IP 192.168.2.1

NWA Series
LAN [P 192.168.2.33

" Smartphone

| Tablet PC

Laptop

Guest Network

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was fested using USG310 (Firmware Version: ZLD 4.25).

Set Up the WiFi Guest Account, Address Range and Service

Rule on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Object > User/Group > User > Add A

User to configure the User Name the guest Wi-Fi user and set User Type to guest.

Set a secured Password (4-31 characters) and enter it again for confirmation.
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Set the Authentication Timeout Settings to be Use Manual Settings to enter the
number of minutes this user has to renew the current session before the user is
logged out.

CONFIGURATION > Object > User/Group > User > Add A User

User Configuration

User Mame : WIF_guest

User Type: user 2

Password: LEEL

Retype: e

Description: Local User

Authenfication Timeout Seffings @ use Default seftings I @ Use Manual Settings I
Lease Time: 240 [0-1440 minutes, O is unlimited)
Reauthentication Time: 240 (0-1440 minutes, 0 s unlimited)

In the ZyWALL/USG, go to CONFIGURATION > Object > Address > Add Address
Rule to create the guest Wi-Fi user access subnet. In this example, AP is
connected to ZyWALL/USG LAN interface 192.168.2.0/24. Configure the Name for
you to identify the Wi-Fi guest subnet. Set the Network to be 192.168.2.0 and set
the Netmask to be 255.255.255.0. Click OK.

CONFIGURATION > Object > Address > Add Address Rule

€3 Add Address Rule Z1Ix]
rame: WIF_guest
Address Type: SUBMET v
Matwaork: 192.168.2.0
Metmask: 255.255.255.4

In the ZyWALL/USG, go to CONFIGURATION > Object > Service > Service Group >
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Add Service Group Rule to create the allowed protocols for guest Wi-Fi user.
Configure the Name for you to identify the Service Group. Set HTTP, HTTPS and
DNS to be in the same member group and click OK.

CONFIGURATION > Object > Service > Service Group > Add Service Group Rule

Configuration

MName: '»"u‘l'fi_gues’r_cccessl

Descripfion:

Configuration

=== Object === === Object ===
AH HTTP

Al HTTPS

AUTH === Group ===
Any_TCF [E DNS

Arry_UDP

BGP

BOMNJICOUR

BOOTP CLIEMNT -

Set Up the Web Authentication on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Web Authentication > Web
Authentication Policy Summary > Auth. Policy Add to configure policy to redirect
HTTP traffic to the user login screen. Configure the Description (Optional) for you o
identify the auth. Policy. Then, scroll down the Source Address list to choose the
newly created wifi-guest. Set the Authentication to be required. Select Force User
Avuthentication.

CONFIGURATION > Web Authentication > Web Authentication Policy Summary >
Auth. Policy Add
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General Seffings

[#] Encible Policy

Description: | WiFi_guest | [Optional)

User Authentication Policy

Incoming Interface: any v
Source Addrass: [WF_goEsT ¥] SUBNET, 192.165.2.0/24
Desfination Address: any ¥
Schedule: none v
Authentication: required >

[ Single Sign-on

[#] Force User Authentication @

Authentfication Typa: | default-web-porta|»|

In the ZyWALL/USG, go fo CONFIGURATION > Web Authentication > General
Settings and select Enable Web Authentication.
CONFIGURATION > Web Authentication > General Settings

Global setting

¥] Enable Web Authenfication I

Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy > Add
corresponding. Configure a Name for you to identify the Security Policy profile.
Set From: LAN and To: any (Excluding ZyWALL). Set Service to be the Service
Group Rule (wifi_guest_access in this example). Set User to be the Wi-Fi guest user
(wifi_guest_access in this example). Select Log type to log alert in order to view
the result later.

CONFIGURATION > Security Policy > Policy > Add corresponding
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Encble

MName: WIF_guest
Description: (Cptional)
From: any v
To: any (Excluding ZyV | ¥
Source: ary v
Cestination: any v
Service: Wifi_guest_access
Usern Wifi_guest b
Schedule: none b
Action: allow b
Log matched traffic: log alert o

Test the Result

Using a mobile device to connect to the AP which is connected to the
LyWALL/USG. When you fry to access the Internet, it will redirect to the user login

screen.
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ZYXEL

VPN300
Enter User Name/Passweord and click o login.
(2]
G
‘ Legin ‘ ‘ SSLVPN ‘

) Note:

1. Turn on Javascript and Cockie setting in your web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome:

Type the Wi-Fi guest User Name and Password, click Login.

ZYXEL

VPN300

Enter User Name/Password and click to login.
¥ WiF_gueast

@ ..

Login §5L VPN

) Note:

1. Turn on Javascript and Cookie sefting in your web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment [JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.
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The access session page will appear.

ZYXEL

WiFi_gueszt, You now have logged in.

Click the logout button to terminate the acc

You co enew your lease time by clicking the Re
For secunty reason you must login in again after 3 hours 59 minutes.

350N,

User-defined lease fime (max 240 minutes): 240 )

[] Updating lecse time automatically

Remaining fime before leass timeout [hhmm:ss): 03:59:50

Remaining fime before auth. fimeout [hhimm:ss): 03:59:50

Go to the ZyWALL/USG Monitor > System Status > Login Users, you will see current
login user list shown as below.

Monitor > System Status > Login Users

User ID Reauth/Lease Time Type IP Address MAC User Info
wifi_guest 03:19:30/03:19:30 hitp/hitps 192 168 2 .34 90:3C:921C.C58B  guestiwifi_guest)

1 WiFi_guest 03:57:02 / 03:57:02 http/hitps 192.168.2.32 00:1E:33:28:4F:AF guest{WiFi_guest)

Attempt to access FTP server (prohibited service in this example) and it getfs an

error message.
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ftp://ftp.zyxel.com ¢

Safari cannot open the page.

The error was: “unknown error”.

< M M m

Go to the ZyWALL/USG Monitor > Log, you will see [notice] log message shown as

below. The access to FTP service port 21 is blocked in this example.

Monitor > Log

l nofice Security Policy Condtrol Maich default rule, DROP [count=2] 192.168.2.33:56797 M 34,224.1588.26:21 ACCESS BLOCK

What Could Go Wrong?

If you see [notice] log shown as below, the Wi-Fi guest traffic is blocked by the
priority 1 Security Policy. The ZyWALL/USG checks the security policy in order and
applies the first security policy to the matched fraffic. If the Wi-Fi guest fraffic
matches a policy that comes earlier in the list, it may be unexpectedly blocked.
Please change your policy sefting or move the Wi-Fi guest policy to the higher

priority.

Monitor > Log

nofice Security Policy Control priofty:1, from LAN fo ANY, UDP, service Wifi_guest, REJECT  192.1668.2,33:52555  172.25.5.210:53 ACCESS BLOCK
nofice Security Policy Conirol priority:1, from LAN to ANY, TCP, service Wifi_guesf, REJEC... 192.1568.2.33:59491 = 119.161.14.17:443 ACCESS BLOCK
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L/

‘Q Note: The default sefting of Security Policy is without log nofification (except
PolicyDefault), if you want to check which policy may potentially block the traffic, please

select this policy and set the Log matched traffic to be log or log alert.
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How to create a Wi-Fi VLAN interfaces to separate staff
network and Guest network

This example shows how to create Wi-Fi VLAN interfaces to separate staff network and
Guest network. Suppose there should be no limitation for the staff network, but restrict

the guests not access the USG.

Separate the Staff and Guest network

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG210 (Firmware Version: ZLD 4.25)
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Set up Wi-Fi VLAN interfaces

Create VLAN interfaces

Go to CONFIGURATION > Object > Zone. Create a zone for the guest.

CONFIGURATION > Object > Zone

£» Add Zone

Group Members

Hame: Guest lone

Go to CONFIGURATION > Network > Interface > VLAN. Create VLANI16 for Staff_WiFi
and VLAN17 for Guest_WiF
CONFIGURATION > Network > Interface > VLAN > VLAN14
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General Seftings

¥ Enable Interface

Interface Properties

Interface Type: intermal ¥ O
Inferface Name: vianlé
Ione: LAMN1 v D
Base Port: gel >
VLAN ID: 16 (1-40%4)
[*] Advance
Description: Staff_wifi {Optional)

IP Address Assignment
IP Address: 172.16.0.1
subnet Mask: 255.255.255.0
[ Enable IGMP Support
O IGMP Upstream

@ |GMP Downstream

DHCP Selting
DHCP: DHCP Server »
IP Pool Start Address: 172.16.0.10 Pocl Size: | 100
First DINS Server (Opfional): Customn Defined  |» 8.8.8.8
Second DNS Server (Optional): MNone 2
Third DMS Server {Optional): Mone 2

CONFIGURATION > Network > Interface > VLAN > VLAN17
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General Seftings

¥ Enahble Interface

Interface Properties

subnet Mask:
[ Enable IGMP Support
O IGMP Upstream

@ |GMP Downstream

Intarface Type: intemnal A i ]

Intarface Names: vian17

Ione: Guast_Zone LA i ]

Bose Port: asé v

WLAM ID: 17 {1-4054)
[*] Advance

Description: (Optional)
IP Address Assignment

IP Address: 172.17.0.1

255.255.255.0

DHCP setting
DHCP:
IP Pool Start Address:
First DS Server [Cptional):

Second DMS Server (Optional):

Third DMS Server (Optficnal):

DHCP Server >

172.17.0.10 Poal Size:
Custom Defined  |» 8.8.2.8
None »

MNone >

100

There will be two VLAN interfaces.

CONFIGURATION > Network > Interface > VLAN

@ Add

1T 9 vian1é ges/1s

2 9 vicn17 ges/17
Page |1 of 1 Show |50 || ifems

stafic —172.16.0.1
stafic —172.17.0.1

255.255.255.0
255.256.255.0

Displaying 1-2of 2

Set Up the User

Go to Configuration > Object > User/Group > User, and create users for the staff and

the guest

Configuration > Object > User/Group > User > staff
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&) Add A User (KlE
Uszer Configuration
User Marme : | staff |
User Type: user v
Password: [euee |
Rehﬁ:e: (R X1 I| |
Description: |Local User |
Authenfication Timeout Seffings @ Use Defoult seftings @ Use Manual Settings
Lease Time: 1440 minutes
Reauthentication Time: 1440 minutes
Configuration > Object > User/Group > User > guest
&) Add A User [ZI[x]
User Configuration
User Mame : [guest |
User Type: user v
Password: [s0es |
RewDe: (E X l| |
Description: [Local User |
Authenfication Timeout Seffings @ yse Default settings © Use Manual setfings
Leass Time: 1440 minutes
Reauthenfication Time: 1440 minutes
There will be two users.
User Group Setting MAC Address
Configuration
@ Add @ =dit @ Remove
# User Name User Type Description Reference
1 admin admin Administration account 0
2 Idcp-users ext-user External LDAP Users 0
3 radivs-users ext-user External RADIUS Users 0
Aol o asar Exderool anllcare 0
5  WiFi_guest guest Local User 1
id (= Lacallsar [}
7 guest wser Local User 0
Page of 1 Show x| items Displaying 1-7 of 7
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Go to CONFIGURATION > Object > AP Profile > SSID > Security List, and create two

security profiles.

CONFIGURATION > Object > AP Profile > SSID > Security List > Guest WPA2

General Seltings
Profile Mame: Guest_WPAZ

Security Mode: wpaz

Fast Roaming Settings
[F8s0za1r

Radius Settings
Radius Server Type: ntemc

[ Proxy by controller directly

MAC Authentication sefting
1 MAC Avthentication

Authentication Settings

2 802.1%
@ P

Pre-ihared Key: 12345678
Cipher Type: outo
Idle timeout: 300
Group Key Updote Timer: 30000

[30-30000 seconds)
[30-30000 seconds)

CONFIGURATION > Object > AP Profile > SSID > Security List > Staff WPA2
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General Setfings

Profile Marme: Stoff_WPAZ2
Security Mode: wpaz >
Fast Roaming Setings
[ 802.11r
Radius Seftings
Radius ferver Type! ntema ¥
[1 Proxy by confroller directly
MAC Authentication Setting
[ MAC Authentication
Authentication Settings
£ 802.1X
@ :}SK
Fra-Shared Key: 12345678
Cipher Typa: auto =2
Idle timeout: 300 [30-30000 seconds)
Group Key Update Timer: 30000 [30-30000 seconds)

Go to CONFIGURATION > Object > AP Profile > SSID > SSID List, and create two SSID

profiles.

CONFIGURATION > Object > AP Profile > SSID > SSID List > Staff_Wifi
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3 Add 351D Profile 7]

9 Crecte new Cbjectw

Profile Mame: Stoff_wifi
2510 Staff_wifi
Sacunty Profile: Stoff_wWpPaz2 v
MAC Filtering Prcfile: disable v
Qo5 WhM »
Rate Limiting {Per Station Traffic Rate] @
Cownlink: |0 mbps » o [0~140, O3 unlimited)
Uplink: a mbps ¥ |0~140, Ois unlimited)
Band select: disable v
Forwarding Mode: Local bridge v
WLARM |D: 14 [1~40%4)
[ Hidden 3510

[ Enaole Intro-B33 Traffic blocking
Cschedule 3510 @

CONFIGURATION > Object > AP Profile > SSID > SSID List > Guest_Wifi
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€ Add ssID Profile

% Create new Chjects

71 Encole Intro-BES Traffic blocking
[ 5chadule 3510 @

Profile Mame: Guest_wifi
5510 Guest_wifi
security Profile: Guest WPA2 v
MAL Filtering Profile: disable v
o WWhAN bt
Rate Limiting {Per 3tation Traffic Rate] @
Downlink: |0 mbpos v [0~140, 013 unlimited)
Uplink: 0 mbps ¥ [0~180, 03 unlimited)
Band Selech disable bt
Forwarding Mode: Local bridge >
WLARM D 17 [1~4094)
[ Hidden 351D

Go to CONFIGURATION > Wireless > AP Management > AP Group, and add an AP

Group as WiFi.
CONFIGURATION > Wireless > AP Management > AP Group
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&2 Add AP Group Profile

General Seffings
Group Name: WiFi

Diescription:

Radio 1 Setting
OPMede @ apmode O MOM Mode

Radic 1 AP Profile: default
Qutput Power: 30

& Edit

"staff wifi

r Guest_wifi

dizable
disable
dizable
disable
dizable
dizable

Lo R A+ S ¥ T SN I

[Optional)

7 Repeater AP

dgm (0~30] @

Go to CONFIGURATION > Wireless > AP Management > Mgnt. AP List, and Edit the AP

List. Change the Group setting as WiFi

CONFIGURATION > Wireless > AP Management > Mgnt. AP List,

+ Edit AP List
(u=] Create new Object =

Configuration
MAC: 40:44A:03:69:45:04
Model: NWAS160N
Description: AP-404A0359A504
Group Setting: WiFi

Radiol Setting

[F] Cwerride Group Radio Setting

Set Up the Security policy rule
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Go to CONFIGURATION > Security Policy > Policy Control > Policy. Add one rule to

restrict Guest access USG, and another one to allow to access internet.

CONFIGURATION > Security Policy > Policy Control > Policy > Guest_ZyWALL

&) Add corresponding [FIxl
m Create new Chjectw
[¥] Encible
Mame: Guest_Tywall
Description: [Optional)
From: Guest_Ione w
To: IyWalLL o
Source: any >
Desfination: any w
Service: any ¥
User: any »
Schedule: none v
Action: deny v
Log denied fraffic: no b
ok | cancel

CONFIGURATION > Security Policy > Policy Control > Policy > Guest_Internet
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&3 Add comesponding FI=]
® Create new Objectw

[#] Enciole

Mame: Guest_Intemet

Descrigtion: [Ootional)

Fram: Guest_Ione v

To: any (Excluding ZyV |~

Source: ary 2

Destination: any >

Senice: any >

User: any x>

Schadule: none v

Action: deny >

Log denied fraffic: no v

ok | cancel |

Test result
Connect to the SSID Staff_WiFi, and ping the USG interface.
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eeeco REFE T 6:18 PM

Wi-Fi Staff_WiFi

Forget This Network

IP ADDRESS

@ o f 80% mm)

DHCP BootP

Static ]

IP Address

Subnet Mask

Router

DNS

Search Domains

Client ID

Renew Lease

172.16.0.10

2565.255.255.0

172.16.0.1

8.8.8.8

www.zyxel.com

eecco REFE T 6:19 PM @ 9} 79% W

Back Ping
IP Address to ping:
172.16.0.1

Delay: 2000 ms

Help

®

‘S_t_a_r_t‘ {Qgg_a_r‘

PING 172.16.0.1 (172.16.0.1)

44 bytes from 172.16.0.1 : icmp_seq=0 ttl=64
time=31 ms

44 bytes from 172.16.0.1 : icmp_seq=1 ttI=64
time=31 ms

44 bytes from 172.16.0.1 : icmp_seq=2 ttI=64
time=27 ms

44 bytes from 172.16.0.1 : icmp_seq=3 ttI=64
time=23 ms

44 bytes from 172.16.0.1 : icmp_seq=4 ttl=64
time=30 ms

---172.16.0.1 ping statistics ---

5 packets transmitted, 5 packets received, lost 0.0
%

Connect to the SSID Guest_WiFi, and ping the USG interface

706/751



ZYXEL S——

eecco FEFE T 6:19 PM @ @ % 79% mm) eecc0 hEJ/E 7 6:19 PM @ © } 79% W)

Wi-Fi Guest_WiFi Back Ping Help

IP Address to ping:

172.17.01 @

Forget This Network

IP ADDRESS
IP Address 172.17.0.10 ‘ Start ’ Clear ‘
SUbnet Mask 255.255.255.0 72 bytes from 114.34.247.205 : Destination Net
Unreachable
PING 172.17.0.1 (172.17.0.1)
Router 172.17.0.1 Request timeout for icmp_seq 0

Request timeout for icmp_seq 1
Request timeout for icmp_seq 2
Request timeout for icmp_seq 3
DNS 8888 --172.17.0.1 ping statistics ---
5 packets transmitted, 0 packets received, lost

. 100.0 %
Search Domains o

Client ID

Renew Lease

What could go wrong

Choose the wrong zone for the Guest VLAN interface.

# Edit VLAN Bl
M show Advanced Setfings

General Settings

¥ Enable Interface

Interface Properties

Intarfoce Type: infemal v @
Interface Name: vian17
Ione: Cuest_Ione v O
Base Port: geb 2
VLAM ID: 17 [1-4074)
[*] Advance
| Bescrption: S5 ] {Cptional)

Not change the AP to the correct group
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[ Edit AP List

s Creafe new Object¥

Description:

Configuration
MAC: 58:8B:F3:91:6B:C7
Model: MWAST23-AC

|AF"—588EIF3915EIC?

Group setting:

|WiF

|v

(B Show Filter

General Setfings

Enable Policy Confrol

IPv4 Ceonfiguration

Allow Asymmetrical Route

Qadd HEdit W Re e @ Ac e @ Inac e o e B Clone

_ D Schedule Action Leg UTM Profile
1 9 Guesi_Infernet Suesi ... any (Exc... any any any any none allow no
2 ? Guest_IyWALL aGuest ... IyWALL any any any any none deny no
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How to Set Up WiFi Networks with Microsoft Active Directory

Avuthentication

This is an example of using ZyWALL/USG

to configure guest WiFi accounts with

Microsoft Active Directory (AD) to authenticate your WiFi guests. For the wireless

network setup, please go to How to Set

Up WiFi with ZyXEL AP.

LyWALL/USG with AD Guest WiFi Accounts Example

ff i %\?%
ﬂ/‘ Internet fgﬁ\'
f
% ,
— N
] = | ==
‘ll J “;
| Tablet PC ==
| /| Smartphone
—7 =
Laptop | Tablet PC
ZyWALL USG f——
e BF— g L
Pr N ( }_ S |
AD Server Laptop 4
IP 192.168.1.33 N——
LAN IP 192.168.2.33

‘Q'No’re: All network IP addresses and subnet masks are used as examples in this arficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the Wi-Fi Guest Account and Authentication Method on
the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Object > User/Group > User > ad-
users, set the Authentication Timeout Settings fo Use Manual Settings and enter
the number of minutes this user has to renew the current session before the user is
logged out.

CONFIGURATION > Object > User/Group > User > ad-users

&2 Edit User ad-users

User Configuration

User Mame : od-users

Description: External AD Users

Authenfication Timeout Saftings Use Defaulf Settings @ Use Manudl Setfings
Lease Time: 1440 minutes
Reauthentfication Time: 1440 minutes

In the ZyWALL/USG, go to CONFIGURATION > Object > Authentication Method >
default > Edit Authentication Method default, click Add to insert group ad in the
table. Click OK.

CONFIGURATION > Object > User/Group > User > ad-users

& Edit Avthenfication Method default el | B

General Setfings
Hame: default

& Add

I 1 group ad
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In the ZyWALL/USG, go to CONFIGURATION > Web Authentication > General
Seftings and select Enable Web Authentication.
CONFIGURATION > Web Authentication > General Settings

Globual Setting

| ¥] Enclole Wel ,&.u’rhenﬂccl’ri:-n|

Set Up the Active Directory Server Account on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Object > AAA Server > Active
Directory > Add Active Directory to configure the AD sever. Enter the Server
Address (192.168.1.33 in this example) and Based DN (dc=cso,dc=net in this
example). Specify the Bind DN for logging into the AD server
(cn=Administrator,cn=users,dc=cso,dc=neft in this example). If required, enter the
Password for the ZyWALL/USG to bind (or log in) to the AD server.
CONFIGURATION > Object > AAA Server > Active Directory > Add Active Directory

General Settings
Mame: ad

Description: [Optional)

Server Settings

Server Address: 192.168.1.33 |l (P orFGDN)

Backup Server Address: (IP or FQDN) (Optional)
Fort: 389 (1-65535)

Bose DN: |[dc=cso.de=net |

[l Use S5L

Search fime limit: 5 {1-300 seconds)

O] Case-sensitive User Names @

Server Authentication

Bind DiN: cn=administrator.cni
Password: sese
Retype to Confirm: rere

Scroll down to the Configuration Validation section, use a user account from the

server specified above to test if the configuration is correct. Enter the account’s
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user name (wifi_guest in this example) in the Username field and click Test. A pop-
up screen will appear allowing you to view the test result. Click OK to save the
configuration.

CONFIGURATION > Object > AAA Server > Active Directory > Add Active Directory

Configuration Validation

Flease enter an existing user account in this server to validate the above seffings.

Jsermames: | WIFI_guest | -

Test Status:
OK

Returned User Attributes:

dn: CN=wifi_guest,CN=sers,DC=cso,DC=net

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: wifi_guest

givenName: wifi_guest

distinguishedName: CN=wifi_guest,CN=Users,DC=cso,DC=nst

Set Up the Security Policy on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Security Policy > Policy > Add
corresponding. Configure a Name for you fo identify the Security Policy profile.
Set From: LAN and To: any (Excluding ZyWALL). Set Service to be the service rule
for Wi-Fi guest (wifi_guest_access in this example). Set User to be the Wi-Fi guest
user (ad-users in this example). Select Log type to be log alert in order to view
the result later.

CONFIGURATION > Security Policy > Policy > Add corresponding
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Encble |

MName: [WiFi_Guest |
Description: (Cptional)
From: [LAN |
To: [ any [Excluding ZyV v|
Source:; any b
Destination: any bt
Service: [Wifi_guest_access |v|
User: |c::d-user3 V|
Schedule: none ¥
Action: allow w
Log matched traffic: [log alert |

Test the Result

Using a mobile device to connect to the AP which is connected to the
ZyWALL/USG. When you try to access the Internet, it will redirect to the user login

screen.
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ZYXEL

2
@

Enter User Name/Passweord and click o login.

‘ Login H S5LVPN ‘

) Note:

1. Turn on Javascript and Cockie setting in your web browser.
2. Turn off Popup Window Blocking in your web browser.
3. Turn on Java Runtime Environment (JRE) in your web browser.
4. Allow Gears if you are using Google Chrome:

Type the Wi-Fi guest User Name and Password, click Login.

ZYXEL

a9 ...

‘9 WiFi_guest

VPN300

Enter User Name/Password and click to login.

Login

S5L VPN

[ Note:

1. Turn on Javascript and Cookie setting in your web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Environment [JRE) in your web browser.
4. Allow Gears if you are using Google Chrome.

The access session page will appear.
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WiFi_gueszt, You now have logged in.
Click the logout button to terminate the access session.
‘fou could renew your lease time by clicking the Renev
For secunty reason you must login in again after 3 hours 59 minutes.

User-defined lease fime (max 240 minutes): 240 )

[] Updating lease time automatically

Remaining fime before leass timeout [hhimm:ss): 03:59:50

Remaining fime before auth. fimeout [hhimm:ss): 03:59:50

Go to the ZyWALL/USG Monitor > System Status > Login Users, you will see current
login user list as below.

Monitor > System Status > Login Users

User 1D Reauth/Lease Time Type |IF Address MAC User Info
WIFI_GUEST 03:59:42/03:58:42 hitp/hitps 192 1682 34 90:3CA21C.ChEB ext-user{ad-users)

What Could Go Wrong?

If you see [notice] log shown as below, the Wi-Fi guest traffic is blocked by the
priority 1 Security Policy. The ZyWALL/USG checks the security policy in order and
applies the first security policy the traffic matches. If the Wi-Fi guest traffic
matches a policy that comes earlier in the list, it may be unexpectedly blocked.
Please change your policy sefting or move the Wi-Fi guest policy to the higher

priority.

Monitor > Log
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notice Security Policy Contfrol  priority:1, from LAN fo ANY, TCP, service HTTPS, REJECT [count=3] ACCESS BLOCK
notice Security Policy Confrol  priority: 1, from LAN to ANY, TCF, service HTIPS, REJECT [count=3] ACCESS BLOCK

If you see [alert] log message shown as below, the Wi-Fi guest traffic failed. Please

make sure you enable Web Authentication and check your AD server is working

properly.

Monitor > Log

alert User Failed login attempt to Device from hittp/https (incomrect passw...  Account wifi_guest

select this policy and set the Log matched traffic to be log or log alert.

Y Note: The default sefting of Security Policy is without log nofification (except
PolicyDefault), if you want to check which policy may potentially block the fraffic, please

s

How to Set Up IPvé Interfaces for Pure IPvé Routing

This example shows how to configure your ZyWALL/USG WAN and LAN interfaces
which connects two IPvé networks. ZyWALL/USG periodically advertises a network
prefix of 2002:1111:1111:1111::/64 to the LAN through router advertisements.
ZyWALL/USG with Pure IPvé Network Example

Local Network Local Network

2002:1111:1111:1111::/64 2001:1111:1111:1111::/64

I e P
s | —-—E SN I TTTT
m.v}

ZyWALL USG
WAN Interface IP 2002:b020:0:71::307
LAN Interface IP 2002:1111:1111:1111::1

IPv6
Internet
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‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was tested using USG310 (Firmware Version: ZLD 4.25).

Enable the IPvé on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > System > IPvé > Global Setting,
select the Enable IPvé and click Apply at the bottom of the screen.
CONFIGURATION > System > IPvé > Global Setting

Global 3etting

| J Endlola IPvé
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Set Up the WAN IPvé Interface on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Ethernet >
wanl. Select Enable Interface and Enable IPvé. Select Enable Stateless Address
Auto-configuration (SLAAC). Click OK.

CONFIGURATION > Network > Interface > Ethernet > wan1

General Settings

I ¥ Enable Infeffc:cel

General IPvé Sefting

nable [Fve

Interface Properties

Inferface Type: external ~1 O
Interface Mame: gel

Port: P1

Ione: I'n-'\.'A\J “'I O

MAC Address: B&:.ECiIAZAR.CO0B

Description: [Optional)

IPvé Address Assignment

| [¥ Enable Stoteless Address Auto-configuration [SLAAC) |

Link-Local Addrass: nia

IPvé Address/Prefic Length: |Opfional)

‘Q'No’re: Your ISP or uplink router should enable router advertisement.

Set Up the LAN IPvé Interface on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Ethernet >
lan1. Select Enable Interface and Enable IPvé. Select Enable Stateless Address
Avuto-configuration (SLAAC). Select Enable Router Advertisement and click Add to
configure a network prefix for the LANT (2002:1111:1111:1111::/64 in this example).
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Click OK.
CONFIGURATION > Network > Interface > Ethernet > lan1 > General Settings

General Settings

¥ Enable Inferface

General IPvé Sefting

¥ Enable IPva] @

Interface Properties

Interface Type: internal v O
Interface Mame: Lanl

Port: P5, P&

Ione: LA ~ O

MAC Address: BE:EC:AZATCOOF

Description: [Optional)

CONFIGURATION > Network > Interface > Ethernet > lan1 > IPvé Router
Advertisement Setting

IPvé Router Advertisement Sefting

[= Encble Router Aaverhsemen?l

T AGvance
Router Preference: Medium )
[*] Advance
Achvertised Prefix Table
1 2001111001164 |
Page |1 of 1 Show |50 |» | items Displaying 1-

Test the Result

Connect a computer to the ZyWALL/USG's LANT.
719/751



ZYXEL

Enable IPvé support on your computer. In Windows XP, you need to use the IPvé
install command in a Command Prompt. In Windows 7, IPvé is supported by
default. You can enable IPvé in the Control Panel > Network and Sharing Center >

Local Area Connection screen

Your computer should get an IPvé IP address (starting with 2002:T111:1111:1111:
for this example) from the ZyWALL/USG.

Window 7 > cmd > ipconfig

C:s\Windowsssystemn32 >ipconf ig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : localdomain
IPvb Address 2002114141414 sdeYze2f £ 7d32:19c?

Temporary IPvb Address : 2002:1111:1411+=1111:444d:9168:h972:2728
Link-local IPve Address : feBB@:idc9re2ff:?d32:19c?412
Default Gateway : feB@::h2b2:deff:fePA:cldBx12

Open a web browser and type http://test-ipvé.com/. You can see the IPvé

connectivity result shown as below:

test-ipv.com

| Test1ove | [ Fag | [ mirrors | stats

Test your IPv6 connectivity.
J Summary | | Tests Run ‘ ‘ Share Results / Contact | | Other IPv6 Sites | For the Help Desk

—  Your Internet Service Provider (ISP) appears to be HINET Data Communication Business Group, TW

Your IPv6 address on the public Internet appears to be 2002:-b020:0:71:-307

&=  Since you have IPv8, we are including a tab that shows how well you can reach other IPvS sites. [more info]

,  Good news! Your current configuration will continue to work as web sites enable IPv6.

. Your DNS server (possibly run by your ISP) appears to have IPv6 Internet access.

Your readiness score

1 0/ 1 0 for your IPv6 stability and readiness, when publishers are forced to go IPvEG only

(<]

Click to see test data
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What Could Go Wrong?

If your IPvé connection is not working, please make sure you enable Auto-
Configuration on the WANT1 IPvé interface. If not, you will not have any default

route to forward the LAN's IPvé packets.

In Windows, some IPvé related tunnels may be enabled by default such as Teredo
and 6to4 tunnels. It may cause your computer to handle IPvé packets in an

unexpected way. It is recommended to disable those tunnels on your computer.

How to Set Up an IPvé éto4 Tunnel

This example shows how to configure your ZyWALL/USG to create IPvé 6to4 Tunnel.
In this example, the ZyWALL/USG acts as a é6to4 router which connects the IPv4.
After configuration, the ZyWALL/USG can assign an IPvé to clients behind it and
pass IPvé traffic through IPv4 environment to access remote IPvé network.
ZyWALL/USG with IPvé 6to4 Tunnel Example
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Local Network Local Network
2002:1111:1111:1111::/64 192.168.1.0/24
T . i IPv4 IPva ~
L . H H
[ B } | —o—E NI TTTT  / |
............................................. ; ZyWALL USG
WAN Interface IP 122.100.220.238
LAN Interface 1P 2002:7a64:dcee:1::111

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this artficle.
Please replace them with your actual network IP addresses and subnet masks. This example

was fested using USG310 (Firmware Version: ZLD 4.25).

Set Up the LAN IPvé Interface on the ZyWALL/USG

The second and third sefs of 16-bit IP address from the left must be converted
from wanT IP (122.100.220.238 in this example). It becomes 7aé4:.dcee in

hexadecimal. (You can go to https://isc.sans.edu/tools/ipvé.hitml#form to convert

an IPv4 address into it's default 6-to-4 equivalent). You are free to use the fourth
set of 16-bit IP address from the left in order to allocate different network
addresses (prefixes) to IPvé interfaces. In this example, the LAN1 network address
is assigned to use 2002:7aé4:dcee:1::/64 and the LANT1 IP address is set to
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2002:7aé4:dcee:1::111/128.

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Ethernet >
lan1, Select Enable Interface and Enable IPvé. Type 2002:7a6é4:dcee:1::111/128 in
the IPvé Address/Prefix Length field for the LAN1's IP address.

Enable Router Advertisement. Then click Add in the Advertised Prefix Table to add
2002:7a64:dcee:1::/64. The LANT hosts will get the network prefix through the
router advertisement messages sent by the LANT1 IPvé interface periodically. Click
OK.

CONFIGURATION > Network > Interface > Ethernet > lan1 > General Settings

General Settings

¥ Enable Interface

General IPvé Sefting

[¥] Enable Pva] @

Interface Properties

Interface Type: internal v 9
Interface Name: Lani

Port: PS5, P&

Ione: LANIT > 0

MAC Address: BE:EC:AZ:AS:CO:0F

Description: |{Optional)

IPvé Address Assignment
[C Enable stateless Address Auto-configuration [SLAAC)

Link-Local Addrass: fed0rbaec:a3ff:fea?:cODf/ 64

IPwé Address/Prefic Length: 2002:7as4:dees111,|  (Optional)

CONFIGURATION > Network > Interface > Ethernet > lan1 > IPvé Router

Advertisement Setting

IPvé Router Advertizement Sefting

|'i Encble Router Advertisement |

[+] Advance
Router Prefarence: Medium v
] Advance
Advertised Prefix Table -
|__2002:7cs4idces:nz/es ]
Page |1 of 1 Show |50 || tems Displaying 1 -
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Set Up the 6to4 Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Tunnel > Add,
Select Enable. Enter tunnel0 as the Interfface Name and select 6to4 as the Tunnel
Mode. In the 6to4 Tunnel Parameter section, this example just simply uses the
default 6to4 Prefix, 2002:://16. Enter your Relay Router's IP address (192.88.99.1 in
this example). Select wan1 as the Gateway. Click OK.

CONFIGURATION > Network > Interface > Tunnel

General Seftings

Interface Properties

Interface Mame: tunneld
Zone: TUMEL >+ O
Tunnel Maode: &to4 v

IPvé Address Assignment
Metric: 0 [0-15)

stod Tunnel Parameter
&tod Prefi 2002:/16
Relay Router: 192.88.99.1 [Optional)

* NOTE: traffic destinated to the non-6tod prefix domain tunnels to the relay router

[r] advonce

Gateway Seltings

Iy Addrass

@ Interface

ge2 v || DHCP client — 10.214.30.82/255.255.255.0

O IP Address

Remote Gateway Address: Automatic

724/751



ZYXEL

Test the Result

Connect a computer to the ZyWALL/USG's LANT.

Enable IPvé support on your computer. In Windows XP, you need to use the IPvé
install command in a Command Prompt. In Windows 7, IPvé is supported by
default. You can enable IPvé in the Control Panel > Network and Sharing Center >

Local Area Connection screen.

Your computer should get an IPvé IP address (starting with 2002:7a64:dcee:1:in
this example) from the ZyWALL/USG.

Window 7 > cmd > ipconfig

C:“\Windows“systemd2 >ipconfig

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix localdomain

IPub Address. . . . . . 2002 :7ab4:dcee:1:dc?e2ff:7d32:1%c?

Temporary IPuv6 Address. 2082 :Pab4:dcee:1:393c:37dB:5564:8f 34

Link-local IPv6 Address feBA:idcP:e2ff:7d32:1%cP12

IPv4 Address. . . . . . 192.168.1.34

Subnet Mask . . . . . 255.255.255.8

Default Gateway . . . feBA: :h2b2:idcff:fePB-cldBx12
192.168.1.1

b3
s

Type ping -6 ipvé.google.com in a Command Prompt to test. You should get a
response.

Window 7 > cmd > ping -6 ipvé.google.com

C:“Windows\systen32>ping —6 ipub.google.com

Pinging ipub.l.google.com [2484:6800:4001:801::168801 with 32 bytes of data:

Reply from 2404:6800:4001:801::1000: time=67ns
Reply from 2484:6800:4001:801::1000: time=69ns

Reply from 2484:6800:40081 8681 BEa: time=6%ms
Reply from 2484:6800:4001:801::100@: time=6%mns
Ping statistics for 2484:6800:4801:801: :10688
Packets: Sent = 4. Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-—seconds:
Minimum = 6%ms,. Maximum = 6%ms,. Average = 6Fms

725/751



ZYXEL S———

What Could Go Wrong?

If your IPvé connection is not working, please make sure you disable Auto-
Configuration on the LANT1 IPvé interface. Enabling it will cause two default routes,
however, the ZyWALL/USG only needs a default route generated by your relay
router setting. Also, make sure you enable the WANT1 IPv4 interface. In 6to4, the
ZyWALL/USG uses the WANT IPv4 interface to forward your 6to4 packets over the

IPv4 network.

In Windows, some IPvé related tunnels may be enabled by default such as Teredo
and 6to4 tunnels. It may cause your computer to handle IPvé packets in an

unexpected way. It is recommended to disable those tunnels on your computer.

How to Set Up an IPvé-in-IPv4 Tunnel

This example shows how to configure your ZyWALL/USG to create IPvé-in-IPv4
Tunnel. In this example, the ZyWALL/USG acts as IPvé-in-IPv4 routers which
connect the IPv4 Internet and an individual IPvé network. This configuration
example only shows the settings on ZyWALL/USG_Z. You can use similar settings to
configure ZyWALL/USG_Y.

ZyWALL/USG with IPvé-in-IPv4 Tunnel Example

Local Network Local Network

2002:7a64:dcee:1::/64 2001:b020:0:71::/64

--------------------------------------------- i ZyWALL USG_Z ZyWALL USG_Y
WAN Interface IP 172.121.123.150 WAN Interface IP 172,121.123.150
LAN Interface IP 2002:7a64:dcee:1::111 LAN Interface |P 2001:0020:0:71:46

‘Q’No’re: All network IP addresses and subnet masks are used as examples in this article.
Please replace them with your actual network IP addresses and subnet masks. This example

was fested using USG310 (Firmware Version: ZLD 4.25).
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Set Up the LAN IPvé Interface on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Ethernet >
lan1. Select Enable Interface and Enable IPvé. Type 2002:7aé4:dcee:1::111/128 in
the IPvé Address/Prefix Length field for the LAN1's IP address.

Enable Router Advertisement. Then click Add in the Advertised Prefix Table to add
2002:7a64:dcee:1::/64. The LANT hosts will get the network prefix through the
router advertisement messages sent by the LANT1 IPvé interface periodically. Click
OK.
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CONFIGURATION > Network > Interface > Ethernet > lan1 > General Settings

www.zyxel.com

General Settings
[¥ Enable Interface

General IPvé Sefting

[# Enable IPvé | €@

Interface Properties

Interface Type: internal b
Interface Mame: Lanl

Part: P&, P&

Zone: LAMN1 >
MAC Address: BS.EC:A3:AT:CO:0F
Description:

IPvé Address Assignment
[ Enable stateless Address Auto-configuration [SLAAC)

2002:7as4idoesnl ],

IPvé Address/Prefix Length:

Link-Local Address: fegluboec:adfffea?:cO0i/

[Optional)

[Cptional)

CONFIGURATION > Network > Interface > Ethernet > lan1 > IPvé Router

Advertisement Setting

IPvé Router Advertizement Setting

I [¥ Enable Router Advertisement I
[+] Advancs

Medium v

Router Preferance:
] Advance

Advertised Prefix Table

1 | 2002:7os4:dceal /64 I

Page |1 | of

Show |50 || items Displaying 1 -

Set Up the 6to4 Tunnel on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Interface > Tunnel > Add

and select Enable. Enter tunnel0 as the Interfface Name and select IPvé-in-1Pv4 as

the Tunnel Mode. Select wan1 as the gateway interface. Enter your Remote
Gateway Address (172.121.123.150 in this example). Click OK.
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CONFIGURATION > Network > Interface > Tunnel

General Seffings

Interface Properties
Interface Mame: funnel0

Ione: TURMEL | ©

Tunnel Mode: Pwé-in-IPv4 >

IPvé Address Assignment
IPvé Address/Prefix Length: [Optional)
Metric: 0 (0-15]

Gateway Seftings

Ny Address
@ Interface
ge2 »| DHCP client - 10.214.30.82/255.255.255.0
0 IP Address
Remote Gateway Address: | 172.121.123.150 |

Set Up the Policy Route on the ZyWALL/USG

In the ZyWALL/USG, go to CONFIGURATION > Network > Routing > IPvé
Configuration > Add, click Create New Object to create an IPvé address object
with the address prefix of 2002:7aé4:dcee:1::/64. Select Enable. Select the address
object you just created in the Source Address field. Select any in the Destination
Address field. Select Interface as the next-hop type and then tunnel0 as the
interface. Click OK.

CONFIGURATION > Network > Routing > Policy Route > IPvé Configuration

£» Add IPvé Addrezs Rule X
Mame: Lanl_subnet|
Object Type: SUBMET pe
IPve Address Prefi 2002 Fasdidoes:]:/é
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&3 Add Policy Route
M Show Advonced Seftings o8 Create new Chjectw
Configuration
¥ Enable
Description: [Optiondl)
Criteria
Incoming: any (Excluding ZyV |»
Source Address: |Lon_subnet ~|
Destination Addrass: any g
DSCP Code: any b
Scheduls: none v
Service: any b
[*] advance
MNext-Hop
Type: nterface »
Interface: tunnelo v

Test the Result

Connect a computer to the ZyWALL/USG’s LANT.

Enable IPvé support on your computer. In Windows XP, you need to use the IPvé
install command in a Command Prompt. In Windows 7, IPvé is supported by
default. You can enable IPvé in the Control Panel > Network and Sharing Center >

Local Area Connection screen.
Your computer should get an IPvé IP address (starting with 2002:7a64:dcee:1: for

this example) from the ZyWALL/USG.

Window 7 > cmd > ipconfig
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C:sWindows»system32>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : localdomain

IPvb Address. . . . . - - - - - = 20P02:7ab4d:dcee:l:idcPie2ff:7d32:19c?

Temporary IPub Addre e e e - . = 2092:7abd:dcee:1:393c:37d8:5564:8F34

Link-local IPw6 Addr s e e . . : feBRA::dc?ie2ff:Vd32:19cPx12

IPv4 Address. . e e e e . 2 192.168.1.34

Subnet Maszk . . - - - - . = 255 255.255.8

Default Gateway . e e 2 o2 - = feBBA::h2b2:dcff:fePA:cldBx12
192.168.1.1

Use the ping -6 [IPvé IP address] command in a Command Prompt to test whether

you can ping a computer behind ZyWALL/USG_Y. You should get a response.

Window 7 > cmd > ping -6 2001:b020:0:71::46

C:\Hinduus\systeng2)pil‘lg’ -6 2081 :hBZA:A:71::46

Pinging 2001 :h@20:8:71::46 with 32 bhytes of data:

Reply from 20@1:bB28:8:71::46: time=21ms
Reply from 2Z@@1:hB208: :46: time=21ims

Reply from 200@1:hB208: 46 time=21ims
Reply from 2081:hB28:8:71::46: time=21ims

Fing statistics for 2801 :hB2A:A:71::46

Packets: Sent = 4, Received = 4, Lost = B (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Zims. Maximum = Zims. Average = 2ims

What Could Go Wrong?

If your IPvé connection is not working, please make sure you enable the WANT
IPv4 interface. In IPvé-in-IPv4, the ZyWALL/USG uses the WANT IPv4 interface to
forward your 6to4 packets to the IPv4 network.

In Windows, some IPvé related funnels may be enabled by default such as Teredo
and éto4 tunnels. It may cause your computer to handle IPvé packets in an

unexpected way. It is recommended to disable those tunnels on your computer.
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How to Update Firmware Automatically from a USB Storage

This example illustrates how to update the ZyWALL/USG's firmware automatically from
a USB storage. With this feature, it is more efficient for users to upgrade the firmware
for numerous devices without Internet or GUI access. The user can also downgrade

the firmware by using this feature.

Check Model 1D and FW Version ‘

[ [ Portition | Running |
| oo Partition 2 Standby

Automatically upgrades thenreboot ‘

Figure 1  Automatic USB Firmware Upgrade

“U"Note: This feature does not support Device HA Pro firmware auto upgrade to passive
devices. Do not use USB firmware upgrade on the devices with Device HA Pro function

activated. This example was tested using the USG210 (Firmware Version: ZLD 4.25).

—

Enable the USB firmware upgrade function by CLI command.
Save the firmware on the USB.
Plug the USB info the device.

The device checks running partition for the model ID and the firmware version.

o A~ W DN

Upgrade the firmware to the standby partition and then the device rebootfs.
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Enable the USB Firmware Upgrade Function by CLI Command

For security concerns, the function is disabled by default. The administrator needs
fo enable the function by the following CLI command:

Router(config)# usb-storage update-firmware enable

Save the Firmware on the USB

There are two ways to create the firmware folder on the USB storage.

1 Follow the folder structure to create the firmware folder manually. It does
not matter if the letters of the folder name are capitalized or not. For

example: D:\vpn300_dir\frmware

Create the Firmware Folder Manually: Root Directory \ vpn300_dir\firmware

4 | vpn300_dir
1= || 430ABFCOb252 bin
alg_sip_log
centralized_|
core_dump

diagnostic_ii

firmware

2 Plug the USB storage to the device and the device will automatically
create the folder Vpn300_dir, which includes the following sub-folders.
Save the .bin file to the firmware folder.

centralized_log

core_dump

diagnostic_info

firmware

packet_trace

733/751



ZYXEL

www.zyxel.com

Firmware Folder is Created Automatically

4 | vpn300_dir
. alg_sip_log

, core_dump

| firmware

| centralized |

. diagnostic_i

|| 430ABFCOb2s2 bin

Plug the USB into the Device

Once the .bin file in the firmware folder is detected, the device will copy it to the RAM.

Plug the USB storage into the USB port

ZYXEL

WP Flrawall

PUUR B
5Y: Bl RESET
L

USB
1

The following message shows on the console if the device fails to copy the .bin file.

Router> USB update-firmware failed: firmware copy fail

The Device Checks Running Partition for the Model ID and the

Firmware Version

The device checks the USB firmware with the running partition only. It does not check

the standby partition.
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1 Check model ID:

If incompatible, the device deletes the firmware in the RAM.

If compatible, the device checks the firmware version.

2 Check firmware version:

If it is the same as the running firmware, the device deletes the firmware in the
RAM.

If it is not the same as the running version, the device starts fo upgrade to the

standby partition.

Check Model ID and Firmware Version

Router{config)# firmware verifying...
Product model id is compatible!!
This product’s model id is E134

The kernel image supports the following product model id:
E134

firmware updating...
Please Wait about 5 minutes!!

Check Firmware Status

The device upgrades the standby partition and then reboofts. After been upgraded fo
the standby partition, the device automatically reboots to switch from running to
standby partition. The SYS LED starts o blink when the device begins to upgrade its

firmware until the rebooting process is completed.

Check the Firmware Version on the Dashboard

Device Information

Activated 2017-0%-07 / 11:09:03 UTC+08:00
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MONITOR > Log > View log

254 201... info VPM300 is configured successfully with starfup configuration file.

What Can Go Wrong?

1 The USB storage must use the FAT16, FAT32, EXT2, or EXT3 file system.
Otherwise, it may not be detected by the ZyWALL/USG.

2 The device only checks the firmware under the specific folder.
Therefore, make sure the firmware is saved in the correct folder under
the root directory: \ProductName_dir\firmware. For example:
\vpn300_dir\frmware

3 If there are multiple firmware files in the firmware folder of one model,

the device only checks the first one in order.

Multiple firmware files of one model in the same folder is not supported.

] 430 _Internal_Release_MNote_b2s2.docx 2017/8/31 5 0. Microsoft Word -
| | 430ABFCOb2s2 bin 2017/8/31 T+ 0. BIM 8=
|| 430ABFCOb2s2 conf 2017/8/31 FF 0 CONF 22
|%| 430ABFCOb2s2.db 2017/8/31 T 0 Diata Base File
|| 430ABFCOb2s2.ri 2017/8/31 FF 0 RIfEZE
1) 430ABFCOb252-MIB zip 2017/8/31 75 0.
| | ABFC119bm 2017/8/31 5 0.
= firmware.xml 2017/8/31 FF 0.

=l

4 Make sure the product model ID of the USB firmware is compatible with
the device. The device writes logs on the console and device log if the

firmware model ID is incompatible.
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Console Message

contig)# tirmware veritying...
Product model id is not compatible!!
This product's model id is E134

The ZLD-current image supports the following product model id
E18B
USB update-firmware fail: File damaged. file name: 438AALA®al.bin

MONITOR > Log > View log

5 Make sure the version of the USB firmware is different from that of the
running partition. The device writes logs on the console and device log if

the firmware version is the same as the running firmware.

Console Message

Router(config)# firmware verifying

USB update-firmware fail: Same firmware version. file name: 430ABFC8b2s2.bin

MONITOR > Log > View log

164 2017-09-11 09:42... nofice er [count=2] Sys

201 2017-09-11 09:42... nofice r [count=2] Sy

238 2017-09-11 09:41 nofice Sysi
notice 5

2562 2017-0%-11 O

I
I
¢
s

786 2017-0%-11 09:26... nofice

w
Zz
wl
3

to access cloud server [count=2]

6 This feature does not support the Device HA Pro firmware auto upgrade
to passive devices. Do not use USB firmware upgrade on devices with

7371751



ZYXEL ——

Device HA Pro function activated. When using USB firmware upgrade on
a device HA orin a device HA Pro scenario, make sure you plug the USB
storage to the passive device for frmware upgrade first. After the
passive device has finished firmware upgrading through the USB, plug

the USB storage to the active device for firmware upgrade.

How to Configure DHCP Option 60 - Vendor Class Identifier

The following figure depicts how the ZyWALL/USG uses DHCP option 60. By mafching
the VCI strings, a DHCP client can choose one specific DHCP server on the WAN
network. This function is useful when there are several DHCP servers providing different
services in an environment. Clients that need Internet service can be directed to the
DHCP server which provides Internet connection information with the same option 60
string. IPTV clients may relay to another DHCP server which obtains IPTV service

information.
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172.16.10.0/24 172.20.30.0/24
172.18.20.0/24

ISP DHCP Server Farm

DHCP Miggleps

DHCP String 3

WAN WAN WAN
DHCP Option 60 DHCP Option 60 DHCP Option 60
String 1 String 2 String 3

Figure 1 DHCP Option 60 Vendor Class Identifier

DHCP Option 60 Deployment Flow
1 Enable the WAN ports as DHCP clients (enabled by default).

2 Navigate to the WAN interface configuration screen.

3 Type in user defined option 60 string in the Advance setting section.

Setting Up DHCP Option 60 on the Web GUI

1 In the ZyWALL/USG’s navigation panel, go to Configuration > Network >

Interface.
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Port Group Ethernet PPP Cellular Tunnel VLAN Bridge VTl Trunk
Configuration
4 Edit [ ] Q Activate @ Inactivate & Create Virtual Interface Object References
1 ? gel STATIC - 0.0.0.0 0.0.0.0
2 9 ge2 DHCP -- 10.214.30.65 255.255.255.0
K [=EX] DHCP -- 10.214.30.66 255.255.255.0
4 9 ged STATIC — 192.168.91.1 255.255.255.0
5 9 ge3 STATIC - 192.168.92.1 255.255.255.0
6 9 geé STATIC — 192.168.93.1 255.255.255.0
7 9 ge? STATIC - 0.0.0.0 0.0.0.0
8 9 ged STATIC - 0.00.0 0.0.0.0
Page |1 of 1 Show |50 | items Displaying 1 -8 of 8

2 Click the Ethernet tab, go to WAN > Edit. Enter the VCl string in the Advance
section of DHCP Option 60.

Z Edit Ethernet
Show Advanced Settings

General Settings

Enable Interface

Interface Properties

Interface Type: general ¥ O
Interiace Name: gel

Port: P1

Iohe: OPT ~ @
MAC Address:

Descripfion: (Cptional)

IP Addresz Azsignment

@ Get Automatically

[+ advence
’V DHCP Option 0 IYXEI_CSO (Cptional)

@ Use Fixed IP Address

Setting Up DHCP Option 60 on the CLI

Under the specific interface path, use these commands fo:
Enable option 60
Router(config-if-wan1)# ip address dhcp option-60 {VCI_STRING}
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Disable option 40
Router(config-if-wan1)# no ip address dhcp option-60

Test DHCP Option 60

To test the DHCP option 60 function, use a packet capture software to check if option
60 string exists in the DHCP discover message sent from the ZyWALL/USG WAN port.

Frame 29:
Ethernet II, Src: ZyxelCom_6e:aB:37 (b0:b2:dc:6e:aB:37), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol version 4, src: 0.0.0.0, Dst: 255.255.255.255
# User Datagram Protocol, Src Port: 68, DSt Port: 67
= Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address Tength: 6
Hops: O
Transaction ID: Ox3a64e32d
seconds elapsed: 10
# Bootp flags: Ox8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0
Client MAC address: ZyxelCom_6e:aB8:37 (b0:b2:dc:6e:a8:37)
client hardware address padding: 00000000000000000000
server host name not given
goot file name not given
Magic cookie: DHCP
option: (53) DHCP Message Type (Discover)
option: (57) Maximum DHCP Message Size
option: (353) Parameter Request List

HEHBE

= option: (60) vendor class identifier
Length: 14
vendor class identifier: ZyXEL_CSO_TEST
e —

option: (255) End

padding: 000000000000000000000000000000000000000000000000. . .

®

0000
0010
0020
0030
0040

ANEn

What Can Go Wrong?

1 Avoid using the same option 60 string on two or more DHCP servers. It
may cause duplicate DHCP serving confliction.
2 Since packets with option 60 are clear, do not consider it as a secure

way for DHCP server authentication.
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How to Configure Device HA Pro

The Device HA feature acts as a failover when one of the devices in the network is
dead or can't access the Internet. Therefore, this is a popular feature for network
environments. In the previous firmware version, the USG supports AP (Activate-
Passive/Master-Backup) mode. In V4.25, the Device HA feature is enhanced and

named Device HA Pro.

Server Zone

Activate

Internet
| Heartbeat link

%’

Tew

In Device HA Pro, a "heartbeat link” is added for monitoring the interface status and
synchronizing settings. Follow the steps below to deploy the Device HA Pro feature in

your network environment.

742/751



ZYXEL ——

Activate
HA Pro
License

Register 1= Register
Device 2™ Device

' : Configure
(option) Configure ]
Monitor Interface Devag HA

Configure

Device HA Pro

Connect HA

oG &

Device HA Pro License

The Device HA Pro feature is license required. You must register both of your devices
on the myZyXEL.com server first. Then make sure the Device HA Pro license is available
on both of your devices.

Registration Service

Service Status

# Service Status Service Type Expiration Date Count
1 Content Filter 2.0 Activated Trial 2017-10-20 N/ A
2  GeoEnforcer Activated Standard 2018-10-21 N/A
3  Maonaoged AP Service Default Standard 4
4  35L VPN Service Default 50
5 Iymesh Service Mot Licensed NfA
&  Hotspot Management Subscription Ser... Activated Trial 2017-10-20 N/A
7 Concurent Device Upgrade Default Standard 200
| 8 Device HA Pro Activated Standard N/A
Fware Upgrade service AcTvaied NIA
Page |1 of 1 Show |80 |»|items

Service Refresh

Service License Refresh

= Note:
Update device license information from myZyXEL.com server. If you want to activate license, please go to porfalmvzveslc
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Behavior of the Device HA Pro

The behavior of the Device HA Pro includes a heartbeat link to monitor the

“activate” device's interface status. If one of the monitored interfaces is dead or

fails, the “passive” device's status will become “activate”. (This means only 1

device's status can be “activate” at a time.)

Be aware that the Device HA status of the devices might constantly change due

to the network environment situation. In the current firmware design, Device HA

Pro will not falloack when the primary device interface is working normally again.

Device-HA Pro Setting Screen

A.

Enable configuration provisioning on the activated device

This function is for the secondary device. If you are configuring the primary
device, this function is unnecessary.

Serial number of the licensed device for license synchronization

Entering the serial number of license from the myZyXEL.com server.

Configure the Device HA Pro interface

Enter the management IP address of the active and passive devices. Also, enter
the password for synchronizing configuration with each other.

Monitoring Interfaces

Select the interfaces which you would like to monitor.

Synchronization

Enable failover when one of the interfaces fails.
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Configuration

I [[1 Enable Configuration Provisioning From Active Device. I

Serial Murnier of Licensed Device for License Synchronization: S172L152%0017
Active Device Management IP: 20.20.20.1
Passive Device Management IP: 20.20.20.2
Subnet Mask: 255,255.255.0
Password: sene

Retype to Confirm:

Heartoeat Interval: 2 saconds (1-10)

Heartbeat Lost Tolerance: 2 (1-10)

Monitor Interface

=== Object === - === Object ===
e X gel
ged + ge2
o [«
geé -

Failover Detection

I Enable Failover When Interface Failure [Dp’rl’on]l

Enakble Faillover When Device Service Fails [Option)

The Main Function of the Device HA Pro

= Configuration
General Seftings ¢ Walkthrough

q Troubleshooting

| enable Device HA |

Heartbeat Link

The heartbeat port is a new physical port on the device.
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After you have enabled Device HA Pro, the devices will transmit multicast packets
(UDP 694) to check each device’s status.
When the passive device is working properly, the system LED light will be on. Only
the heartbeat port's LED light can be on.

Suggestions

1. Transfer all the licenses to the primary device. This helps to avoid the system
from recounting licenses every fime.

2. Enable the connectivity check function on the monitored interfaces. When
an interface doesn’t receive any response from the remote server for a
certain period of time, the device will consider the interface status as fail.

Then the Device HA Pro feature will change the status of the interface.
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How do | Configure Device HA Pro in My Current Environment?

Server Zone
Device-HA Pro & f
po l ,% Internet

§ T~77 4 7
2 Q o_{/.l. > (0_{;.! > ( n 3
(7

o

The Device HA Pro feature is license required. Please go to register both of your devices
on myZyXEL.com and make sure the devices have the license after syncing with the

myZyXEL.com server.

Registration Service

Service Status
1 Content Filter 2.0 Activated Trial 2017-10-20 N/A
2  GeoEnforcer Activated Standard 2018-10-21 NJA
3  Monoged AP Service Default Standard 4
4  35L VPN Service Default 50
5 Iymesh Service Mot Licenzad NJA
&  Hotspot Management Subscription Ser...  Activated Trial 2017-10-20 N/A

. L Concurent Device Ungrgde Default standard 200
8 Device HA Pro Activated Standard NJA

T 9 Frmware Upgrade service Acivared N7

Page |1 of 1 Show |80 |»|items

Service Refresh

% Note:
Update device license information from myZyXEL.com server. If you want to activate license, please go to porfal.myvzvxel
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Configurations on the Primary Device

1.

2
3
4.
5
6

Go to the Configuration > Device HA > Device HA Pro screen.

Enter the device's license serial number from the myZyXEL.com server.

Enter the management IP address after enabling the Device HA Pro feature.
Select the interfaces which you would like to monitor.

Enable failover when an interface fails.

Click Apply.

e ne T

Configuration

[[1 Enclble Configuration Provisioning From Active Device.

Senal Mumber of Licensed Device for License Synchronization: S172L152%0017

Active Device Management P 20,20.20.1

Paszsive Device Management [P: 20.20.20.2

Subnet Mask: 255.255.255.0

Password: e

Retype to Confirm: ene

Heartbeat Interval: 2 saconds [1-10)
Heartbeat Last Tolerance: 2 [1-10}

gel
ged
ges
geb

Monitor Interface

Failover Detection

Enalzle Failover When Inferface Failure (Option)

[l Encble Failover When Device Service Fails [Option)

=== Object === ~ === Object ===
gel

=

ge?

(+] 4]

Go to the Configuration > Device HA > General screen.

Select Enable Device HA and click Apply tfo enable Device HA Pro.

Device HA Status Device HA Pro

S, Configuratior m Troubleshooting

General Seffings ¥ Walkthrough

¥ Encicle Device HA
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Configurations on the Secondary Device

Go to the Configuration > Device HA > Device-HA Pro screen.

Select Enable Configuration Provisioning from Active Device.
Click Apply.

Configuration

| . Enoble Configuration Provisioning From Active Device.l

Monitor Interface

=== Object === -

gel
ge2 P
. ¢
ged

-

Failover Detection

[l Encble Failover When Interface Failure (Option)

[[] Enckle Failover When Device Service Fails [Option)
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Go to the Configuration > Device HA > General screen.
Select Enable Device HA and click Apply.
Before the Device HA Pro feature is enabled on the secondary device, a warning

message will pop-up for you to confirm. Click OK to enable it.
NgEUREEE

License Remind

] The passive device canfiguration is going to be completed. After pressing OK, the connection of
device will be down, please connact the device with your active davice, or press Cancel to exit.

1. Connecting the Device HA Pro Port

The Device HA Pro port is a new physical port on the DUT. You can use a cable to
connect the devices with each other.
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What can go wrong?

1. Why | can’t see correct license status from myzyxel.com server?
On the Device-HA Pro setting, there is a function “Serial number of the licensed
device for license synchronization”. You should entering device’s S/N which with
licenses. So you can transfer all of the licenses to "Activate” device, and entering
this device's S/N in frame.

2. Why nothing happened after enabled Device-HA Pro?
After you enabled Device-HA Pro, the secondary device will not forward any
fraffic any more excepft the latest physical port. So you must confirm the physical
port already connected with each other.

3.  Why dafter Device-HA failover to secondary device, it will not fallback to primary

device?
Because Device-HA Pro purpose is for networking environment stability, so after
mechanism failover to secondary device it will keeping the latest status even

primary device is back. It can avoid the network service unstable.
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