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LANCOM XS-6128QF

10G stackable managed fiber aggregation switch for distributed
small & medium enterprise networks

This 10G aggregation switch is a high-performance distribution base for subordinate
access switches and offers the highest operational efficiency and reliability. Its full
configuration of 20 SFP+ ports (10G) —including 4 mGbE (1G/2.5G/5G/10G) combo ports
— and FleX uplink ports with up to 200G uplink capacity guarantees flexibility and
investment protection. In addition, the professional PSU redundancy, hot-swappable
fan modules and backplane stacking of up to 400G bandwidth ensure fail-safe operation.
Management is automated via the LANCOM Management Cloud (LMC) or via Web-GUI
and CLI.
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Multi-Gigabit aggregation switch with 20x 10G downlink ports of which 16x SFP+ and
4x multi-Gigabit comboports (SFP+ / 1G/2.5G/5G/10G nBASE-T), plus 4 additional
SFP+ ports when using SFP+ modules in the 4x SFP28 ports

FleX uplink ports (4x SFP28 (10G/25G) or 2x QSFP+ (40G))

Non-blocking backplane stacking via 4 dedicated SFP-DD-FleX ports

Full layer 3 functionality: VRRP, DHCP, static and policy-based dynamic routing via
OSPF v2/v3 and BGP4

Redundant hot-swappable PSU and 2 hot-swappable fans for maximum reliability
Front-to-back airflow for optimal cooling in 19” racks

Security with configurable access control on all ports as per IEEE 802.1X and access
control lists

Secure remote management through TACACS+, SSH, SSL, and SNMPv3
Cloud-managed LAN and switch stacking for a convenient management via the LMC

Includes security updates for 5 years after end of sale and major releases for 2 years
after end of sale

Limited Lifetime Warranty (LLW) included
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State-of-the-art multi-Gigabit performance on all ports

The LANCOM XS-6128QF offers extremely strong port performance and unmatched port
flexibility through its future-proof fiber-optic FleX ports. This makes it the perfect
foundation for fail-safe networks that can cope with the increasing demands from loT,
mobile devices, and cloud applications. 20 SFP+ ports (10G), 4 of which can be used as
multi-Gigabit Ethernet (mGbE) combo ports, serve as a high-performance distribution
instance for building switch structures. Enormous backhaul capacity is available via either
2 QSFP+ (40G) or 4 SFP28 (25G) high-speed uplink FleX ports. Non-blocking backplane
stacking via 4 SFP-DD FleX ports (50G) ensure "line-speed" switching without latency.
Ideal for virtualized applications and use as a higher-level campus switch in very large,
distributed enterprise networks. If uplinking or stacking is not required, the front FleX
uplink ports can be used as either 4x 10G/25G or 2x 40G downlink ports, and the rear
SFP-DD FleX ports can be used as 4x 25G downlink ports for aggregating access
switches.

Unsurpassed flexibility with FleX port configuration options

Unmatched port flexibility is provided on the LANCOM XS-6128QF via four different
board configurations. The four configuration options can be conveniently changed via
CLI or Web GUI followed by a device reboot. The following table shows the impressive
flexibility of the LANCOM XS-6128QF:

Port configurations XS-6128QF

XS-6128QF switch ports

SFP+ (combo) SFP28 QSFP+ SFP-DD Port combinations
Option Board Type Used port bandwidth 106 256 40G 506
1 1 20 x10G 4 x 25G - 4 x50G 20 4 - 4
2 1 20 x 10G 4 x10G* - 4 x 50G 24 - - 4
3 2 20 x10G - 2 x40G 4 x50G 20 - 2 4
4 3 20 x 10G 4 x 25G - 4 x 25G** 20 8 - -
5 3 20 x10G 4 x10G* - 4 x 25G** 24 4 - -
6 4 20 x10G - 2 x40G 4 x 25G** 20 4 2 -

* via 10G transceiver in the SFP28 port, ** via SFP28 tranceiver in the SFP-DD port

Flexible network topologies

The LANCOM XS-6128QF is an ideal aggregation instance for the networking of access
switches. Depending on the size of the installation, it integrates into the network topology
either on the top level as core switch facing the WAN (2-tier design) or on the second
level as distribution switch between a core switch and the access switches (3-tier design).
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Flexibility and investment protection thanks to LANCOM fail-safe stacking

The LANCOM fail-safe stacking feature keeps your network flexible and your investment
secure. Stacking makes child’s play of expanding your network, as several physical
switches combine into a single logical unit for convenient maintenance and management.
When you expand your network, the new switch automatically receives a configuration
from the stack master and is ready to use within seconds. Furthermore, device or network
redundancies can be implemented with stacking for maximum reliability. With the LANCOM
XS-6128QF, stack processing with a separate backplane CPU remains independent of
network load thanks to four dedicated SFP-DD-FleX ports (50G).

TCO-optimized design

The design concept of the LANCOM XS-6128QF provides for a very low total cost of
ownership (TCO), because all ports are natively available, which saves a costly modular
design. So this aggregation switch enables all maximum port options out of the box with
combo downlink (copper/fiber) and combo uplink (25G/40G) fiber ports. All ports are
industry standard, even for stacking, so there is no need for costly proprietary cables.
For example, there is the option of using SFP+ modules in the 4x 25G SFP28 ports for
up to 4 additional SFP+ ports. Decentralized stacking thanks to the possibility of using
standard short and long range modules is also possible with this model.

Full layer 3 functionality

The LANCOM XS-6128QF is capable of performing layer 3 tasks such as DHCP server
functionality, i.e. IP address management, or the predefinition of network routes across
one or more network segments. Thanks to dynamic routing, the switch can also react
quickly to network changes. The optimal route for data traffic within the network is thus
constantly redefined by the LANCOM XS-6128QF based on the load level. This results
in a load reduction on the router, so that these capacities are then additionally available
for handling external data traffic and increase the efficiency of the entire network.

Maximum operational security

The LANCOM XS-6128QF can be operated with up to two hot-swappable PSUs (power
supply units). This allows a quick and uninterrupted replacement of defective power
supply units. For highest resiliency it is also equipped with swappable fans. Front-to-back
airflow design improves cooling in 19-inch racks and extends the product lifetime.
Stacking is a major contribution to highly resilient scenarios.

Cloud-managed LAN and switch stacking

With the LANCOM Management Cloud, the XS-6128QF offers quick and easy network
integration as well as automatic provision of the configuration across locations with the
a click of a mouse. Cloud-managed LAN replaces the configuration of individual devices
and enables automatic assignment of VLANs to switch ports. Cloud-managed switch
stacking also enables convenient management and monitoring of the entire stack. Learn
more in the Design guide switch stacking.


https://www.lancom-systems.com

LANCOM

LANCOM Data sheet - Switches SYSTEMS

lancom-systems.com

LANCOM XS-6128QF

Configurable access control

The LANCOM XS-6128QF stops rogue clients from gaining unauthorized access to the
network. This is ensured by secured access control on all ports as per IEEE 802.1X
(port-based, single, multi, and MAC-based) or by ACLs (access control lists).

Security “made in Germany”

As a holder of the "IT Security made in Germany" trust mark, LANCOM has also committed
to keeping its products free of secret backdoors. This makes the LANCOM switches
ideal for operation in sensitive environments and always in accordance with General
Data Protection Regulations (GDPR).

Secure remote management

Secure communication protocols such as SSH, SSL, and SNMPv3 mean that the LANCOM
XS-6128QF is ideal for the professional management of remote networks. The switch
also supports the TACACS+ protocol for authentication, authorization, and accounting.
This optimized solution promises maximum security for multi-site network management
and monitoring.

Secure Terminal Access

This function provides access to the command line of the LANCOM switch (“CLI
tunneling”) as well as direct access to the WebGUI (“GUI tunneling”) directly from the
LANCOM Management Cloud—encrypted and without leaving the cloud interface. Be it
trace or ping commands for rapid troubleshooting, access to low-level configuration
parameters and detailed statistics in the LCOS SX operating system, or secure remote
access to third-party devices in the local network via the integrated SSH client—Secure
Terminal Access offers expert functions and extensive diagnostic and troubleshooting
commands on your devices.

Limited Lifetime Warranty (LLW)

This enterprise switch is covered ex works by the LANCOM Limited Lifetime Warranty.
Regardless of the operating time, the warranty is valid until the end-of-life status of the
device (max. 10 years). For next-business-day delivery of a replacement device, we
recommend the LANCOM Next Business Day Replacement Option and the LANCOM
Service Packs in the 24/7 or 10/5 variants. The Service Packs also offer professional end
customers manufacturer support with customized service times.
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Security
Secure Shell Protocol (SSH) SSH for a secure remote configuration
Secure Sockets Layer (S5L)  SSL to encrypt HTTP connections; advanced security for browser-based configuration via web inerface
UEES021X  IEEE 021X access control on al ports; RADIUS for authenticatio, authorizaton and accounting with e.g, MDS
hashing; guest VLAN; dynamic VLAN assignment
PrivateVLANedge L Layer 2 isolation between clients in the same VLA (‘protected ports'); support multiple wpinks
Potsecurty L Locking of MAC addresses to ports; miting of the number of leared MAC addresses
Poowceguad ¢ Blocking access for legal P addresses on specificports
Accesscontrobists Drop or ratelmitaton of connections based on source and destination MAC acdresses, VLAN ID, P address
(IPv4/IPv6), protocol, port, DSCP/IP precedence, TCP/UDP source and destination ports, IEEE 802.1p priority, ICMP
packets, IGMP packets, TCP flag. Support of 1023 ACEs per ACL and up to 16384 entries in total.
RADIUSITACAGS+  Authentication, authorization and accounting of configuration changes by RADIUS or TACAGS+
Somconwl MuticastBroadcastiUnicast storm suppressin
isolatedGroup  Alows certain ports to be designated as potected. Allother ports are non-isolated. Traffc between solated group.
members is blocked. Traffic can only be sent from isolated group to non-isolated group.
DHoPSnooping Protection againstrogue DHCP servers onthe network - Outgaing DHCP-server packets ar only allowed on specifc:
ports.
Dynamic ARP nspection ¢ Dynamic ARP Inspection to prevent man-in-the-middle attacks incL proxy ARP
ARPRequestPoisoning | Protection against ARP Recuest Paisoning (ARP Spoofing)
PusFistHop  IPud First Hop Security by Snooping Guard, DHCPYG Guard, Source Guard, Prefi Gvard
Denisbof-Seviee F Protection against Denial-of-Service attacks to prevent the loss of important protoco functions.
Performance
Switching technology Store and forward with latency less than 4 microseconds
MACaddresses  Swportofmax3KMACaddresses
Toughput b Vax.1000Gbpson thebackplne
Maximum packetprocessing 744 millon packets per second (mpps) at 64-byte packets
v Port based and IEEE 802.1q tag based VLAN with up to 4,093 VLAN; Supports ngress and egress packet iter in

port based VLAN
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Performance
Packet Buffer 8 MB
6in4 Tunneling Support of encapsulation of IPv6 traffic in IPv4 packets

Layer 3 features

Number of L3 inferfaces up to 128
Staticrouting (PvafPve) Hardware based statc outing (PV4/IPv6) with a number of 16,000 possilerates
DHoPSener DHGP SeverperVLAN
VR VitelRoserRedundencyProtocol
W VielRowingamdFowardng
Dynamicrouting (PVaPve)  dynamicrouting by OSPFY2, OSPRVandBoPa
Layer 2 switching

Spanning Tree Protokoll (STP) / Rapid Standard Spanning Tree according to IEEE 802.1d with fast convergence support of IEEE 802.1w (RSTP); using

STP / Multiple STP Multiple Spanning Tree instances by default according to IEEE 802.1s (MSTP)

Link Aggregation Control Protocol Support of 64 groups containing up to 32 ports each according to IEEE 802.3ad

(LACP)

Virtual port channel VPC VPC (also known as MLAG) enables a LAG to be created across two independent switches, so that some member
ports of a VPC can reside on one switch and the other members of a VPC can reside on another switch, for details
see CLI manual

VLAN Support for up to 4K VLANSs simultaneously (out of 4093 VLAN Ids); matching due to port, IEEE 802.1q tagged VLANSs,
MAC adresses, IP subnet and Private VLAN Edge function ("protected ports")

IGMP multicasts IGMP v1, v2, v3 to limit bandwidth-intensive multicast traffic to ports with requesters; supports 1024 multicast
groups; source-specific multicasting

IGMP querier Support of multicast domains of snooping switches in the absence of a multicast router

\MPprowy  OMPprowytopassioMP messages troush
movine Multcast Listener Discovery - IPv6 multicast packets are tansmitted to nterested lstenersonly
Generic VLAN registration  VLAN regisration with GVRP according to EEE 802.1q for automatic delivery of VLANS in brdged domains
DHOPRelayAgent i Relay of DHCP broaccast request to different LaNs
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Stacking

Stacking Option Stacking via backplane-stacking ports (non-blocking) 4x SFP-DD (25/50 Gbps)—using the optional “LANCOM
SFP-DD-DAC50-1m” or “LANCOM SFP-DD-DAC50-2.5m” or by using “LANCOM SFP-SR-LC25” or “LANCOM
SFP-LR-LC25” modules

Interfaces

Ethernet - 16 SFP+ ports 1/10 Gbps
- 4 SFP+ [ 4 mGbE combo downlink ports (SFP+ 1/10 Gbps resp. 1/2.5/5/10 Gbps Ethernet)
- 2 QSFP+ / 4 SFP28 FleX uplink ports (1/40 Gbps resp. 10/25 Gbps)
- 4 SFP-DD stacking ports (25/50 Gbps)
-> up to 28 concurrent ports

Console port Micro-USB and RJ45 configuration port for command line access

Management and monitoring

Management LANconfig, WEBconfig, LANCOM Management Cloud, Industry Standard CLI
Command Line Interface (CLI) Configuration and status display from the command line with console application and direct connection to console
port, via Telnet or SSH

Remote Monitoring Integrated RMON software agent supports 4 RMON groups (history, statistics, alarms and events) for enhanced
traffic management, monitoring and analysis

Port Mirroring Traffic can be mirrored from on port to another for investigation with network analyzer or RMON probe. Up to 19
ports can be mirrored to a single mirror port. Single sessions can be selected

Security Access rights (read/write) can be set up separately, access control list
NP SNMP management via SNMPYI, v2c or v3 with suppor of traps. User-based security model for SNMPY3 (USM)
Diagross 1 Diagnosis from the switch with PING and cable diagnosis
Fimwereupdate » Update via WEBconfig and browser (MTTRHTTPS)

- Update via TFTP, SCP, and LANconfig
- Update via LANCOM Management Cloud
- Dual firmware image to update during operation

Secure Copy Securely import and export files

DHCPeient  Automaticassignementof the management P adcress by DHCP
SNTP Automatic tme settings with Simple Network Time Protocol SNTP)
‘fowvs  Standard for monitoring of high-speed-networks. Visualization of network use, accounting an analysation to protect

your network against dangers
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Hardware
Weight 13.23 Ibs (6.0 kg)
owersupply  Twobays for swappable power supply units (100- 240V, 50-60H)
Envionment  Tomperaturerange 0- 40° G; humicity 10 90% non-condensing
Mosng Robust metal ousing,19° 11 (442 x 44 375 mm > W x Hx D) ith removable mounting brackets, netwiork connectors.
on the front
s 2 (swappable—replace defecive fans within 48 hours o protect device from possible damage / time required for
replacement approx. 2 min)
Exchange fan “LANCOM SFAN-XS6” optionally available
Powerconsumption () f0sW
Powerconsumption (dle) 70w
coustcnoise (typ) sodea
Heatpowerma seETUR
Software
LCOS version based on LCOS SX 5.00
Software Lifecycle Management _ After discontinuation, the device is subject o the LANCOM Software Lifecycle Management. Detais can be found
at: _www.lancom.de/lifecycle
ntibackdoorpolicy Prodiucts from LANCOM are free of hidden access paths (backdoors) and other undesirabe features or introducing,

extracting or manipulating data. The trust seal "IT Security made in Germany" (ITSMIG) and certification by the
German Federal Office for Information Security (BSI) confirm the trustworthiness and the outstanding level of security

Declarations of conformity*

Europe/EFTA CE

NorthAmerica f eccic
ustralia NewZesland  ACMA
“Nete  Thefulltextof the speciic Declaration of Conformity is avaible at the following Interet adcress:

www.lancom-systems.com/doc

Supported IEEE standards

|EEE 802.1AB Link Layer Discovery Protocol (LLDP)


www.lancom.de/lifecycle
https://www.lancom-systems.com/doc
https://www.lancom-systems.com

LANCOM

9 LANCOM Data sheet - Switches SYSTEMS

lancom-systems.com

LANCOM XS-6128QF

Supported IEEE standards

IEEE 802.1ak MRP and MVRP - Multiple Registration Protocol and Multiple VLAN Registration Protocol
‘Eeeso2ta wacBridgng
EeEso2ta  seewmgTee
EeEsozt  Clssofsewie
EEEso2ta  WIAN
EeEso21s b Muliple Spanning Tree Protocol (MSTR)
Eesozw f Repid Spanming Tree Protocall RSTP)
sz PortBased Newiork Access Conral
EeEso23  dOBsseTEhemer
\EeEso23s  f00OBaseTXEwemet
eEso23d L Uk Aggregation Contral Protocal (LACP)
EEso23se  f0GigsbitEhemetoverfoer
‘EeEsozse: 2sGRASETEMemet
‘EeEsozsy psGBASEXEwemet
‘EeEsozsba  4oGRaseXEwemet
‘EeEsozsu  i0BaseTEhemet
EeEsozs FowConvol
EeEsozsz  t00BaseXEemet
‘EeEsozsac  VaNweng
‘EeEso2sicler Forward Error Correction (FEC)
‘EeEso2tek Multple Registration Protocl (MRP)
‘EeEso2tas  Timngand Synchronizationfor Tme-SenstvelaNs
‘ezt Multiple Stream Reservation Protocol (MSRP)
‘et Forwarding and Queuing Enhancemens for Time-Sensive Sweams
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Supported IEEE standards

|IEEE 802.1v Protocol-based VLANs

Supported RFC standards

RFC 854 Telnet Protocol Specification
weows MBI
Rroues BidgeMB
Rro2021 Remote Network MonitorngMBv2 RMONV)
Ro2238  medeceMs
RFC2460  hemetProwcolVesons (Pl
R swoNmE
RFc2674  EEEsolipand EEESO2iqBidgeME
wro2es Hypertext Transfer Protocol Secure (4TTPS)
w2 Remote NetworkMonitoring MIE RMON)
Rc2863  herfaceGrowpMBusmgSMN2
Rz oweMme
Rcaas Userbased Security Model for sNMPYE
RFC3AS  ViewbasedAccessControlModelforsWMP
RFc3se7  PvoClobalUnicastAddressformat
Rec3ess  EEs2aMAUMB
RFCa2s1  TheSecweShellProtcolArchitectwre SSH)
Rrca201  Pvesion6AddressmgArchiecwre
RFCaass  temetConwolMessageProtocol (CMPYE
Reosste Mulcast Group Membership Discovery M5
weo7sE DHOPSmocping
ReoSSlS oMPandMDSmoopng
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Supported RFC standards

RFC 2618 RADIUS Authentication Client MIB

wee2zar ¢ eiyMBv
wees b RMONGows123ands
RFCT534  InteoperstonbetweenDHCPandBoo®

Scope of delivery

Manual Hardware Quick Reference (DE/EN), Installation Guide (DE/EN)
cae  Serlcofigwatoncableism
Cae Micro-USE configuration cable tom
cae  ECpowercod
Powersuply  Thotswsppablepowerswely
dobrackets  Twol'bracketsforrackmountng

Support

Warranty LANCOM Limited Lifetime Warranty — Hardware warranty until the End of Life status of the device (maximum 10

years). For details, please refer to the General Warranty Conditions at: www.lancom.de/garantiebedingungen.

LANCOM support - Free technical manufacturer support for LANcommunity partners as part of the LANCOM Software Lifecycle
Management _www.lancom.de/lifecycle
- Charged technical manufacturer support for end customers is optionally available

LANCOM Next Business Day In addition to the LANCOM Limited Lifetime Warranty replacement option for a defective device, item no. 61323
Replacement option XL
LANCOM service pack 24/7 XL * The LANCOM Service Pack 24/7 Emergency Support offers end customers direct manufacturer support with a
guaranteed initial response time of max. 30 minutes in the event of massive operational disruptions. Additional
extended service times for concerns outside of emergency support (Monday to Friday, 8 a.m. to 6 p.m.). It also
includes advance replacement in the event of a hardware defect, including delivery of a replacement device on the
next working day. Available for 3 different terms:
- 1year: 10233
- 3 years: 10237
- 5years: 10241

LANCOM service pack 10/5 XL * The LANCOM Service Pack 10/5 offers end customers direct manufacturer support for ten hours on five working
days with a maximum initial response time of four hours. It also includes advance replacement in the event of a
hardware defect, including delivery of a replacement device on the next working day. The following terms are
available:

- 1year: 10251
- 3 years: 10252
- 5years: 10253
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Support

*) Note Further details on LANCOM Service Packs are available at the following Internet address:
https://www.lancom-systems.de/produkte/service-und-support

LANCOM Management Cloud

LANCOM LMC-C-1Y LMC License LANCOM LMC-C-1Y License (1 Year), enables the management of one category C device for one year via the
LANCOM Management Cloud, item no. 50106

LANCOM LMC-C-3Y LMC License LANCOM LMC-C-3Y License (3 Years), enables the management of one category C device for three years via the
LANCOM Management Cloud, item no. 50107

LANCOM LMC-C-5Y LMC License LANCOM LMC-C-5Y License (5 Years), enables the management of one category C device for five years via the
LANCOM Management Cloud, item no. 50108

Accessories*

1000Base-SX SFP module LANCOM SFP-SX-LC1, item no. 61556
1000Base-LXSFPmocule L LANCOM SFP-LLCT ftemno. 61657
1000Base-SXSFPEIDimodule  LANCOM SFP-BIDITSSO-SC, emno. 60201
10GBase-SXSFPmodue L LANCOM SFP-SX-LCTO, temno. 61485
10GBase-LXSFPmodue L LANCOM SFP-LLCTO, ftemno. 61497
10GBase-SXSFPBDimodule  LANCOM SFP-BDU3IO-LCIO, kemno. 60202

module

25GBase-SXSFPmodule | LANCOM SFP-SRAC2S, A -Nri6Ol
25GBase-LXSFPmocle | LANCOMSFP-LRACZS, At Nri6O2
40CBase-SKSFPmodule | LANCOM SFP-SRMPOLO, AtNF: 0173
40CBase-LXSFPmodule L LANCOM SFP-LR-LCAO, Af-NroO74
10 Direct Attach Cable Tm L LANCOM SFP-DACTO-Im, ArNr:old9s
106 Direct Attach Cable 3m L LANCOM SFP-DACTO-3m, Art-Nri607S
406 Direct Attach Cable Im  LANCOM SFP-DACAO-Im, Ar-Nri6OT78
400 Direct Attach Cable3m  LANCOM SFP-DACAO-3m, At-Nr:60V7
256 Direct Attach Cable Im L LANCOM SFP-DACZS tm, At-Nr6O80
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Accessories*

50G Direct Attach Stacking Cable Tm LANCOM SFP-DD-DACS50-1m, Art.-Nr.: 60179

Power supply (swappable) LANCOM SPSU-250, item no. 61499 **)
Fan(owappablel | LANCOMSFAN-XSS, femno.G1401
Rackmountrals | LANCOM Switch rack mount il ftemno. 61432
LANCOMPowerCord (UK IECpower cord, UK plug, ftemno. 61650
LANCOMPowerCord (CH)  IECpowercord, CHplug, femno. 618652
LANCOMPowerCord (US)  IECpowercord, US plug, ftemno. 61651
LANCOMPowerCord (A) G power cord, AU plug, ftemno. 61653
WNote  Supportfor third-party accessores (SFP and DAC) s excluded and carnot be granted
“Note  Incaseof unavailabilty of the 250W power supply, a SSOW power supply can also be enclosed

Item number(s)

LANCOM XS-6128QF 61860

LANCOM Xs6

LANCOM Systems GmbH LANCOM, LANCOM _Systems, LCOS, LANcommunity and Hyper
Integration are registered trademarks. All other names or
Adenauerstr. 20/B2 descriptions used may be trademarks or registered trademarks of
their owners. This document contains statements relating to future
52146 Wuerselen | Germany products and their attributes. LANCOM Systems reserves the right

to change these without notice. No liability for technical errors

info@lancom.de and/or omissions. 04/23
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