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LANCOM GS-3652XUP

Multi-Gigabit PoE++ access switch for fail-safe, large-scale
networking scenarios

For scenarios with data-intensive network components that need to get by without
complex electrical installations, this 52-port multi-Gigabit access switch with the latest
IEEE 802.3bt Power over Ethernet standard is a perfect choice. 12 of a total of 48 Gigabit
Ethernet ports support 2.5 Gigabit Ethernet and thus form the necessary
high-performance basis, e.g. for the operation of Wi-Fi 6E access points and other
network components with high-performance requirements. With an additional
hot-swappable power supply, either full PoE performance is achieved on all 48 Gigabit
Ethernet ports or maximum fail-safety is created. Four additional SFP+ ports and basic
Layer 3 functions such as static routing and DHCP server make this device a reliable
basis for large networks.

- Multi-Gigabit access switch with 12x 2.5 Gigabit Ethernet, 36x Gigabit Ethernet ports
and 4x SFP+

- 1x hot-swappable PSU as well as a separate slot for adding a second PSU

- PoE support as per IEEE 802.3af/at (1G ports) and IEEE 802.3bt Type 4 (2.5G ports)
with up to 720 watts (1,440 watts with second PSU)

- Ideal in combination with Wi-Fi 6E access points

- |IEEE 802.3az power saving feature - port shutdown when not transferring data

- Basic Layer 3 features such as static routing and DHCP server

- Security through configurable access control on all ports according to IEEE 802.1X

- Secure remote management through TACACS+, SSH, SSL, and SNMPv3

- Cloud-managed LAN -for simple and fast configuration via the LANCOM Management
Cloud

- IPv6 and IPv4 support for modern enterprise networks

- 5-year warranty on all components
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High performance on 52 ports

The LANCOM GS-3652XUP is equipped with 12 2.5 Gigabit Ethernet ports, 36 Gigabit
Ethernet ports, and 4 SFP+ ports supporting transfer rates of up to 10 Gbps. In addition,
with a data throughput of 212 Gbps on the backplane, it offers full performance even
under heavy load. The access switch thus forms the powerful basis for large network
infrastructures in all industries and areas of application.

Central power supply without additional electrical installation

As a high-performance PoE switch, the LANCOM GS-3652XUP supplies connected PoE
end devices without additional power supplies or power cabling. It supports the Power
over Ethernet standards IEEE 802.3at/af (PoE+) and IEEE 802.3bt (PoE++, Type 4) with
up to 90 W per port. Thanks to high power reserves with a total output of 1,440 watts,
it is thus ideal for efficient power supply of end devices with the highest energy
requirements. In addition to Wi-Fi 6E access points, this also includes end devices such
as lighting tubes or touch screens, which can be operated via Power over Ethernet for
the first time.

A high-performance basis for Wi-Fi 6E

Thanks to 12 powerful 2.5 Gigabit Ethernet ports including PoE in accordance with IEEE
802.3bt (PoE++), the LANCOM GS-3652XUP is the ideal basis for integrating the new
WLAN standard Wi-Fi 6E into modern infrastructures. This is because Wi-Fi 6E access
points such as the new LANCOM LX-6500 with 4 streams and 3 bands each mean on
the one hand increased performance requirements that exceed simple Gigabit Ethernet,
and on the other hand, the power consumption of these access points exceeds the
threshold of classic POE+ with 30 W for the first time.

Hot-swappable PSU

The LANCOM GS-3652XUP with "hot-swappable" PSU enables fast and uninterrupted
replacement of the power supply in the event of a defect. A separate plug-in module
allows the addition of a second PSU. With the integration of 2 redundant PSUs, highly
fail-safe scenarios can be realized or PoE power can be bundled and thus increased.

Front-to-back design

The LANCOM GS-3652XUP protects your investment with an innovative front-to-back
ventilation design. This allows for optimal cooling even in 19" racks and maximizes the
lifespan of the device.

Static routing for unburdened networks

The LANCOM GS-3652XUP supports the basic Layer 3 function static routing, shifting
certain routing tasks from the router to the switch. The predefinition of network routes
through one or more network segments enables faster data exchange, especially in the
case of high internal data traffic, and leads to a relief of the router. Freed-up router
capacity is then additionally available for handling external data traffic. This increases
the efficiency of the entire network.
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DHCP server functionality

As a DHCP server, the switch can independently and automatically assign IP addresses
to clients. The LANCOM GS-3652XUP supports this basic Layer 3 function and thus
takes over the IP management of the connected network.

Configurable access control

The LANCOM GS-3652XUP ensures that no unauthorized clients gain access to the
network. This is made possible by secure access control on all ports in accordance with
IEEE 802.1X (port-based, single-, multi-, and MAC-based).

Secure remote management

Thanks to secure communication protocols such as SSH, SSL, and SNMPv3, the LANCOM
GS-3652XUP enables professional remote management of the network. In addition, the
switch supports the TACACS+ protocol for authentication, authorization, and accounting.
An optimal solution that promises maximum security, especially for the management and
monitoring of multi-site networks.

Cloud-managed LAN

With the LANCOM Management Cloud, the LANCOM GS-3652XUP offers fast and easy
network integration and automatic configuration assignment. Cloud-managed LAN
replaces individual device configuration with holistic network orchestration and enables
automatic VLAN assignment to the desired switch ports. This allows all configurations
to be rolled out at the click of a mouse, making even more complex networking scenarios
easy to administer.

IPv6 and IPv4 support

Thanks to its dual-stack implementation, the LANCOM GS-3652XUP can be used in pure
IPv4, pure IPv6, or mixed networks. Numerous applications such as SSL, SSH, Telnet,
or TFTP can thus also be run over IPv6 networks. IPv6 features such as stateless
autoconfiguration, neighbor device discovery, and MLD snooping round out the IPv6
features.
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Security

Secure Shell Protocol (SSH) SSH for a secure remote configuration

Secure Sockets Layer (SSL) S to encrypt HTTP connections; advanced security for browser-based configuration via web nterface

\EEES020X  IEEE 802X access contrl on all ports; RADIUS for authentication, authorization and accounting with e.g. MDS
hashing; guest VLAN; dynamic VLAN assignment

PrivateVLANedge L Layer 2 isolation between clients in the same VLA (‘protected ports'); support multiple wpinks

Potsecurty L Locking of MAC addresses to ports; miting of the number of learmed MAC addresses

Poowceguad ¢ Blocking access for legal P addresses on specificports

ecessconwollists Drop orrate imitation of connections based on source and destination MAC addresses, YLAN 1D, P address
(IPv4/IPv6), protocol, port, DSCP/IP precedence, TCP/UDP source and destination ports, IEEE 802.1p priority, ICMP
packets, IGMP packets, TCP flag

RADIUS/TACACS+  Authentication, authorization and accounting of configuration changes by RADIUS or TACAGSs

SormContol MucastfBroadcast/Unicast storm suppression

lsolatedGrop  Alows certain ports to be designated as protected. All other ports are non-isolated. Traffic between isolated group.
members is blocked. Traffic can only be sent from isolated group to non-isolated group.

Performance

Switching technology Store and forward with latency less than 4 microseconds

MACaddresses  Supportof mex3KMACaddresses

Toughput Vax.212Gbpsonthebackplane

Maximum packet processing 157 millon packets per second (mpps) at 64-byte packets

waw Port based and IEEE 802.14 tag based VLAN with up to 4,093 VLAN; Supports ingress and egress packetfterin
port based VLAN

Jumboframesupport  JumboframesupportwithuptoTo2d0bytes

PoE nach IEEE 802.3bt and IEEE 802.3at/af

2.5G Ports 12x IEEE 802.3bt 2.5G PoE ports with up to 90W per port (type 4, compatible to IEEE 802.3at/af powered devices),
limited by the maximum PoE power supplied

1G Ports 36x IEEE 802.3at PoE ports (compatible to IEEE 802.3af powered devices), limited by the maximum PoE power
supplied
Power 720 W total power with dynamic load balancing on all ports (optional up to 1440 W with second power supply unit)
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PoE nach IEEE 802.3bt and IEEE 802.3at/af

Status information

Monitoring via LED, displaying the actual power consumption per port in web interface

Energy efficiency (Green Ethernet)

Energy detection

Cable length detection

Energy efficiency according to IEEE 802.3az. Automatically turns off power on Gigabit Ethernet RJ-45 port when
detecting link down or Idle of client. Active mode is resumed without loss of any packets when the switch detects
the link up

Adjusts the signal strength based on the cable length. Reduces the power consumption for short cable

Layer 3 features

Number of L3 inferfaces

DHCP Server

up to 128

DHCP Server per VLAN

Layer 2 switching

Spanning Tree Protokoll (STP) / Rapid
STP / Multiple STP

Link Aggregation Control Protocol
(LACP)

Standard Spanning Tree according to IEEE 802.1d with fast convergence support of IEEE 802.1w (RSTP); using
Multiple Spanning Tree instances by default according to IEEE 802.1s (MSTP)

Support for up to 4K VLANSs simultaneously (out of 4093 VLAN Ids); matching due to port, IEEE 802.1q tagged VLANSs,
MAC adresses, IP subnet and Private VLAN Edge function ("protected ports")

IGMP V1, v2, v3 to limit bandwidth-intensive multicast traffic to ports with requesters; supports 1024 multicast
groups; source-specific multicasting

- DHCP option 66
-> DHCP option 67
- DHCP option 82
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Interfaces
Ethernet - 12 TP ports 100/1000/2500 Mbps
- 36 TP ports 10/100/1000 Mbps
- 4 SFP+ ports 1/10 Gbps
- 52 concurrent Ethernet ports in total
Console port RJ45 configuration port for command line access

Management and monitoring

Management LANconfig, WEBconfig, LANCOM Management Cloud, Industry Standard CLI
Command Line Interface (CLI) Configuration and status display from the command line with console application and direct connection to console
port, via Telnet or SSH

Remote Monitoring Integrated RMON software agent supports 4 RMON groups (history, statistics, alarms and events) for enhanced
traffic management, monitoring and analysis

Port Mirroring Traffic can be mirrored from on port to another for investigation with network analyzer or RMON probe. Up to 51
ports can be mirrored to a single mirror port. Single sessions can be selected

Security Access rights (read/write) can be set up separately, access control list
NP SNMPmanagement via SNMPYI, v2c or v3 with suppor of traps. User-based security model for SNMPV3 (USM)
Diagnoss 1 Diagnosis fom the switch with PING and cable diagnosis
Frmwereupdate 5 Update via WEBconfig and browser (MTTRIHTTPS)

- Update via TFTP and LANconfig
- Dual firmware image to update during operation

Secure Copy Securely import and export files

DHOPelent  Automaticassignementof the management P address by DHCP
NP Automaic time settngs with Simple Newiork Time Protocol (SNTR)
sflow  Standardfor monitoring of high-speed-networks. Visualization of network use, accounting an analysation toprotect

your network against dangers

Hardware
Weight 13,89 Ibs (6,3 kg)
Power supply Two bays for swappable power supply units (100 - 240 V, 50 - 60 Hz)
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Hardware
Housing Robust metal housing, 19" 1U (442 x 44 x 440 mm > W x H x D) with removable mounting brackets, network
connectors on the front
Fans 2@whenusing2PsUS
Power consumption (max) - Se20WwhenusngonePSD)
- 1600 W (when using two PSUs)
Powerconsumption Gdle)  7SW
Meatpower(masd  700BTUN
coustenoise typ)  e2dea
Software
LCOS version based on LCOS SX 4.00
Software Lifecycle Management  Afterdiscontinuation the device is subjectto the LANCOM Software Lifecycle Management, Detals can be found
at: _www.lancom.de/lifecycle
ntibackdoorpoliey ¢ Products from LANCOM are free of hidden access paths (backdoors) and other undesirable features for introducing,

extracting or manipulating data. The trust seal "IT Security made in Germany" (ITSMIG) and certification by the
German Federal Office for Information Security (BSI) confirm the trustworthiness and the outstanding level of security

Declarations of conformity*

Europe/EFTA CE

NorthAmerica ¢ ccic
ustralia [NewZesland  ACMA
WNote  Thefulltext of the specific Declaration of Conformityis avalabe at the following Internet address:

www.lancom-systems.com/doc

Supported IEEE standards

|IEEE 802.1AB Link Layer Discovery Protocol (LLDP)

‘EeEsoztas | WoeMED
‘EeEsozted  ainqwegne
‘EeEso2tek RP and MVRP - Mulple Regisiration Protocol and Multple VLAN Regitration Protocol
‘Eeesozta wacBridgng
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Supported IEEE standards

IEEE 802.1p Class of Service
EEEsozia LN
‘Eegsozis Mutiple Spanming Tree Protocol MSTR)
EeEsozw Repid Spamning Tree Protocoll &STP
EeEsoz PortBased Network Access Control
EeEso23  tOBsseTEmemer
\EeEso23s  i00OBaseTXEwemet
‘EeEsozzed | Uk Aggregation Control Protocol (LACP)
eEso23:e  i0GigsbitEhemetoverfor
‘EeEsozaat  f PoweroverEthernet (PoB)
EeEso2am  f Powerover Ethernet Plus (PoEs)
EeEsozat  f Powerover Ethernetss(PoE) Type 4
‘Eegsozzer rergy Efficent Ethemet
‘Eegsozau  iOBsseTEmemet
Eegsozax Fowconwol
‘EeEsozaz  i000BssexEtemer

Supported RFC standards

RFC 854 Telnet Protocol Specification
Recs WL
RRCWIS  SWeGenedcTmes
Recues siggeMB
RFCVES  SmpleNewokTmeProwcol(SNT)
Rec2021 Remote Newiork Moritoring MIB v2 ®MONVZ)
RRC2288  mereeMsB
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Supported RFC standards

RFC 2613 SMON MIB

wee2e WTTPAdthentcaton
Rro2ees ¢ eemettkeMB
Rec2e74  EEsouipendleEsozigsrdgeMs
wecsts Hypertext Transter Protocol Secure (HTTPS)
weome Romote Nework Moritorng MB (MON)
Reo2ses  nefwecowpMBusngSMv2
weo2es3  owews
wecsow woams
Recsew Userbased SecuriyModelfor KMV
ReC34s  VewbasedAccessComalModelorswve
Rec3se?  PwolbalUncastAddessFomat
weoset b PowerEthemetMis
Recsess ¢ eremetlkeMB
Rec3ss  EEsosmauMB
weeams eiyMBa
wecams ¢ miageMs
ReCast  TheSeoueShellPowcolAchiectre (SSH
ReCa91  PvesonsAddessmgAcntecwe
RFC443  IntemetContiolMessageProtocol (WP
wrcasss b RADIUS Authentication CllentMB
wecs0 b RADIUS AccountingMB
weosste ) Multcast Group Membership Discovery M8
weeTs3n oHCPSIooping
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Scope of delivery

Manual Hardware Quick Reference (DE/EN), Installation Guide (DE/EN)
e Serlconfiguetoncable,15m
e ECpowercod
Powersupply  Txswappable PSU (expandable up to 2 PSUS for redundancy [ higher PoE budget)
Jovbrackets  Twolbcketsforrackmawntng
Support

Warranty 5 years, for details, please refer to the General Warranty Conditions at:

www.lancom-systems.com/warranty-conditions

LANcare Advanced L Service package with security updates and support entitlement* until EOL and 5 years NBD advance replacement
(* support access required, e.g. support contract or LANCOM Service Packs 24/7 or 10/5), item no. 10732

LANCOM Management Cloud

LANCOM LMC-C-1Y LMC License LANCOM LMC-C-1Y License (1 Year), enables the management of one category C device for one year via the
LANCOM Management Cloud, item no. 50106

LANCOM LMC-C-3Y LMC License LANCOM LMC-C-3Y License (3 Years), enables the management of one category C device for three years via the
LANCOM Management Cloud, item no. 50107

LANCOM LMC-C-5Y LMC License LANCOM LMC-C-5Y License (5 Years), enables the management of one category C device for five years via the
LANCOM Management Cloud, item no. 50108

LANCOM LMC-C-10Y LMC License LANCOM LMC-C-10Y License (10 Years), enables the management of one category C device for ten years via the
LANCOM Management Cloud, item no. 50134

Accessories*

1000Base-SX SFP module LANCOM SFP-SX-LC1, item no. 61556
1000Base-LXSFPmocule L LANCOM SFP-LCLCT ftemno. 61657
1000Base-SXSFPEIDimodue  LANCOM SFP-BIDITSSO-SC, emno. 60201
10GBase-SXSFPmodue L LANCOM SFP-SX-LCTO, temno. 61485
10GBase-LXSFPmocue L LANCOM SFP-LX-LCTO, temno. 61497
10GBase-SXSFPEDimodule  LANCOM SFP-BDU3IO-LCIO, kemno. 60202

10G multi gigabit Ethernet copper LANCOM SFP-CO10-MG, Art.-Nr.: 60170
module
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Accessories*
10G Direct Attach Cable Tm LANCOM SFP-DAC10-1m, Art.-Nr.: 61495
106 Direct Attach Cable 3m | LANCOM SFP-DACIO-3m, At-Nri6OTs
Power supply (swappable) | LANCOM SPSU-920, temro. 61498
Rackmountrals | LANCOM Switch rack mount il ftemno. 61432
LANCOMPowerCord (UK)  IECpower cord, UK plug, ftemno. 61650
LANCOMPowerCord (CH)  IECpowercord, CHplug, femno. 61852
LANCOMPowerCord (US)  IECpowercord, US plug, ftemno. 61651
LANCOMPowerCord (A)  IECpower cord, AU plug, ftemno. 61653
WNote  Supportfor thid-party accessores (SFP and DAC) s excluded and carnot be granted

Item number(s)

LANCOM GS-3652XUP 61879
LANCOM Systems GmbH LANCOM, LANCOM _Systems, LCOS, LANcommunity and Hyper
Integration are registered trademarks. All other names or
Adenauerstr. 20/B2 descriptions used may be trademarks or registered trademarks of
their owners. This document contains statements relating to future
52146 Wuerselen | Germany products and their attributes. LANCOM Systems reserves the right

to change these without notice. No liability for technical errors

info@lancom.de and/or omissions. 03/23
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